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Abstract

This paper studies the modeling and scheduling problem of maintenance strategies in
Fault Tolerant Control Systems (FTCS’s) using stochastic modeling method. In FTCS’s,
the controller reconfigures itself to accommodate for the occurrence of critical faults based
on the information obtained from a fault detection and identification (FDI) scheme. Dis-
crete semi-Markov chains are constructed to describe the operation of FTCS’s with their
unique characteristics incorporated. Two different maintenance strategies are discussed:
FDI-dependent and FDI-independent periodic strategies, classified based on the use of FDI
information in maintenance decision making. For each strategy, we present the methods of
calculating the stationary availability and determining the optimal maintenance strategy to
achieve the best availability. Two examples are given to demonstrate the proposed methods

for both of FDI-dependent and -independent cases.
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1 Introduction

Component faults in a control system may result in sudden system failures causing major dam-
ages and economic losses. Aiming to improve system safety and availability, Fault Tolerant
Control systems (FTCS’s) have been developed to accommodate fault effects by employing an-
alytic redundancies, and performing fault detections and controller reconfigurations. A fault
tolerant control system has two important schemes, one is called fault detection and identifica-

tion (FDI) scheme which performs diagnosis of faults; the other is called reconfigurable control

*Corresponding author. Tel. +1-780-492-5792. Fax +1-780-492-1811. E-mail: qingzhaoQece.ualberta.

ca.



(RC) scheme, which reconfigure itself based on the fault information provided by FDI to com-
pensate for the fault effects. The objective of FTCS’s is to prevent system from catastrophic
failure. This is extremely important for safety critical systems.

In order to reduce accumulated deterioration, maintenance is undertaken regularly as a
preventive activity when the system is satisfactorily operating in an up state. On the other
hand, repair is to bring the system back to an up state after it has experienced a failure.
Maintenance cost is usually much less than repair cost, hence it is important to study and
make appropriate maintenance decisions. This paper discusses the maintenance modeling and
scheduling in FTCS’s. In general, the design and analysis of FTCS’s belong to the subject of
control system and engineering, and the problem of major concern is to maintain high-priority
performance of the system when severe component faults occur. However, faults occurrences
are primarily caused by component aging or deteriorating effects, as a well-defined system,
maintenance of FTCS’s is necessary.

The maintenance policies can be generally classified into condition-based and time-based
periodic maintenances. In the former case, maintenance decisions are made based on the
deterioration condition of the system; in the latter case, maintenance activities are performed
at scheduled time intervals. These maintenance strategies have been investigated in various
systems and configurations. Markov process and semi-Markov process have served as important
tools in the investigation. For example, a semi-Markov decision process was used in [1] to solve
a joint optimization of inspection rate and maintenance decisions; in [2], a model was developed
to provide maintenance decision for a deteriorating system modeled by Markov chain; the long-
run cost was minimized in [3] and [4] by using a semi-Markov decision process and defining its
states based on different thresholds of failure rates; considering a finite time period, maintenance
policy was studied in [5] for a repairable systems based on a semi-Markovian process. Previous
results on maintenance can be found in a review paper by [6]. However, to the best of authors’
knowledge, the maintenance of FTCS’s has not been studied.

Different from available results, the maintenance of FTCS’s has to consider their unique
characteristics: in FTCS’s, the system performance is maintained by using analytical redun-
dancies , i.e. FDI scheme and control actions. Both FDI and controller reconfiguration have
critical timing requirement. Moreover, the possible error made by FDI may lead to further
deterioration of the system and even to a system failure. In simple words, the existence of

FDI and automatic control action as well as their interactions make it difficult to model and



analyze overall system operations from reliability and maintenance perspective. In [7] and [§],
efforts were made to construct a model for reliability evaluation of FTCS’s based on Markov
and semi-Markov processes. In this paper, discrete semi-Markov chains are used to describe the
stochastic evolution of the system. Both time-based and condition-based maintenance strategies
are studied, and they are named herein as FDI-independent and FDI-dependent maintenance
respectively. The scheduling methods are discussed to find the optimal maintenance period
with the best stationary availability for each case.

This paper is organized as follows. The description of FTCS’s and the semi-Markov modeling
are given in Section 2; the modeling and scheduling of two types of maintenance policies are
discussed in Section 3 and 4; and two numerical examples are provided in Section 5 followed

by conclusions in Section 6.

2 System description

FTCS’s are mainly composed of two subsystems: a Fault Detection & Isolation (FDI) scheme
and a reconfigurable controller, as shown in Figure 1. The FDI scheme provides fault diag-
nosis information on the kind, location, and occurrence time of faults, and the reconfigurable

controller is modified to maintain system performance based on FDI information.
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Figure 1: Structure of FTCS’s

Most FDI schemes are designed based on the assumption of known system models, as
shown in Figure 2. Its main idea is to check the consistency between process measurement and
corresponding estimate calculated from process model. A residual signal is generated indicating
fault occurrences. Various methods can be applied for residual generation, such as observer-

based design and identification-based schemes.
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Figure 2: Structure of model-based FDI.

Reconfigurable control is designed to maintain acceptable control performance under fault

occurrences by modifying controller according to FDI results. For example, the control law

scheduling method pre-computes gain parameters for all faulty cases and switches to the cor-

responding gain when fault occurs

To recap, this description of FTCS’s contains the following assumptions:

1)

There are finite number of fault scenarios in the system, and the dynamics for each fault
scenario can be effectively represented by a linear system model; the fault-free mode
and various fault occurrence scenarios are defined as plant modes, which are collectively

denoted as S ={0,1,2,--- ,N}.

FDI modes determine controller reconfigurations and may take different state from plant
mode; reconfigurable controller contains a bank of controllers that are pre-designed for

the system.

Both the plant mode (i.e., fault scenario) and FDI mode determine system performance:
if they are identical, implying that FDI result is correct and controller is used for its des-
ignated scenario, system performance is deemed as satisfactory; otherwise, FDI provides
incorrect fault estimation, system performance is not desirable, and system is deemed to

fail if the duration at this mismatched state exceeds a certain threshold denoted as Ti4.



3 Stochastic modeling

The FDI scheme is assumed to be in a cyclic structure: it generates an estimate based on a
batch of measurement data and calculations for every fixed period Tg. Let 6,, € S and T;,, € N
denote the FDI mode and cycle index respectively after the m-th transition of 7,, where m € N
and N denotes the set of non-negative integers. For example, in Figure 3, ; = 15 and T = 5.
0., and T), together determine FDI trajectory, and n, = g, , where S,, = sup{m € N: T;,, <n}
is the discrete-time counting process of the number of jumps in [1,7n]. Corresponding to FDI
cycles, a discrete-time Markov chain (, can be used to describe the stochastic evolution of plant
mode by assuming that the failure rate is constant, where n € N and the time duration between
consecutive discrete indices is equal to FDI detection period Ts. Let G denote the transition
probability matrix of ¢,, and then Pr{(,+1 = j|¢(, = i} = G;j, where G;; denotes the ij-th

element, 7,5 € S.
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Figure 3: A sample path of 7,.
(0,T) = {0, Ty, : m € N} is called a discrete-time Markov renewal process if
Pr{9m+1 = j7Tm+1 — Tm = 1’00, R 79m§ To, R ;Tm} = Pr{0m+1 = j, Tm+1 — Tm = l‘@m}

holds for fixed (r,, = (1,41 =+ = (1 = K, k,j € S, 1,m € N. 5, = 0, is then called
the associated discrete-time semi-Markov chain of (6,T'). It can be shown that 6,, is a Markov
chain, and its transition probability matrix is denoted by P.

Given (r,, = Crpt1-" = CTpyy = K, let Ti]; = Tmy1 — Ty if 0y = ¢ and 0,11 = 7,
i,j,k € S. TZ; is the sojourn time of 7, between its transition to state i at T, and the
consecutive transition to j at Ty,41. If the transition destination state is not specified, let Tl-k
denote the sojourn time at state i. Let H¥(i, j, 1) denote the sojourn time distribution function,
meaning Pr{r{} =1} = Pr{Ts1 — Ty = U0 = i,0ms1 = j} = H*(i,4,1), where i,j € S and
leN.



Note that the behavior and parameters of 7, depend on (, as 7, is an estimate of (,.
According to system description, the states of (,, and 7, and their interaction are the key
elements to system operation. A discrete-time stochastic process can be defined as X,, = (¢, )

and its state space Sx = S x S.

Lemma 1 X,, can be modeled as a semi-Markov chain.
Proof: Let TX denote the transition time when ¢, or/and 7, jumps to a different state.
Denote 6:X as the state of X,, at the transition time 7.x. It suffices to show that (§%,TX) &

{6X,TX : m € N} is a Markov renewal process. In other words, the following equation holds:

Pr{Op .1 = (k,0), Ty — T = hl0 -+ 05, T -+, Tox }

=Pr{0p. 1 = (k,0), Toyy — Tx = h|0) = (i,5)}. (1)

This equation is shown based on three cases. The first case is that only (, transits to a new
state at 7:X. As a result, the parameters of 7, are changed. So the sojourn time of 7, is reset
to 0, considering that the state of 7, remains unchanged but it begins to evolve according to
a new parameter. Consequently, the transitions of 7, depends on 952 only. This also holds for
the transition of ¢, because of its latest transition at Tix. Therefore, (1) holds.

The second case is that 7, transits at 7x while ¢, remains the same. In this case, the
sojourn time of 7, starts at 0 at a new state, so its transition is independent of previous states
before T:X. Considering that ¢, is a Markov chain, its transition depends on 6;X only because
this is the most recent state. Therefore, (1) also holds.

The third case is that both ¢, and 7, change at T.X. In this case, both (, and 7, start to

evolve at new states, and (1) holds obviously. B

Remark 1 In general, the combination of a Markov and an independent semi-Markov chain
is not a semi-Markov chain. Lemma 1 is mainly because of the dependence of the parameters
of mn, on (.

Using the total probability formula, the semi-Markov kernel of X, can be calculated from
the parameters of (,, and n,. For brevity, the calculation formulas are given in the following

theorem without proof. Please refer to [8] for the derivation.



Theorem 1 The semi-Markov kernel of X, is given by the following equations:

Qx((i,4), (k,1),m) = GI 'GP ZHl(j,l,m)

Qx((i,4), (4,1),m) = PLH'(j1,m) ZG“Z kZH (4, k, h),

n=1 keS:
QX((Z7])’(k,])7m) = G?Zilek[l_ZGn 1 — Gy Z lHZ ],l,n
n=1 leSy
—ZG P ZZH (G, 1, h)]
n=1 €Sy h=1

where m € N, G denotes the transition matriz of C,, P' the transition matriz of the embedded
Markov chain of 0, when (, = i, and H' the matriz of sojourn time distribution functions of
M when G, =i. (i,7) and (k,l) denote the states of Xy, i # k, j # 1.

X, is the key semi-Markov process determining system operation, and by expanding its state
space, reliability, repair and maintenance can be described by similar stochastic processes.

To model reliability, X,, is defined as a discrete-time semi-Markov chain with state space
Sy = Sx U{F}, where F denotes the absorbing failure state, and others are up states. The
state transition diagram when S = {0, 1} is shown in Figure 4. The reliability at nTy, defined

as the probability of staying within functional states for [0, nTg], is equal to
R, =1-Pr{X,, =F|Xy=(0,0)}, (2)

where R,, denotes the reliability function at nTy and P((0,0),F,n) the transition probability
from (0, 0) to F. Therefore the key step of evaluating reliability is to obtain the semi-Markov

kernel of X,, and to solve its transition probability.

Figure 4: State transition diagram of X,,.

Theorem 2 The semi-Markov kernel of X, can be derived by that of X,, as given by the



following equations:

Qs (i), (ki D)om) = Qx((isi), (k. D)o m), (3)
ia ] 9 kvl , ), m S T )
Qs tntymy — § TG EDm v (4)
0, m > Thq,

1—S"Ba O((i, 7), (k, 1), h), m = Tha + 1,
0x((ing).Fomn) don Q4 9), (K, 1), h) hd 5

0, otherwise,

Q)_((F7a7m) = 0, (6)

where (i,1), (i,7), (k,1),a € Sg, i # j, m € N and Ti,q denotes the hard deadline.

Proof: These equations are derived based on the connections between X,, and X,, and the
implication of hard deadline. (3) is obvious, because it represents the transition probability of
X, and has been given by the semi-Markov kernel of X, in Lemma 1. (6) holds as the failure
state F is assumed to be absorbing. (4) and (5) are based on the hard deadline concept: When
X, = (i,7), i # j, the system is in a mis-matched mode that FDI gives an incorrect detection;
the transition from (i,j) to other functional states (k,l) can be made within T4 only, which
leads to (4); if the system stays at (i, j) for a sojourn time over Tjq, it transits to the absorbing
failure state at the earliest time Tq + 1, which is described by (5). B

With semi-Markov kernel, transition probability is readily solved by using available formulas
[9], and reliability function R, can be calculated from (2). In the next two sections, two
maintenance policies are presented. The problem of interest is to find the optimal maintenance
period to minimize costs and maximize availability. By representing the maintenance and
repair costs in the corresponding duration times, stationary availability is used as the overall

maintenance scheduling objective.

4 Maintenance with dependence on Fault Detection and Iden-

tification (FDI)

4.1 Semi-Markov modeling

Consider the following FDI-dependent maintenance policy: when FDI mode is 0, indicating
a fault-free operation, no maintenance action is needed; when FDI mode is ¢, ¢ € S1, ¢ # 0,

maintenance is undertaken when the sojourn time is over 7}, an FDI -dependent maintenance



period; and an emergency repair state is conducted immediately after system fails. The dura-
tions of the repair and maintenance are described by two discrete random variables, denoted
by Dgr and Dy respectively and representing the multiples of 7.

To describe the system operation under this maintenance policy, a discrete stochastic process
Y, is defined on the state space Sy = Sx U {M, R}, where M denotes the maintenance state,
and R the repair state. For the case of binary fault modes, the state transition diagram is

shown in Figure 5.

Figure 5: State transition diagram of Y.

It can be shown that Y,, is also a semi-Markov chain, and its semi-Markov kernel can be
derived from those of X,, and X,,. The proofs are similar to those of Lemma 1 and Theorem 2

and omitted here for brevity.

Theorem 3 The semi-Markov kernel of Yy, is given by the following equations:

Qv ((0,0), (k,1),m) = @x((0,0), (k, 1), m),
Qv ((i,7), (k,1),m) = Qx((i,7), (k,1),m),
Qv((i,4),R,m) = Qx((i,7),F,m),
Qx ((i,4), (k,1),m), m < Ty,

0, m> T,

QY((i7i)7 (kv l)vm) =

- ' 4), (kD). h), m=Ti; + 1
Qy((i,i),M,m) _ Zh:lQX((Z7])7( ) )7 )’ m ML

0, otherwise,
QY (Ra (07 0)7 m) = FR(m)>
Qy (M, (0,0),m) = Fu(m),

QyM,a,m) = Qy(F,a,m)=0,



where (i,1), (4,7), (k,1),a € Sy, a # (0,0), ¢ # 0, i # j, m € N, and Typq denotes the hard
deadline. Fy\i and Fr denote the discrete probability distributions functions of Dy and Dy

respectively, the maintenance and repair durations.

4.2 Maintenance scheduling

With Y, constructed by Theorem 4, its stationary availability Ay, defined as the stationary
probability that the system is in a up state, can be calculated by the following equation: [9]:
A= Z%me (7)
where v is denoted as the stationary distribution of the embedded Markov chain of Y;,, and
my the mean sojourn time of the states of Y},, in which the first V, elements denote the mean
sojourn time for up states.
The vector of FDI dependent maintenance periods is denoted as Ty = [T} - - Thj/\fl]T. The
interested problem is to find the optimal Thy; to achieve the maximum of A;. The main idea
is to calculate the gradient of Ay with respect to Ty, and to use an iterative gradient search

algorithm to find the optimum T5};: at Ty = zy,
xlc—i—l = Tk + )\VA1|xk7

where VA, represents the gradient of A; at Ty = %, and A step size. From (7), we have

. dAl dv dA1 dmy

VA = , 8
YT dv dTw | dmy dT (®)
where % and ;;3)1/ can be directly obtained from (7), and it remains to calculate dflr”M and
dmy
dTy\

According to semi-Markov process theory [10], v is obtained based on the transition matrix

of the embedded Markov chain of Y;,, denoted as P, and

k=1
oo Ny

my; = Y kY Qv(i,jk), (10)
k=1 j=1

where P;; denotes the (i, j)-th element of P, and my; i-th element of my, i,j € Sy. According
to Theorem 3, the semi-Markov kernel Qy is a matrix function of Ty;. So both v and my vary

with Tyy.

10



Considering that maintenance period Tf/[ is usually in a higher order of T}, the following

differences are used to approximate %:
dei ~ 11
Atk MYiliy gy il (11)
where PU|[T1 (T A1) TN denotes the (i, j) element of P evaluated at Ty = [T} - (T% +
M M M
T

To calculate Cﬂr—“M, the following result on the derivative of the stationary distribution of

Markov chain is adopted [11]:
dv T dP

arg ~ " g 12
where I denotes the identity matrix and (I — P)# denotes the group inverse [11]. In addition,
ﬂ ~ Pij‘[Tl\l/[ (TR 1) T T Pz‘j|[T1%1 Tk TN T (13)

where P;; T denotes the (i, ) element of P evaluated at Ty = [T - (T3 +

|[TI\1/[ (T +1)-
1)-- -Tl\]/}h]T. Substitute (13) to (12), dflr”M is obtained. VA; can be calculated by substituting

df]l_,”M and j%\y/[ to (8). The gradient search algorithm is finally implemented to find the optimum.

5 Periodic maintenance independent of Fault Detection and

Identification (FDI)

Consider the following periodic maintenance strategy for an FTCS system described by X, in
Figure 1: The initial state of the system is assumed to be fault-free, {5 = 19 = 0; for every
period Ty, if the system is up, it goes to the maintenance state which brings the system to the
initial state; and if the system is under repair at Ty;, we continue the repair, after which the
system restarts from the initial state.

This maintenance policy and operation cycle can be considered as a special case of the
system described in [12], and we therefore have the following result available for maintenance

scheduling.

Lemma 2 [12] The mean duration time of maintenance and repair are denoted as Sy and Sg
respectively. The reliability function of the system without maintenance and repair is denoted
as R(t). The stationary availability A2(Thr) of the overall system with maintenance period Ty

is then given as follows:
1

A2(TM) = H‘T(T‘]\/[y

(14)

11



_ Sgr + (SM— SR)R(TM).

B(T 15
(Tu) [T Rt (15)
Taking derivative with respect to Ty, we have
Tm ) Tm )
B(T) = [(Su — SR (T) [ R)dt = S R(T) + (S — SR T/ RO
t=0 t=0

B'(Ty) > 0 if and only if

R(Tw) 1 Sm

= 5 s T < — Sf
R*(Tv) — R/ (Tw) ;2o R(t)dt R

f(Tw) :

Usually the cost of repair is much higher than scheduled maintenance cost due to the intercep-

tion of regular operations, so ‘;—“P/f < 1. If limpy oo f(T) > 1 — ‘;—IX, then

lim B'(Ty) <0, lim A} (Tyu) > 0.

T]w—)OO TM —00

It implies that the stationary availability is monotonously increasing when Ty is large enough,
and the best strategy is not to take maintenance. So the relation between f(Ty) and 2‘% deter-

mines the existence of optimal maintenance period, as summarized in the following theorem.

Theorem 4 An optimal FDI-independent periodic maintenance period exists if and only if
limy,, oo f(Th) <1 — g—’R”, and f(Ty) =1— ‘;—’R” at the optimum.

Using the reliability predication available at discrete points nT} provided by X,,, the follow-
ing equation is used to estimate f(Ty):
~ Iy,
R, — [Br — R ) S0 Ra

f(Tw) (16)

where Ty € N, and R, represents the reliability prediction at Ty7s.

6 Examples

6.1 Example 1: Fault detection and identification (FDI) dependent mainte-

nance

Consider an FTCS with two plant modes: 0 and 1, denoting the fault-free mode and faulty
mode respectively. A discrete Markov chain with the following transition matrix is used to

describe fault occurrence.
0.983 0.017

0 1

12



Assume Ty = 1 minute. According to G, the mean time of fault occurrence is 1/0.017 = 60
minutes.

The FDI is modeled by a semi-Markov chain 7,, with the following parameters.

o 01 L o
1 0| 10|

H°(0,1,m) = H'(1,0,m) = Ps(m|60),
H°(1,0,m) = H'(0,1,m) = Bn(m|5,0.5),

where P° and P! are transition probability matrices of the embedded Markov chain and
HY(0,1,m), H°(1,0,m), H'(0,1,m), H'(1,0,m) are distribution functions of sojourn time.

‘Ps(:]-)" and ‘Bn(+|-,-)’ denote the Poisson and Binomial distributions respectively:

Ps(m|60) = 60—'6*60,
m.

|

Bn(ml|5,0.5) = 10.50.57", m < 5.

ml(5 —m)!
The maintenance and repair durations follow Binomial distributions: Bn(-|200,0.5) and Bn
(+|20,0.5). The hard deadline Tjq = 5.

Let the initial maintenance period Ty = 80. Y, is constructed using Theorem 3, and its
transition probabilities are shown in Figure 6, which converges to steady state values in the

long run. The stationary availability in this case is calculated as 0.7368.

1 0.06

08

200 400 600 800 1000 0 200 400 600 800 1000

0 200 400 _ 600 800 1000 0 200 400 , 600 800 1000
6><1o’4

0 200 400 600 800 1000 0 200 400 600 800 1000

Figure 6: Transition probability functions.
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Using the gradient search algorithm to optimize Ty, it takes 27 iterations to find the op-
timum 73 = 54 with availability 0.7525, as shown in Figure 7. So the gradient algorithm is

effective on maintenance scheduling.
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Figure 7: The history of searching the optimal maintenance period.

6.2 Example 2: Periodic maintenance

Consider the same system as in Example 1 but with the FDI-independent maintenance. The sys-
tem parameters remain the same as in Example 1. To evaluate its reliability, X,, is constructed
based on Theorem 2, and the calculated transition probability and the reliability functions are

shown in Figure 8.

1 0.06
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0 200 400 _ 600 800 1000 0 200 400 '' 600 800 1000

Figure 8: Transition probability and reliability functions.

Assume maintenance and repair are available for this system with mean duration times

14



as: Syr = 5 and Sgp = 100. To find out if reliability can be improved by taking preventive
maintenance, f(Tyr) is calculated using reliability prediction and (16), as shown in the first
curve of Figure 9. As we can see, f(1y) converges to a constant slightly over 1. Based on
Theorem 4, no maintenance is needed for this system, as verified by the stationary availability

A(Typ) in Figure 9.

0.9 L L
0 500 1000 1500

L L L L L L L L L
0 100 200 300 400 500 600 700 800 900 1000

Figure 9: f(Ty) and stationary availability.

Now, let us change the sojourn time distribution of FDI to the following:
H(0,1,m) = H''(1,0,m) = Ps(m|60),

H(1,0,m) = H(0,1,m) = Bn(m|8,0.5).

The transition probability and the reliability functions of the new system are given in Figure
10. Obviously, the reliability of this system is much worse than the original system in Figure
8.

In a similar way, f(7y) of this new system is calculated and shown in Figure 11. As f(Tw)
converges to 0.66 approximately, a optimal maintenance period exists if the Sy;/Sr < 0.34. For
instance, if Sg = 100 and Sy = 19, the optimal maintenance period exists, which can be found
by solving f(Ty) = 1 — Su/Sr = 0.81. As shown in Figure 11, Tyy = 33 is found to be the
optimal maintenance period.

This example shows that the FDI sojourn time distribution has a crucial influence on reli-
ability and maintenance scheduling, and Theorem 4 can be used to check the existence of the

optimal maintenance period.

15
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Figure 10: Transition probability and reliability functions.
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Figure 11: f(T\) and stationary availability.

7 Conclusions

In this paper, the maintenance modeling and scheduling problem in fault tolerant control sys-
tems is treated. Although commonly studied for industry systems in the community of reliability
engineering, this problem has not been fully investigated for dynamical control systems, espe-
cially for fault tolerant control systems that are designed for safety critical systems to achieve
high reliability and availability. Discrete semi-Markov process models are applied to describe the
system operation of FTCS’s, incorporating unique dynamical relationships among controller,
systems and fault detection and identification components. Two types of maintenance, FDI-
dependent and periodic FDI-independent strategies, are proposed; and we present the methods
of calculating the stationary availability and finding the optimal maintenance periods for each

strategy. Theses methods are illustrated at last by numerical examples.
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