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Abstract

This thesis develops a reliability-based framework forahalysis and design of Fault Tol-
erant Control Systems (FTCS’s). The proposed reliabititlei is defined based on control
objectives and hard deadline. For analysis purpose, aS&rkev model is built from dy-
namical model, and stochastic transitions of Markov stde=xribe degradation of system
conditions among a finite set of states. This reliabilityexéhcorporates the characteristics
of FTCS’s, and can be used as a probabilistic criterion omadveystem performance in
long term.

Two reliability-based design methods are developed usirsgntew reliability index as
an optimization objective. The design difficulty lies in tfaet that the index can be eval-
uated from a numerical procedure only but lacks analytigaressions. To address this
problem, the first method considers stabilizing contrgil@rameterization and randomized
algorithm techniques to find the statistically optimal coliér with respect to reliability.
The second design method is based on a two-stage designescAgradient-based search
is first carried out on probabilisti#{., performance characteristics for reliability require-
ment; a sequential randomized algorithm with a weightethtiin function is then devel-
oped for controller design to satisfy the requirkd, performance, and its convergence is
guaranteed with probability 1.

The proposed reliability index and evaluation method aseflan the Markov model-
ing of fault occurrence and Fault Detection & Isolation (fFBthemes. But Markov models
accept only the exponential distribution, which causes margless restriction. To remove
this restriction, a semi-Markov description is adopted agemaeral model for cyclic FDI
schemes. Furthermore, the reliability modeling and evelnanethod are extended for this
general model of FTCS’s.

In the last part, a reliability monitoring scheme is develdp The reliability index is
defined based on system dynamical responses and a safetyappuRDI history data is
used to update its transition characteristics and reifgliitodel. This method provides an

up-to-date reliability index as demonstrated on an aiterefdel.
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Chapter 1

Introduction

1.1 Background

1.1.1 Fault tolerant control systems

Nowadays, advanced control system technologies have hm#iedin all kinds of pro-
cesses and plants, including those with potential cafasitoeffects on environment and
human life. For instance, faults in chemical or nuclear fgdanay result in tremendous
economic losses and environmental damages. This issus@smgher reliability require-
ments on control systems, which brings forth a new brancheséarch - Fault Tolerant
Control Systems (FTCS'’s).

Some fundamental terminologies used in FTCS’s are quotéallaws [1]:

Definition 1.1 (Fault) An unpermitted deviation of at least one characteristicpamy or

parameter of the system from the acceptable/usual/stanctamditions.

Definition 1.2 (Failures) Permanent interruption of a system’s ability to perform a re

quired function under specified operating conditions.

Definition 1.3 (Fault Detection) A binary decision making process: either the system is

functioning properly, or there is a fault present in a system

Definition 1.4 (Fault Isolation) Determination of kind, location and time of detection of a

fault. Follows fault detection.

Definition 1.5 (Fault Tolerance) The ability of a controlled system to maintain control ob-
jectives, despite the occurrence of a fault. A degradatiboontrol performance may be

accepted.



Fault detection and tolerance have been important conéerisafety-critical systems.
Traditional methods for fault detection include votingnii-checking, or spectral analysis
of critical signals. When a fault occurs, system simply shdis to a redundant compo-
nent. These traditional methods are basegloysical redundancySpare components are
prepared for faults in important components, and redundagsurements are compared
to detect faults. However, these methods may not be appigatzertain applications be-
cause of cost and space limitations. Therefarglytical redundancieare usually adopted
in FTCS’s, which rely on system model and analytical retadi@among physical variables
for fault detection and tolerance.

FTCS’s can be generally classified into the following tweegatries:passiveandactive
FTCS'’s.

(1) InpassiveFTCS's, a single controller is designed for presumed fadharios. Clas-
sical robust control theories can be adopted, and it is easypglement. However,
faults often make abrupt changes on system dynamics. lfisudi to design a fixed
controller over such “uncertainties” of plant model, and tgontroller tends to be

conservativel]2].

(2) ActiveFTCS'’s are mainly composed of two subsystems: a Fault Dete&tlsolation
(FDI) scheme and a reconfigurable controller, as shown iarE[d.1 [2]. Solid lines
in the figure represent signal flow and dashed lines represtaytation. The FDI
scheme provides fault diagnosis information for a supemischeme to modify the

reconfigurable controller and to switch off faulty actuatand sensors.

!

Supervision
| > FDI <
!
Reference : Fault Fault Fault
Input / l l l
' Output
Reconfigurable
—> »| Actuator »| Plant »| Sensor >
Controller
7
>

Figure 1.1: Structure of active FTCS

Most FDI schemes are designed based on the assumption ohlgystem models, as

2



shown in Figur€T]2. Its main idea is to check the consistbetyeen process measurement
and corresponding estimate calculated from process maédelsidual signal is generated
indicating fault occurrences. Various methods can be eggbr residual generation, such

as observer-based design and identification-based sch&mnes

Faults l lDisturbances

Input Output R

»| Process

Model _"',a')

A\ 4

Residual l

Residual
Evaluation

! Detection i
i Result :

Figure 1.2: Structure of model-based FDI.

Reconfigurable control is designed to maintain acceptadattral performance under
fault occurrences by modifying controller according to F&dults. For example, the control
law scheduling method pre-computes gain parameters fdawtly cases and switches to
the corresponding gain when fault occurk [3]. In model folllg methods, controllers are
redesigned such that system state trajectory is close ttetfieed one generated by an ideal
model [4]. In pseudo-inverse-based methods, controllar igaadjusted to restore desired
closed-loop system matrikl[5].

The afore mentioned reconfigurable control methods usuetiyire perfect informa-
tion about system model and parameters for both normal aty faases. But modeling er-
rors and unknown disturbances may cause imperfect desisioRDI. Consequently, false
alarms and missing detections may corrupt overall stahdlitd performance of FTCS’s
[6.[7]. Many researchers have investigated this issue asjbped the so-called integrated
design methods by considering the inter-relationship betwFDI and reconfigurable con-
trollers. For example, Zhang and Jiang developed an irtegyriaDl and reconfigurable
control approach based on Interacting Multiple Model (IMK@Iman filters and eigen-
value assignment5l[8]; this approach was then further ivgatdo account for performance
degradation under fault occurrencgk [9]. Other integrdésiign methods include the adap-

tive control based approach&s][I0] 11], online fault edtonaand control accommodation



[12, [13], and robust control methods [14], which can be ctilely categorized as de-
terministic Fault Tolerant Control (FTC) design approachén contrast, fault and FDI
behaviors were modeled as two separate Markov processestioclaastic FTC frame-
work, in which incorrect FDI results are described as mistmed Markov states 6] 7].
Stochastic analysis and design have been performed uridendileling framework, e.g.,
(15,16 17[18].

It has been claimed in the literature of FTCS’s that relighban be improved by FTC
but very few works have investigated the reliability of FT€drectly. Even in the so-called
reliable control system$[19], the design goals are to ramirthasic control performance
such as stability, but no reliability index is adopted. Gleal reliability assessment tech-
niques are not geared toward the analytical redundancyntialsystems. Many methods
consider series-parallel or network structures but fewweéh the dynamics and controller
reconfigurations involved in FTCSSTZ0,]121] 22]. Therefares difficult to relate reliability

to control actions, which prevents the analysis and desmn & reliability perspective.

1.1.2 Reliability concepts and evaluation methods

Definition 1.6 (Reliability[23]) Reliability is defined as the probability of an item (a com-
ponent or system) performing its intended function adezjyah the specified interval of
time 0, t] under stated environmental conditions.

To evaluate reliability, the intended functionality ande@dated environmental con-
ditions need to be specified, which are often called missiafiles [24]. Reliability is
computed in terms of probabilities. If the life time of annitas represented by a random
variable X and its probability density function represented fiy), the cumulative proba-

bility distribution function of X is

Ft) £ Pr{X <t} = /Otf(w)dw,

where P{-} denotes the probability of an event. Based on Defin[fiohrél&bility function
R(t) is the following probability:

Rt)=PHX >t} =1-F(t) = /too f(x)dz. (1.1)

Clearly,R(0) = 1 andR(c0) = 0. (L) implies that reliability functiork(¢) is the comple-

mentary cumulative probability function of life time randovariable X. Or equivalently,

ft)=———. (1.2)



Insights on failure mechanisms can be obtained by examiiaihge rate or hazard func-

tion, which is defined as

<
A A lim Pr{X <t+dt|X >t}
6t—0 ot
_ Pr{t < X <t+ 6t}
= lim
st—0  OtPr{X >t}
.. R(t) = R(t+0t)
= TSR
CdR(t) 1 f(@)
dt R(t) R(t)

As a function criterionR(t) is rarely used as an objective or constraint in design phase.
An alternative scalar reliability index, Mean Time To Fad(MTTF), is usually preferable
for controller or system design purpose. It is defined asxpeaed lifetime of satisfactory
operation:

MTTF £ E(X) = /OO Pr{X > t}dt = /OO R(t)dt,
0 0

where the second equal sign is based on the factXhiata nonnegative random variable
and Theorem 1.9 i [25, p.24].

There are mainly three types of reliability evaluation noeldt experimental, Monte
Carlo simulation, and analytical methodsl[21]. A large ditarof items are tested in ex-
perimental method to estimate the distribution of life tieral reliability function. Monte
Carlo simulation method relies on repetitive simulatedrapens of physical systems for
estimation. In analytical methods, mathematical modedssat up to describe system op-
eration, based on which reliability criteria are derived aalculated. This method can be

further classified into the following two categories.

1) Item based method. System is decomposed into basic itemsghysical point of
view, and their relationships are represented by relighillock diagrams, such as
parallel-series or network diagrams. Reliability can blewated based on the fail-
ure rates of critical elements in the diagram. This methoy beaused for feedback
control systems by searching for the equivalent cut/tis E&]. But it is not applica-

ble for fault detection and accommodations in FTCS'’s.

2) Stochastic modeling methods. System is analyzed frormetifitnal point of view.
Its operational conditions are analyzed and classified different states, such as
fully functional normal state, faulty degraded states, fildre state. System oper-

ation evolves among these states, starting from normasstgtadually jumping to



degraded states if minor faults occur and finally being diEbin the total failure
state [24]. Based on this idea, a stochastic process camis&rected with its states
representing operational conditions. Reliability is tlegiual to the probability of this

process transiting to nonfunctional failure state.

Markov process is often used to set up reliability modelsngwib its simplicity of

calculating transition probability and hence reliabilitgut, its exponential sojourn
time distribution imposes a restrictive memoryless priypéks a result, the operation
of practical systems may not be properly described. In thiss, the semi-Markov

process may be suitable which allows general sojourn tisteillitions [25[217].

1.2 A framework of reliability-based FTCS’s

1.2.1 Motivation

It is clear that FTCS’s are targeted at safety critical psses and the ultimate goal is to
improve reliability [20]. However, despite being a subjeetgoal, reliability has hardly
been used as an objective criterion that guides the desi§T©08’s [22]. Available tech-
niques are likely to restore stability and control perfonoe under faulty conditions, but
few have discussed the reliability issue directly. In thisgis, a reliability-based framework
is established to conduct analysis and design.

Reliability is a widely accepted criterion in engineeringstems, and it is related to
different mission profiles in different systems. In consgstems, closed-loop control per-
formance objectives can be deemed as their mission prdditesFTCS’s aim to maintain
them even when faults occur. The reliability concept in 8@sse, i.e., the probability of
satisfying these control performance objectives in a giumie interval with the consider-
ation of possible faults, is consistent with controllerigasobjective and provides a more
detailed and practical description. When using reliapilitthis sense, control performance
objectives are not lost; moreover, it gives a clear indmwaion how well the system will
continue to satisfy these objectives considering futundt faccurrences.

Classical FTC methods mainly concern with retaining sitgbénd taking system to
a safe state when faults occur in critical components. s tinesis, the reliability-based
FTC methods are developed for processes under continuagstdom operation; faults
may occur in many components and cause deterioration afrayseérformance. Moreover,
interruption of process operation for emergent repair maypduce high costs. Some clas-

sical FTC methods, such as FDI design and stabilizationbearsed for fault diagnosis and



control design. But the focus is to achieve high reliabifiy non-interrupted satisfactory

operation by accommodating manageable faults. Therafeiability-based FTC methods

are more desirable than classical methods in these applisat

1.2.2 Existing results

1

2)

3)

An ongoing research contribution is made by \Wu [12 [2222830]. In this frame-
work, overall system is decomposed into several subsysaemsheir functional re-
lations and available redundancy are represented by ad-parllel block diagram.
Fault tolerance effectiveness is represented by covedsfimed as the conditional
probability that system is functional when faults occurisltised as a link between
reliability indicator and control actions. By proving theonotonic dependence of
reliability on coverage, it is sufficient to maximize covgeain order to obtain high
system reliability. A similar system configuration was dsd in [31], where reli-
ability was evaluated from serial-parallel structures eptimization was conducted
to find the best structure based on reliability and cost. Hewehis framework is

restricted to those FTCS's that can be described by seaialpl block diagrams.

Other methods are based on Markov or semi-Markov reiigbitiodeling. Walker

proposed a semi-Markov model by defining semi-Markov stasethe combinations
of status of faults and FDI schemes without considering ohioal relations and con-
trol objectives[[3R2]. Reliability evaluations from the Mawv modeling of FDI were

used to determine the residue threshold of FDI and to congmreral sensor fault
detection schemes respectivelyl[B3] 34]. Harrison, Daly, Gai established a sim-
ilar discrete-time Markov model for a redundant naviga@#]] However, in these
Markov or semi-Markov models, the states are all simply @efias the combinations
of fault modes and FDI results, in which the role of controlimproving system per-
formance is not considered. Hence, a link between reltglld the overall control

performance of FTCS’s is missing.

A related research area to reliability is the Fault Mode&g Analysis (FMEA). It
studies fault effect correlations and propagations amongponents[36]. In a large-
scale system, there may be many subsystems connectedeiogethinor fault may
cause new faults in other components and even failure ofithat system. FTCS’s
in this scenario should consider not only the control penmce in a local subsystem

but also fault propagation and overall reliability.



4) The latest progresses were reported in an invited sesgitime Safeprocess con-
ference in 2006, which presented various methods of impgH#TC analysis and
design through an integrated reliability index. For exaamnplreliability-based recon-
figuration strategy was developed(in]37] according to amemation of finite system
structures; a reliability index for a hierarchic diagnostystem was proposed in]38]
from its functional description; Monte Carlo simulatiorch@ique was used i [39]
to design an FDI scheme with high reliability; a simulatidndy was presented in
[40] to quantify the performance of a wireless network ondffects of loop closure
frequency and nodes’ storage capacity; a fault diagnostesydesign was discussed

in [41]] using reliability analysis techniques with applica to a practical problem.

1.2.3 Scope of the thesis

Based on the motivation and existing results in the litegtthis thesis intends to investi-

gate the following problems:
e How to define and to analyze the reliability of FTCS's?

Reliability essentially provides a quantitative and pialistic measure on the abil-
ity of a system to maintain functionality in the long run. $tparticularly important for
FTCS’s when controlling safety-critical processes. Boptool system dynamics are usu-
ally not considered in classical reliability analysis. ignores important characteristics
of FTCS’s and cannot reflect true mission profiles of religbivith respect to control ob-
jectives. In addition, FTCS's contain fault detection amtcol reconfiguration schemes.
These features need to be taken into account when definingraaigzing reliability for
FTCS's.

e How do dynamic control actions affect reliability? How tostgn controllers to satisfy

given reliability requirement?

Control action and reliability are on different time scal€ne is usually in seconds
while the other in days, months, and years. Intuitivelyséhvo concepts are related: Well-
designed controller maintains control system functidpadind therefore system can oper-
ate longer with improved reliability; in the opposite waygln reliability can be achieved
only when individual components such as sensors and acsuate reliable and control
system is well-designed for required control objectiveganylFTCS’s and reliable control
designs are performed based on this intuition, which assutred reliability can be im-

proved when control objectives are maintained under faadumences. However, it is not



clear how to quantify control effect on reliability. Desgbased on intuitive assumption
without quantitative analysis may not be an effective sotutlf a reliability model relating
controller and reliability is available, reliability-bed controller design can be posed as an

optimization problem.

1.3 Thesis outline

This thesis has 5 chapters, and the logical sequence is shdvigure[T.B.

Chapter 2
Reliability model
Chapter 3 Chapter 4 Chapter 5
Controller design I Controller design II Semi-Markov FDI

A

Chapter 6
Reliability monitoring

Figure 1.3: Logic sequence among main chapters.

In ChapteR, a novel reliability index of FTCS’s and its exatlon method are pre-
sented. The index is defined based on control performancénamtideadline. A semi-
Markov process model is proposed to describe the operatiBi@S's for reliability eval-
uation. Computed from the transition probabilities of teensMarkov process, the reli-
ability index incorporates control objectives, perforroardegradation, hard deadline and
the effects of imperfect FDI, an index that gives a suitahlargitative measure of overall
performance.

In Chapte B, a controller design method is discussed byidemsg random faults
and two categories of design objectives: stability requirt and the reliability index pre-
sented in Chapter 2. A parameterization procedure togettibra randomization-based
optimization method is developed to find a statisticallyiropd controller that can stabilize
the system and achieve the highest reliability.

In Chaptel#, a two-stage design scheme is developed toiaptMiT TF, a long-term
reliability index: A gradient-based search is first carr@d on probabilisticH., perfor-

mance characteristics for MTTF requirement; a sequerdgiaflomized algorithm with a



weighted violation function is then developed for contoltlesign to satisfy the required
'H~ performance, and its convergence is guaranteed with pildpdb Two iterative algo-
rithms are carried out alternately to implement this scheand a controller can be designed
for MTTF requirement.

In Chaptellb, the semi-Markov description of FDI is propgsehich removes the re-
strictive memoryless assumption in Markov models and jgievia general model for cyclic
FDI schemes. Furthermore, the reliability modeling of FTEGSextended to this case.

In Chapter b, a reliability monitoring scheme is developed dctive FTCS'’s using
results presented in Chapfdr 2 4d 5. The history data of EBikins is used to update
the transition characteristics of FDI and the reliabilitpael.

The conclusions and future work are discussed in Chapter 7.
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Chapter 2

Reliability modeling and evaluation®

2.1 Introduction

In order to meet high reliability requirement of safetytical processes, major progress
has been made in FTCSIs]20,] 28]. Existing work is mainly &smlion restoring control
performance under faulty conditions. However, imperfdot Fesults caused by modeling
uncertainties and disturbances may corrupt stabilityfoperance, and therefore reliability
[6]. So it is necessary to verify the reliability requireni@f FTCS'’s, and quantitative reli-
ability analysis is mandatory for safety-critical and isthal systems[4Z,"43]. Moreover,
reliability evaluation is prerequisite to reliability-bad controller design. For example, in
the reliability-based design of structural control, thg keoblem is to evaluate the failure
probability of control systems, a complementary relidpilndex [44]. For FTC, improv-
ing system reliability is considered to be the ultimate gdlerefore, reliability evaluation
and reliability-based FTC design have become prominenhawed attracted much attention
from the control community. Motivated by these considerati the main objective of this
chapter is to develop a reliability index and evaluationhmodtfor active FTCS's.

To address the effects of imperfect FDI results, Markov nodee used to study the
reliability evaluation problem for given FTCS. AlthougtetMarkov modeling of FDI may
be restrictive, the influence of FDI imperfectness is dlyetetckled in this modellg,]17.15].
The proposed reliability index incorporates the dynamatealracteristics of FTCS’s: con-
trol objectives, performance degradation, hard deadhine, the effects of imperfect FDI
results. Based on the dynamical model of FTCS's, degradetiat@mbjectives are set for
various fault scenarios, and reliability is defined as thabpbility of satisfying degraded

objectives, while temporal violation within hard deadliseallowed. For reliability eval-

“Results presented in this chapter has been submitted tatdr@ational Journal of Applied Mathematics
and Computer Scienceevised and under review.
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uation purpose, a semi-Markov process is constructed toridesand to predict control
performance evolution due to fault occurrences and impeRBI results, and its transition
probabilities are computed to determine reliability.

The remainder of this chapter is organized as follows: Aal®lity index is defined
in Section[ZR; system model and assumptions are given itioB€£3; a semi-Markov
reliability model is presented in SectibnP.4; and an examgfjiven in Sectioh 215 followed
by conclusions in Sectidn2.6.

2.2 A reliability index

Definition 2.1 The reliability functionR(t) of FTCS’s is defined as the probability that,
during time interval0, ¢t], FTCS’s either satisfy presumed control objectives orai@®them
only temporally for a short time no more than the presumedi l@adlineT}g.

A reliability index is introduced in Definitiof.211 to reflete following dynamical
characteristics of FTCS's:

e Control objectives. FTCS’s are said to be functional if tlegyisfy given control
objectives. A scalar functiod (¢) is assumed to represent control performance at time
and small value indicates good performance. Assume thétrfeades are finite, and the
performance upper bound for tieh fault mode is denoted ak,,,. The control objective
is to maintainJ(t) < J¢,, for each fault mode. More discussions are given in Section
232

e Performance degradation. FTC deals with systems undesugfaulty conditions.
Degraded control objectives, described by different peréonce bounds under various fault
modes, are usually applied based on current fault mode anildlale system resources. For
example, the performance bound under certain fault is lyshiglher than that of fault-free
case.

e Hard deadline. Due to imperfect FDI results and control néigarrations,J (¢t) may
exceed/} ,, only temporally for a short time, which should be distindgnéid from a failure.
The hard deadline concept proposed in real-time systenysieas therefore used in Defi-
nition[Z [45]. It is assumed that if the violation time isegter than a particular limifq,
the system is generally unable to return to functional statethis sensel}q is called the
hard deadline of FTCS's.

Let ((t) represent the system fault modetat According to Definitiod 211 R(¢) is

12



calculated as
R(t) =1—Pr{3t; € [0,t], t —t; > Thg, V7 € [t1,t], J(T) > Jhhaw 7 = C(7)}. (2.1)

Remark 2.1 As an overall performance criterion of FTCS’s, the reli@ilfunction R(t)
gives system survival probability for any operation periqato timet. The plot of calcu-
lated R(t) can be deemed as a reliability prediction curve, which camused to examine
long-term system reliability behavior during offline arsify

The reliability evaluation problem is then reduced to dep#lg an approach to calcu-
late R(t). The main idea is to describe the evolutionif) using a semi-Markov process

and then to calculat&(¢) by solving the transition probabilities of the process.

2.3 System modeling
2.3.1 Markov dynamical model

Consider the following nominal linear Markov dynamical nebdf FTCS’s [7[15]:

M. {w(t) = A(C(t), A)z(t) + B(((t), A)u(n(t),t) + E(C(t), A)w(t), (2.2)

z(t) = C(C(1), A)z(t) + D(C(t), A)w(t) + F(C(t), A)u(n(t), t),
wherez(t) € R, u(n(t),t) € R™, w(t) € R", andz(t) € RP denote system state, control
input, exogenous input, and controlled output respegtiagldR™ denotes real vector space
with dimensionn. ((t) andn(t) are assumed to be two separate continuous-time Markov
processes.A, B,C, D, E, F, represent system matrices with compatible dimensions, in
which {(¢) andn(t) represent fault and FDI modes respectively, antepresents a vector
of uncertain modeling parameters.

Based on probabilistic robustness analysig [46], modalimgertaintiesA in Z2) are
assumed to have known probability distributions in boundet$ without specific struc-
tures. For example, they can be uncertain matrices additiggstem matrices or uncertain
transfer functions multiplicative to the nominal model.

The system if{2]2) can be deemed as a hybrid dynamical systéuding both contin-
uous state and discrete models [6]: The discrete modes,edésoed to as system regimes,
are represented by(¢) andn(t) subjected to stochastic evolution, and the dynamics of
continuous-state:(¢) is described by linear state space equationg((t),n(t)), for the
corresponding system regimes.

¢(t) is given as a homogeneous Markov process with finite stateesfa= {0, 1, - - -,

N, } to describe system fault mode¥; € N. N denotes the set of nonnegative integers.
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The transition probability from modéto 7, i, j € S1, in the infinitesimal time interval of
ot is given by
o = {0
whereo;;, o;; > 0 are the transition rates @f(t), ando(dt) denotes the high order in-
finitesimal.
n(t) is given as a conditionally Markov process with finite stqaceS, = {0,1,--- , Na}
to describe FDI resultsy, € N. When((t) = k, k € S, the transition probability from

modes to j, i, 7 € Sa, In it is given by

ot + o(t), i # j,
1 — Bliot +o(ét), i = j,

)

n(t) : ply(6t) = {
where fj, % > 0 represent the transition rateswft) given((t) = k. These transition
rates compose the generator matriceg(of andr(t), denoted by = [+;;]n, xn, and

Hf;C = [iﬂfj]NQX]VQ respectively, where negative sign is taken whenj.

2.3.2 Assumptions

The assumptions made in this chapter are explained as ®llow

Assumption 2.1 For the fixed system regime modgs) and »(t), (Z3) is reduced to a
linear system modeW1(¢(¢),n(t)). Assume that the control performance/ef({(t), n(t))
can be represented by a model-based static performanceunegas).

The term ‘Static’ means thaj:(-) depends on system model only, but not on system state
trajectory x(¢) or output responsg(t). Essentially, this model-based static performance
represents an average measure on how the system behavesiiticalgr regime. This
assumption is made mainly because of the fact that a refialmidex usually concerns
long-term and average behavior. Average performance me&stherefore more suitable

for reliability analysis. For example,(-) can be defined g8+, ({(t),n(t), s)

, the system
norm of the transfer function froma to z of the regime model, such &s., and?> norms.
With the development of robust and optimal control, systesms represent a widely-
used static model-based index and have become a stand&odhpmice criterion. They
can be used to describe general control objectives inajuajectory tracking, disturbance
attenuation, model matching, output variance when consglé&aussian disturbance, etc.
As a practical exampléel,, norm is used in[[47] to describe a handling quality control

problem in an aircratft.
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Some objectives depending on system state can be convettethodel-based objec-
tives, such as the guaranteed cost confrol [48]. But in géneéme-varying control ob-
jectives depending on system state can not be represented- oy For example, if the
time-varying control objectives are to maintain the systtate trajectory within a safety
region under a Gaussian noise disturbanoe) is not applicable, and the methods pre-
sented in[[44] can be used instead to estimate the prohabpisrformance for reliability
evaluation.

The performance valué(t) is calculated ag (M (((t),n(t))). Based on Assumption
27, it is a constant for fixed(¢) andn(t). By abuse of notation, we usg((t),n(t)) =

u(M(¢(t),n(t))) to denote the dependence of this performance value on sysggmes.

Assumption 2.2 The probability distribution of)(¢) can be approximated by its stationary
distribution.

This assumption is a result of the limiting probability thgof Markov processe$ [25].
Considering the meanings qf¢) andn(¢), the transition rates of(¢) represent how fast
FDI modes change for a particular fault mode while those (6f describe how frequent
faults occur. As fault occurrences are often rare in practice transition rates a@f(¢) are
usually in a smaller order than thosergt). So the time for FDI to approach its stationary
distribution is much shorter than the mean time of fault oences, and this assumption is

therefore made though some approximation errors may badinted.

2.4 A semi-Markov process model for reliability evaluation

A semi-Markov process, denoted a8(t), is used as an intermediate model between
FTCS’s and the reliability index - it is constructed basedpoobabilistic parameters ob-
tained from the dynamical modé€L(2.2), and its transitioobabilities are used to compute
the reliability indexR(¢) in 1).

2.4.1 State definitions

Two state transition diagrams are shown in Fiduré 2.1, whayere[Z1.(a) is for the case
of two fault modes{0, 1}, and FigurdZ]1.(b) four fault modg$, 1, 2, 3} (in which the
self-transitions of each state are not shown for the sakéadfy). XR(¢) has five states in
Figure[Z1.(a), denoted by = {On, Of, In, 1, F}, and nine states in Figufe®.1.(b): ‘F’
represents the unique absorbing failure state, and furaitsiates are represented by a pair

with a number and a letter in the subscript. The number reptedault mode, the letter
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‘N’ indicates satisfactory performance, and ‘F’ unsatsfaty performance but within the

hard deadline. Fare S;, iy andig are defined as

in: () =, J(i, 1) < Jmaxds iF: {CE) =14, J(i, 1(t) > Jmae T < Tha)}
(2.3)
where T denotes the sojourn time &t. Each state ofXR(#) indicates fault mode and
whether or not the control objective is satisfied. By stugytime state transitions of R(¢),

performance evolution and reliability can be analyzed.

Functional states

Nonfunctional
state

(a)

Figure 2.1: State transition diagram &f(¢): (a) two fault modes; (b) four fault modes.

2.4.2 Probabilistic parameters

Considering modeling uncertainties, control performacee be given in terms of a classi-
cal worst-case measure for robustness but it may lead toseopgative result. In contrast,
probabilistic robustness analysis assumes a probabibityitaition of parametric uncer-
tainties and evaluates the probability of satisfying a jmagerformance using randomized
algorithms [46]. This alternative criterion has clear megnn practice where the required
performance objectives are always associated with cartaiimum probability levels[49].

Following this idea, the following parameter is defined:

Definition 2.2 For a particular fault mode and FDI mode, the probability ththe system

is functional is defined as

v 2 Pr{J(C(t), n(t) < JhalC(t) =1, n(t) = j}
= PHJ(i,5) < Jmad
= Pr{u(M(,5) < Jmad (2.4)

wherei € Sy, j € Ss.
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7i; is the probabilistic performance when the fault modeasd FDI mode ig. Based

on AssumptioliZ]1y;; can be estimated using randomized algorithm giveriby [46].

Remark 2.2 ;; is a key parameter connecting the control performance ofriqudar sys-
tem regime and the reliability of FTCS’s. It demonstratesitifluence of system dynamics

and controllers on the reliability index ().

Definition 2.3 For a particular fault mode, the stationary distribution thfe FDI mode is

defined as
m; = lim Pr{n(t) = jl¢(t) =i}, i€ S, j€Sa.
w;'- can be calculated based on the generator matriX©fwhen((t) = i [25]. Based on

AssumptiOIfZIer- is used to approximate the following probability:
Pr{n(t) = jl¢(t) =i} ~ 7}, i€ Sy, jE S (2.5)

Remark 2.3 7r§ reflects the detection precision of FDI. In the ideal case @ffgrt FDI
detectionr} = 0 wheni # j and 7} = 1. So this parameter gives a probabilistic measure

on FDI imperfectness.

Definition 2.4 GivenXR(t) = iy, i € S1, the stationary probability that the FDI process

equals a specific mode is defined as
wh & lim Pr{n(t) = j|XR(t) = in}, i€ 51, j€E S

wj. can be computed based on the Bayes’ formula as shown beldw example ofv] in

the case oby = {0, 1}. If 499 and~p; are not equal to zero simultaneously, then

wy = Jim Pr{n(t) = 0]X%(t) = On} = lim Pr{n(t) = 0l¢(t) = 0, J(0,n(t)) < Jad

e PO < Radn(t) = 0, ¢(t) = 0} Pr{n(t) =0, ((t) = 0}
=00 3 pes, Pr{J(t) < Joan(t) =k, ¢(t) = 0} Pr{n(t) =k, ¢(t) = 0}
i Pr{On(0) < Jnadn(t) = 0y Pr{n(t) = 0J¢(t) = 0} Pr{¢(t) = 0}
=00 3 res, Pr{J(0,n(t)) < Jaadn(t) = k} Pr{n(t) = k|¢(t) = 0} Pr{((t) = 0}
i PO < Radn(t) = 0, ¢(t) = 0} Pr{n(t) = 0[¢(t) = 0}
=00 3 pes, Pr{J(t) < Joadn(t) =k, ¢(t) = 0} Pr{n(t) = k|¢(t) = 0}
Pr{J(0,0) < JOJ lim;_o Pr{n(t) = 0|¢(¢) = 0}
> pes, Pr{J(0,k) < Jhad limy oo Pr{n(t) = [((t) = 0}
’Yoo7T8

= —— Y (2.6)
’Yoo7T8 + ’Y017T?

Considering that all cases gft) = k form a partition of event spacé, € S, Bayes’s

formula is used in the second line of the above derivatiohgre/the conditional probability
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is converted to known mariginal and other conditional ploliges. If voo = o1 = 0, woo

is defined asr). The calculation procedures are similar for other valuesaofd;j.

Definition 2.5 Given XR(t) = i, i € Sy, the stationary probability that the FDI process

equals a specific mode is defined as
’Uj» = tlirgo Pr{n(t) = ]|XR(t) =i}, 1 €51, j €S,

v} can be calculated in a similar way as.
Based on Assumptidn 2.2 ariﬂjjz.wg andvj. are used to approximate the following

probabilities:

Prin(t) = jIXR(t) = in} = wj, Pr{n(t) = jIX"(t) = ie} = v}, i€ 81, j€ S
(2.7)

Remark 2.4 w;? andv§ are probabilistic estimates of FDI modes given the stateX &),
and determined by the control performance of each systeimeegnd FDI imperfectness

parameters, represented by; and 7r§ respectively.

2.4.3 The semi-Markov kernel

The associated Markov-renewal processXdt(¢) is denoted by(Y,,, T,,, n € N). Y,
denotes the so-called embedded Markov chain, which givesttdte sequence visited by
XR(t) consecutively, and, the transition time. The semi-Markov kernel &fR(t) is
denoted by a matrix functiofp, and its element gives one-step transition probability: Fo

exampleQ(in, jn, t) is defined in the following equationy, jn € Sr,t € R, ¢ > 0:
Q(iNa jNa t) é Pr{Yn+l - jN7 Tn+l - Tn S t’Yn - Z‘N}7

the probability of transiting fromiy to jn in one step with sojourn timé&,,.; — 7,, no
greater than [25].

According to AssumptioR 211, the state transitionsXdt(¢) are triggered by the mode
changes of (¢) or n(t), implying that faults, FDI decisions, and controller refigarations
have major effects on system performance and reliabilitgndé¢ the semi-Markov kernel
Q is essential for reliability evaluation. By taking the ts#tion of X R(¢) from Oy in Figure
Z1.(a) as an example, the main steps of calculafiraye listed as follows and illustrated
in Figure[ZP.
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1) The FDI mode(t) before transition is estimated using orvj. based on the state of
XR(t).

2) Competition betweeti(t) andn(t). The process that jumps first determines possible
transitional destination states. For examplé,(if) jumps before)(t), the destination
state isly or 1g; otherwise Oy or Og. This competition probability can be calculated

using a property of exponential distributions.

3) The probability of satisfying control objectives at dieation states is calculated by
using-y;; .

4) By combining previous steps, the transition probabikitgalculated using the total

probability formula.

Ly | Pr{J(O, n(t)) < JL .}
/ based on 71, y11.
C(#) jumps first:
1) = 0 known
40 W \ /v Iyorl, \Pr{ J(O, ’7(1))>‘]:m|x}
e |based on 1-y10, 1-y11.
Current state Competition: | Transitional
XR(I‘) =0, &) vs. (@) destination states }V Pr{ J(O, n(¢)) < Jﬂm }
\4 Estimate n(¢) / \ N(?) jumps first: based on Yoo, Yol
0 0 0y or 0
based on wy, e IS0, n0) >0 )
Or | based on 1-y00, 1-Yo1.

Figure 2.2: Calculation procedure of the semi-Markov kerne

The property of exponential distributions mentioned ips2gis given as follows:

Let X1, --, X, be independent random variables, with following an exponential
distribution with parametek;, i = 1 ~ n. Then the distribution ofnin(X,--- ,X,) is
still exponentially distributed with parameték; + --- + A,,), and the probability ofX;
being the minimum is\;/ (A +--- + X\p,), i =1 ~ n.

For example, suppos&(t) = 0 andn(t) = 0 before transition. Let, denote the
sojourn time of{(¢), andr, the sojourn time ofy(t). Because of Markov process theory,

andr, are exponentially distributed with parameters given ingéeerator matrix:
Pr{ir, <t} =1-e" Pr{r, <t}=1- e Pdot
Based on the above property,
Pr{min(r¢,7,) <t} =1-— e~ (@00 +00)t
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Q00

Pri{re <7} = @00 + A%
B0
PI‘{Tn < TC} = m

The eventr; < 7, corresponds tq(t) transits before)(t), andr, < 7 means)(t) transits
first. This event appears to be a competition between tweegsss, and therefore the term
competition probability is used. The above three prob@dslidetermine the competition
result and are used in calculating transition probaldlite different destination states, as
shown in [&.IB) in the proof of TheordmP.1.

Following the similar idea shown in Figute€R.2, the genegealits on calculating semi-

Markov kernel are given as follows:

Theorem 2.1 The semi-Markov kernel ofR(¢) can be calculated by the following equa-

tions:
ﬁkl —(ii Bl )~ 5 — g
Zwk Z +6 —e€ )72l7 J=1
Qlin, jn, t) = k€S tese n ,. (2.8)
Z wk —i—wﬂ (1 — e @utPiiyny, - j e Si\i,
kes, Kk
> vk ) i’“’ﬁ —e I (1), =4,
Qlin, Jrs t) = ke aesgetn T (2.9)
> wka —i—ﬂ (1 — et Bt (1 — ), 5 € Si\i,
keSo & kk
S Y %zﬁ — OB The) )
Qlir, jn, 1) = {hese iesk e (2.10)
> Uk + ﬁ — et BIMNGTh) )y € S1\d,
kes, i kk
S Y %zﬂ _ (B Omin T ) (1 _ )
Qlir, jr 1) = {8 aespeft TOE (2.11)
Z vk + ﬂ —e (aii+5kk)mm(thhd))(1 — k), 4 € S\,
kes, i kk
Q(Z.B F, t) = l{t>Thd}(1 - Z(Q(ZFv IN; Thd) + Q(iF> JF, Thd)))7 (212)
JES1
Q(F, F, t) = 1, Q(F, jN, t) = Q(F, jF, t) = O, jG Sl, (213)

wheret > 0,i,j € S1, S2\k £ {ala € Sz, a # k}, andS;\i £ {blb € S1, b # i}.
Sy, S, andS; denote the state spaces(dt), n(t), and XR(¢) respectively. The indicator

function1y.p = 1if ¢ > Thg; otherwise 1,7 = 0.
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Proof: By applying the total probability formula and conditionitige probability on
FDI modes, the first case di{2.8) can be decomposed into gaes as shown in the fol-

lowing equation, wheréY;,, T,,) denotes the associated Markov renewal processTt):

Q(iN7 iNv t) £ Pr{Yn-‘rl = iNa Tn+1 - Tn < 2(:|YVTL = ZN}

= > Pr{n(Ty) = kYo = in} Pr{Yoi1 = in, Tnpr — Tn < 1Y, = in, 0(Tn) = k}
keSs

= Y Pr{n(Ty) = kYo = in} Pr{J (i, n(T011)) < Jinax ((Tns1) =1,
keSs

Tn+1 - Tn < t‘Yn - Z‘Na n(Tn) - k}
= > Pr{n(T,) =kY, =in} Y Pr{¢(Tni1) =i, n(Tos1) =1,

keSs leSa\k
Tn+1 - Tn < t|Yn = iNa U(Tn) = k} PF{J(Z, 77(Tn+1)) < Jrﬁ’\aXK(Tn-i'l) = i?
U(Tn—i-l) = l, Tn+1 -1, < tyyn = iNv U(Tn) = k}

= > Pr{n(Tn) = kYo =in} Y Pr{(Tui1) =i, n(Ti) =1,

keSs 1€S2\k
Toir — Tn < t|¢(Ty) =i, 9(Ty) = k}Pr{J(i, 1) < Jhadt- (2.14)

The first and last terms il {Z114) can be approximated by thesponding stationary

probabilities:
Pr{n(T,) = k|Y,, = in} = wh, Pr{J(, 1) < Jiat ~ va. (2.15)
The second term il {Z114) is equal to the competition praitabi

Pr{¢(Tn+1) = i, n(Tyy1) =1, Tygr — Ty < HC(T) =4, n(Thn) = k}

B (1 _ o~(autBiny, (2.16)
aii + By,

Substitute [Z5)E(Z16) t¢_(Z14), and the first casd_d)(fllows. The second case of

(28) can be proved in similar procedure considering thaintiode of((¢) changes instead
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and the derivation is given as follows:

Q(iN7 jN> t) = Pr{YTL—‘rl = jNa Tn+1 - Tn < t|Yn = ZN}

= Z Pr{n(T) = k[Yn = in} Pr{J(j,n(Th41)) < Jr{waxa ((Ths1) = J,
keSs
Tn+1 - Tn < t‘Yn - ZN777(Tn) - k}

= Z Pr{n(T,) = kY, = in} Pr{{(Th11) = j, n(Tn+1) =k,
kES2

Toi1 — Tn < t|Y, = in, 0(T) = k} Pr{J(j, n(Tn+1)) < Jhad(Tns1) = 4,
n(Tn-l—l) - k7 Tn+1 - Tn < ta Yn - Z.N7 n(Tn) - k}

= Z Pr{n(T,) = kY, = in} Pr{{(Th11) = j, n(Tn+1) =k,
kES2

Toi1 — T S HC(T,) = inon(Ty) = kY Pr{J(j, k) < Jhad

i Q4 (430 . .
= Z wh———— (1 — e" Bty e Sy\i. (2.17)
k€8s Qg4 +ﬁkk

The proof of [ZD) is similar and the details are omitted.

For (ZI0){Z1IP),XR(¢) transits fromig, and these probabilities depend Bky. |If
t < Tha, they can be calculated in a similar way as that\ofif ¢ > Thg, Q(iF, jn, t) and
Q(ir, jr, t) maintain the constant values@fir, jn, Tha) andQ (ir, jr, Thq) respectively
while XR(t) transits to F. Therefore[TZNA)=[2111) have similar egpiens as{218]=(2.9)
with ¢ replaced by mif¥, Thq) [B0]. Q(ir, F, t) becomes nonzero only if> Thq, and it is
complementary to the transition probability fragto other states withifi},q. The indicator
function 1y~ 7, describes this behavior, arld (2.12) followS(2.13) is obsiconsidering
that F is absorbingll

In the above derivation, each element of semi-Markov kesyéecomposed into three
parts: FDI mode estimation, competition probability, anolabilistic performance estima-
tion, and each part can be approximated or calculated usagrbbabilistic parameters.
The effects of hard deadline are described by mifi{y) and1g. 7 3.

Once the semi-Markov kernel is establishét{t) and other reliability criteria, such as
Mean Time To Failure (MTTF), are readily computédl[27]. Adesing that the state F is
absorbing, if the initial state i@y, the reliability functionR(t) = 1 — P(0On, F, t), where
the transition probability function frorfy to F is denoted byP(On, F, t) = Pr{XR(t) =
F| X (0) = On}. Compared withQ(0n, F, t), P(On, F, t) may involve multiple transitions
but Q(On, F, t) is for one transition only.

The main procedure of evaluating reliability for FTCS’susrsnarized as follows:
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1) Given the Markov mode[T2.2) of FTCS's, the states\Gi(¢) are defined as in Sec-
tion[Z4.] to reflect degraded control performance unddn &adt mode.

2) Continuous-state dynamics analysis. For fig¢d andn(t), the system in[{2]2) is
reduced taM ({(t),n(t)), and the robust control performance of this regime model
under probabilistic uncertainties is represented by aaiitistic parametery;; in
Definition[Z3.

3) Discrete-mode dynamics analysis. FDI imperfectnesstamdlations with the states
of XR(t) are described by the probabilistic parameters in DefinBidthrough2Z5.

4) The continuous-state and discrete-mode dynamics ardinech to construct the
semi-Markov kernel ofXR(t) using TheoreniL211, anf(t) is calculated by solv-

ing the transition probabilities ok R(¢).

2.5 An illustrative example

A control problem of F-14 aircraft was presented[inl [47], ateb used as a demonstration
example in MATLAB® Robust Control Toolbok This problem considers the design of
a lateral-directional axis controller during powered agmh to a carrier landing with two
command inputs from the pilot: lateral stick and rudder phedd an angle-of-attack of
10.5 degree and airspeed of 140 knots, the nominal linehRkz&4 model has four states:
lateral velocity, yaw rate, roll rate, and roll angle, dextbbyv, r, p, and¢ respectively;
two control inputs, differential stabilizer deflection analder deflection, denoted Bystan
anddyyg respectively; and four outputs: roll rate, yaw rate, ldtaczeleration, and side-slip
angle, denoted by, r, yac, and respectively. These variables are related by the following

state-space equations:

TF14 = Ar14vF14 + Briqur1a, yr14 = Cr1avF1a + Drirguris,

wherexgia = [v 7 p @7, ur14 = [Sdstabdrud]” > Yr1a =[BT Yad®, and

—0.1160 —227.2806 43.0223 31.6347 0.0622  0.1013
Appa = 0.0027 —0.2590 —0.1445 0 Brpa — —0.0053 —0.0112
—0.0211 0.6703 —1.3649 0 ’ —0.0467  0.0036
0 0.1853 1.0000 0 0 0

1MATLAB and Robust Control Toolbox are the trademarks of ThatM\orks, Inc.
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0.2469 0 0 0 0 0

0 0 57.2958 0 0 0

Craa = 0 57.2958 0 ol Pre=1 0
—0.0028 —0.0079 0.0511 0 0.0029 0.0023

The control objectives are to have handling quality (HQpoeses from lateral stick
to roll ratep and from rudder pedal to side-slip angianatch the first- and second-order

. 2
responses respectively;2; and—2.5—5+2—.

“true” airplane
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Figure 2.3: Control design diagram for F-14 lateral axis.

The system block diagram is shown in Fighird 2.3, whetté 5, represents the nominal
linearized F-14 model, ands and Ar actuator modelse, andeg represent the weighted
model matching errors. Actuator energy is describeccfy and noise is added to the
measured output after anti-aliasing filter'sG and Wi, represent the multiplicative uncer-
tainty and its weighting function respectively. The trardlunctionAG is assumed to be
stable and unknown, except for being uniformly distributeithin the norm-bounded set
of [AG||x < 1. Note that this uncertainty description cannot be repttesehy uncer-
tainty matrixA in Z32); however, the estimation of; can still be estimated by generating
random samples ok G, and the reliability analysis follows identical procedsire

By incorporating performance weighting function®gc, Wy, W, andWWjg, a general-
ized plant with 26th order can be constructed from Figurk@B8&esponding to the nominal
fault-free regime modeM (((t), n(t)) in @3) for{(t) = n(t) = 0. The control objectives
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are converted to closed-lodf., norm, ||G..,(¢(t),n(t), s)|ls, Wherew is the vector of
lateral stick and rudder pedal, and= [e; e} elJ”. AnH, controller Ky(s) is designed
for the nominal fault-free model, which achievis, norm of 0.6671. For brevity, the pa-
rameters of the generalized plant and controller are netnghere. Seé [47] for the details
of design procedure.

Consider two fault scenarios that the effectiveness of tetoadors are reduced by half
065 [1)] andBZ, = Brus [(1) 095} , where BE, ,
and B[ , denote the values dBr14 under faults.

respectively, denoted bl , = BFM[

Following similar procedure as the fault-free mode, theegalized plants under faults
can be derived, corresponding to the faulty regime mode@&m). And other two con-
trollers, K1 (s) and K»(s), are designed accordingly for the plant under two actuatoits
respectively, which achievE ., norms of 1.0558 and 0.7021 respectively.

The performance evaluation function is defined as

1, internally unstable at,

J(C(@), n(t)) = p(M(C(2), n(t)) = { e oD N
1+||sz(<(t;7’n(t)’s)||oo , internally stable at,

and J%. = 0.5455, Jk. = J2.« = 0.6000. Note that performance degradation has been
considered sincé.,,, and.J,, are greater thad?.,. The hard deadling}q is assumed to
be 1 minute.

¢(t) andn(t) are taking values fron$; = Sy = {0, 1, 2} in which the three modes
denote fault-free mode and the loss of effectiveness in thedind second actuator respec-
tively. The generator matrices of these Markov processegjigen as follows to describe

fault occurrences and FDI results:

[—0.003 0.001 0.002] [—0.02 0.01  0.01]
H; = 0 0 0 |, H)=1{ 2 —201 001 |,
0 0 0 | 2 0.01 —2.01]
[—2.01 2 0.01 [—2.01 0.01 2
Hy= 001 -002 001 |,H =001 -201 2 |.
| 0.01 2 —2.01] | 0.01  0.01 —0.02]

The time unit of transition rates is selected as minute. Adiog to H., the mean occur-
rence time is 1000 minutes for the first fault mode and 500 teméor the second fault,
and both fault modes are absorbing. For FDI modes, accotditige first row of?, when
the aircraft is in fault-free mode, the mean time of falserakis 100 minutes; and accord-
ing to its second row, the mean time to return to correct diete@fter a false alarm is 0.5

minutes.H, andH; can be interpreted similarly.
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Following the definitions given in Sectidn_2ZW.2, four prbliiatic parameters are cal-

culated as follows:

Yoo o1 o2 0.8600 0 0
YE |v0 Y1 Y2| = 0 0.7000 0 ;
Y20 Y21 Y22 0 0 0.9600

8 79 7l 0.9901 0.0050 0.0050
T2 |75 wF wi| =10.0050 0.9901 0.0050 |,

2

0

e W ml 0.0050 0.0050 0.9901
w) wd w 1 00 v o) ) 0.9333 0.0333 0.0333
w= |wy wi wl| =10 1 0],vE v} v} o] = (00161 0.9677 0.0161
wi w? wi 001 v v? vl 0.1000 0.1000 0.8000

~ is calculated based on the closed-loop plant regime moddhéso--14 aircraft and .,
norm objective by using a randomized algorithm and takiregrdmdom samples kGG
within its bounded set (Tempet al., 1998). According toy, the probability of satisfying
the bounds ofH, norm under each mode is 0.86, 0.7, and 0.9 respectively ifgiis
correct detection. According to, the stationary probability of correct detection is 0.9901
According tow, when the bounds df{,, nhorm are satisfied, the probability that the FDI
gives correct detection are 1, but FDI may have given wrotighates of fault modes when
the bounds of{,, norm are not satisfied according#o

The state space (XR(t) contains 7 states for this syste$y. = {On, O, In, 1F, 2N, 2F,
F}. With the above probabilistic parameters calculated fromE-14 aircraft model, the
semi-Markov kernel ofX R(¢) for reliability evaluation is obtained by following the me-
dure in Sectiofi Z413. The transition probabilities andhkglity curve are then calculated
as shown in Figure2.4. Each transition probability curvEigure[Z# gives the probability
that XR(t) is in each state atstarting from the initial statéy. From the curves of reliabil-
ity and the transition probability to state F, it is cleartthgstem failure probability remains
at 0 withinT}g, a finding consistent with our reliability definition as teomal violation of
control objectives is not deemed as a failure. We alsoRt@\, 2n, ¢) is much larger than
P(On, 1n, t), afinding consistent witlif(1,3) > H.(1,2) andvyaa > 711.

According to Figurd—2]4, the probability of transiting t@&0r is much higher than
those tolg and2g. SoXR(t) transits to F mainly fron)r. This implies that the false alarm
of FDI at the fault-free mode is more likely the reason fortegs failure than fault occur-
rences themselves, a finding useful for system reliabifitgrovement. To verify this find-
ing, the false alarm rates fgft) = 0 is reduced by half by settingf{(1,2) = HY(1,3) =
0.005 anng(l, 1) = —0.01. The transition probability and reliability curves for thgs-
tem after reducing false alarms are shown in Figuré 2.5. Aexpected,P(On, Of, t)
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Figure 2.4: Transition probability and reliability funoti.

is reduced, andk(t) is improved. We may also calculate and compare the MTTF df bot
cases: the MTTF of the system before reducing FDI false alasm7.3415 minutes while
the MTTF after reducing false alarms is 80.9144 minutes.

On the other hand, the sensitivity of reliability index widspect to control performance
can also be demonstrated. Let probabilistic parametemnpeied toygy = 11 = Y22 =
0.99. Based on the definitions &f in &34) andy;; in (Z4), we expect increases in transition
probabilities toin, i € S;. The transition probability and reliability curves for FEG
with improved control performance are shown in Figlird 2.@m@ared with Figur€24,
P(On, O, t), P(ON, 1n, t), and P(On, 2N, t) are clearly improved. As a result, the
reliability curve is also improved and MTTF increases to/7@2 minutes compared to the
original MTTF of 47.3415 minutes. So the transition proltigbof XR(¢) can not only give

reliability evaluation but also help to find out the effeetisolution to improve reliability.

2.6 Conclusions

A reliability evaluation approach for active FTCS’s is gFated in this chapter. The in-

dex reflects the characteristics of FTCS’s, including a rbdsed control performance
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and hard deadline concept. The semi-Markov model is cartstitbased four probabilistic
parameters, and reliability can be thereby calculated. tidmsition probabilities and reli-
ability function provide valuable information on the lotgrm safety behavior of FTCS’s.
Moreover, the effects of FDI and control performance orat®lity are demonstrated in an

illustrative example. With this reliability index and mduigy method available, reliability-
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based controller can be designed to optimize overall systiiability.
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Chapter 3

Probabilistic controller design via
stabilizing controller
parameterization®

3.1 Introduction

This chapter addresses the design of FTCS’s in the followmgfiguration: Consider a
plant with a finite set of fault modeS;, andG = {G; : i € S;} represents the set of
dynamical plant models under various fault modes. The ¢ownlwof these modes can be
represented by a Markov process. Usually fault mode is mettlly known to controller,
and an FDI scheme is used to generate estimates from a finite, seBut FDI modes
may deviate from true fault modes with an error probabibty,another Markov process is
adopted to represent FDI modes. The reconfigurable coertrdinoted byK = {K; : j €
Ss} is assumed to have a switching structure, &fds engaged for the plant when the FDI
is in modej.

This stochastic FTC model is preferable to deterministiesomhen considering a prob-
abilistic performance criterion. In contrast to the asstiompof known regime or fault
modes in regular Jump Linear Systems (JLS's), this modelnass unknown fault modes
and uses an additional Markov process to represent its astinthe FDI mode. If FDI
scheme gives a wrong detection mgdes; may be used for plant modél;, i # j, even
thoughk; is originally designed fo€;. As a result of this difference, the design of FTCS’s
is more challenging, and many existing methods for JLS's\otbe directly applied, e.g.,
51, [52,[53,54]. The related problem in JLS’s to this FTC agunfation is the partial

observation probleni[55], which used conditional prohgbis the estimation precision

*Originally published as: Hongbin Li and Qing Zhao, “ Probaiic Design of Fault Tolerant Control via
Parameterization'Circuits, Systems, and Signal Processing. 26, no. 3, pp. 325-351, 2007.
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of regime modes but estimation delay cannot be describedhelriterature of FTCS’s,
Mariton studied the effects of this FDI imperfection indlugl detection delay on system
stability [6]; Srichander and Walker developed the coodii for exponential mean-square
stability [18]; and much of the latest work was also basedhis model, such as output
feedback stabilizatior [56}> control [57], and thed,, control of a sampled-data system
[58]. However, these results considered control objestordy, and system reliability index
was not discussed.

In our problem, in addition to stability requirement, aretldesign objective)(K) of
closed-loop system is evaluated for each contrdieria a numerical method. The de-
sign goal is to find the optimal controlldK* that can optimize)(K) subject to stability
constraint. The motivation is to design FTCS'’s based on ¢hiahility index presented in
ChaptefR, which is evaluated based on a semi-Markov modehd@xo the numerical pro-
cedures of building and solving stochastic reliability ralsq reliability criteria cannot be
written as analytical functions d& in general. To overcome this difficulty, stabilizing con-
troller parameterization and randomization-based ogation algorithms are proposed for
FTCS's in this chapter to find the statistically optimal golter with the highest reliability.

Controller parameterization plays an important role ineys and control theory, which
can facilitate the design of optimal controller by usingéan Matrix Inequalities (LMI's) or
other classical optimization techniques. For linear systemany parameterization results
have been reported, such as Youla parameterizdfidn F59],controller parameterization
by Riccati equations and by LMI'Y[60, 6L, 162], covariancentcoller parameterization
[63,64], and stabilizing controller parameterizationngsijuadratic Lyapunov functions
[65]. However, to the best of authors’ knowledge, no cotgrgbarameterization result has
been reported for FTCS’s.

Classical optimization techniques and LMI methods usuatyuire objective function
¥(-) and parameterization expression to be affine with respéaegarameter§ [66]. How-
ever, in our problem, even the analytical expression(©f is not available, and a numerical
method has to be used to calculate). In this case, some statistical methods, such as the
randomized algorithms, are useful to perform the desighi467154].

To recapitulate, this chapter presents a parameterizeggarit of stabilizing controllers
for stochastic FTCS’s and a randomization-based optimizahethod to search for the sta-
tistically optimal controller with respect to a numericasign objective, e.g., a reliability
criterion. The remainder of this chapter is organized alvia: Sectior 312 states sys-

tem model and problem formulation; Sectlonl3.3 providesesomathematical preliminar-

31



ies; Section§314 throudh 8.7 present the main resultsilistion conditions, controller
parameterization, the analysis of stabilizing controflet, and the synthesis of generator

matrices; and an example is given in Secfion 3.8 followeddnchusions in Sectiop3.9.

3.2 Problem formulation

The general Markov dynamical model of FTCS's is givelLhy 8.2haptefR. When consid-
ering internal stability, it can be reduced to the followguation by removing exogenous

input and output equations:

(1) = A(C(1), A)x(t) + B(C(t), A)uln(t), 1), (3.1)

wherez(t) € R™ andu(n(t),t) € R™ denote system state and control input respec-
tively, and A(¢(t), A) and B(¢(t), A) system matrices with appropriate dimensiofs.](3.1)
represent a set of linear dynamical modéls = {G; : i € S:}, whereG,; denotes
the dynamical model wheq(¢) = i. ((¢t) andn(t) are assumed to be two separate
continuous-time Markov processes with finite state spatjes= {0,1,2,--- , N;} and
Sy = {0,1,2,--- , Ny} to represent system faults and FDI results respectivelytai2d
descriptions have been provided in Chapler 2 and are onhigezlfor brevity.

The closed-loop system structure is shown in Figure 3.1e Mer consider static state-
feedback controllery(n(t),t) = K(n(t))z(t). For simplicity, we writeu;(t) = K;x(t)
for n(t) = j € S,. The controller is composed of a set of static gains, denbjeK =
{Ko, K1, - ,Kn,}. Whenn(t) indicates fault mode, K; is in use. In practice, it is
impossible to have a “perfect” FDI that always instantarspindicates the correct fault
mode. Hence, there may be mismatch betwegn and((¢). In this case, findind to
achieve nominal closed-loop stability (whén = 0) is the first concern in the design of
FTCS's.

Remark 3.1 The interaction betweef(t) andn(t) causes the major difficulty in the stabi-
lizing design of FTCS's. This is the main difference betw€EGS'’s and regular JLS'’s.

Such a stabilizing controlleK is usually not unique. In fact, the set of all stabilizing
controllers can be found via parameterization. When cemsig a more specific perfor-
mance criterion)(K), it is desirable to obtain the optimal stabilizing conteolKK* with
respect ta)(K). This leads to the second stage of design. In this chaptehn, au(K) is
chosen as a reliability criterion.

A stochastic process model is constructed in Chdpter 2 wribeshe evolution of con-

trol performance under fault occurrences and controlleomégurations.R(¢) and MTTF
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Figure 3.1: The system structure.

can be calculated based on the transition and stationababildgies of the stochastic pro-
cess. However, neither of these two reliability criterias fzalytic function expressions
available. In this chaptet;(K) is selected as the scalar reliability index, MTTF.

Based on such @(K), a randomization procedure is available to find a statistipa-

mumK*, an estimate oK*, such that
Pr{Pr{y(K*) > ¢(K*)} < e} > 13, (3.2)

wheree € (0,1) andé € (0, 1) are precision parameters of the estimate.

The main procedure of the randomized algorithm presentddGhis summarized as
follows, where the key step is to find a parameterization $edtabilizing controllers:
K £ {Allstabilizing K} = {K|K = ¢(z), z € Q}, wherep : O — K denotes the
parameterization mapping from a free parametaithin a bounded se® to a stabilizing

controllerK.

Algorithm 8]1 - estimate the statistical optimum

1) Determine sample quantity/; > % based on the precision parameteendd

[48].

2) Generaté\/; independent samples? - - ., (M) in Q) according to the distribution

of z. Calculate the corresponding controll@s$") = p(2()),i =1,--- , M;.
3) Evaluate the performance value at each sample contilfer
i = p(KY) = (p(z1)), i =1, My
Let z, denote the parameter such thato(zp)) = maxj<i<u, ¥i. ThenK* =
©(20)-

The remainder is then focused on developing a parameierizaiethod for Algorithni3.1.
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3.3 Preliminaries

The following notation is used throughout the chaptér:” meangA”)~!. A denotes a
matrix with the following properties\' (A1) = R(A) and A+ A+T > 0, whereN (A) and
R(A) denote the null and range spacesialespectively.= is used for notation definitions.

|| - || denotes the Euclidean norm for vectors and the largest lsingalue for matrices.
R denotes the set of real numbers, afdhe set of nonnegative integers. For notational
simplicity, in &3), for((t) =4, n(t) = j, i € S1, j € So, denoted; = A(((t)), B; =
B(C(1)), andu; (1) £ u(y(t),1).

Definition 3.1 (EMS stability [I5]) An FTCS is said to be Exponentially Mean-Square
(EMS) stable if for any initial Markov states at= 0, ¢(0) and(0), there exista > 0,
b > 0, and some numbef(¢(0),n(0)) > 0, such that whet{z(0)|| < §(¢(0),7n(0)), the

following inequality holds for > 0:
E{[lz()*} < bllz(0)]e,
whereE{-} denotes the mathematical expectation.

Lemma 3.1 (Stability conditions [I%]) An FTCS in[[(311) is stabilized in the sense of EMS

stability by the static state-feedback control law
’LLZ(t) = KZ':L'(t), 1 E SQ,

if and only if for any giverk € S; and: € S, there exist positive-definite matric€g, > 0,
satisfying
AL P+ PrAic+ Y BEP+ Y arPy <0,
JES2,j#i JES1,j#k

where
Ap 2 A+ BK; —05 Y BE—05 > ay.
JES2,5F#1 JES1,IFk

Lemmd3.1l can be used for stability analysis for a given dtestdback controller, but it
is difficult to solve K; directly using these inequalities. The main difficulty liaghe fact
that the number of gaing}; is less than that of inequalities involved in the above ctorli
such that eacli; should satisfy multiple inequalities simultaneously. bntrast, regular
JLS’s do not have this problem, and the controller can beesblsing LMI's [52]. The
partial observation problem of JLS considered[in [68] hasilar form as in FTCS’s but

only a sufficient condition was derived. S€el[69, 57] for mdiseussions.

34



The following two lemmas are introduced for the purpose oivitey stabilization con-

ditions and a parameterization set.

Lemma 3.2 (Finsler's theorem [62[64])Let matricesM € R™*™ and Q € R™*" be
given, and assume theank(M) < n and@ = Q. Let(Mp, M) be any full rank factors
of M such thath = M Mg andrank(M) = rank(Mpr) = rank(M ). Then

MQM*T <0

if and only if
pMMT —Q >0

for someu € R. If the above condition holds, all sughare given by
1> fimin = Amax N (Q — QMLT(MLQMLT)_lMJ—Q)NTL
whereAmax(-) denotes the largest eigenvalue, aNd= (MrME) (/2.

Lemma 3.3 (Projection lemma and parameterization set)Let matrices\/ € R™*", and

Q = QT € R™ ™ pe given. The following two statements are equivalent:

1) There exists a matriX satisfying

MX+(MX)'+Q<o. (3.3)

2) The following condition holds:

MQM*T <0 or MMT > 0. (3.4)

If statement 2) holds, all matrice¥ satisfying statement 1) are given by
X =g(L,pIM, Q)& —p 'M" + p~ ' PL(p~ ' MM" - Q)'/?, (3.5)

whereL is an arbitrary matrix satisfyind|L|| < 1, andp € (0, pmax) @ positive scalar.L

and p are immediate variables of functign and the symbol [ in (BEX) is used to indicate

the dependence of on M and@.

pmax = a~ ! is calculated by solving the following LMI problem:

Min{&x}a
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subject to

> 0,
—al X
X7 Mx+mx)T+q < (36
Moreover,p € (0, pmax) if and only if it satisfies
p TMMT —Q >0, (3.7)

which ensures thatp~ ' M M™ — Q)'/? exists and tha{{315) is valid.

Proof: The equivalence between statements 1) and 2) is a speamldbthe well-
known Projection Lemmd_[66]. Here, we pro¥e{3.5) only. Whies statements 1) and 2)
hold, it is equivalent to

MX 4+ (MX)T 4+ pXTX < —Q, (3.8)

for some scalap > 0. Add p~'M M7 to both sides, complete the square in the left hand
side of [3.B), and we have

(p M+ XD)p(p ' MT + X) < ptMMT — Q. (3.9)
Obviously, [Z®) holds if and only ip~' M MT — Q > 0 as the left hand side df{3.9) is
positive semi-definite. By taking the matrix square rdofd)3s equivalent to
(p ' MMT — Q)" 2 (Mp~ + XT)p(p ' MT + X)(p7 ' MM - Q)7? < 1. (3.10)
DefineL £ p'/2(p'MT + X)(p~*MM™T — Q)~'/2. Then||L|| < 1 and
X =—ptMT 4+ p_1/2L(p_1MMT _ Q)1/2.

To determine the upper bound pf convert [3B) to the following matrix inequality by
Schur’s complement lemmal66]:
—p7 I X
XT Mx+Mx)T+q| <7
Define a new decision variable= p~! > 0, and the minimum value af gives the upper
boundpmax. Moreover,p € (0, pmax) ensurep ' MMT™ — Q > 0 owing to [39).1
Lemmal3B is adopted from Corollary 2.3.9 in][64] with modifions to make it suit-

able for our problem. For a given inequality in the form RE33.Lemmd3.B provides a

solvability condition and a parameterization set of alkitdutions:

gM,Q = {X‘X = g(L7p‘M7 Q)? ”LH < 17 P € (07Pmax)}a (311)

whereg(L, p|M, Q) is defined in[(3b).
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3.4 Stabilization conditions

Let us begin with the case that the state space&sfandn(¢), S; andS,, are both equal
to {0, 1}, where ‘0’ denotes the fault-free situation and ‘1’ the fguhode. This type of
FTCS’s is referred to as the basic case. The stochastic ioelafv((¢) is governed by
its generator matrix’; when((t) = 0 or 1, the behavior of;(t) is determined by the
corresponding generator matdx’ or H' [25,[70].

The generator matrices are composed of the transition chteg) andn(t), «;; and

k

i, which have the following forms for the basic case:

—go Qo1 o_ [-8% B } 1 {—560 Bo1 ]
H = , HY =  HY = :
¢ [ a10 —all} K [ 6?0 _5?1 K 6%0 _6%1
For the system in[(311), by Lemnia B{lKk,, K;} stabilizes the FTCS’s in the sense of

EMS stability if and only if there exist positive definite maes P, € So, k € S1, such

that the following inequalities hold simultaneously:

PyoBoKo + (PoBoKo)" + Qoo < 0, (3.12)
PiyBoK1 + (PioBoK1)" + Q1o < 0, (3.13)
Py BiKy + (P B1Ko)" +Qu < 0, (3.14)
P B Ky + (PuBiK)" +Qu < 0, (3.15)

whereQ;;, i € Sa, k € S1, is defined as

Qik 2 (Ax = 058}, sy — 0.5a,0-1))" Pix + Pir (A, — 0.50,

—0.50(1-1)) + ﬁﬁ_i)kpm—k) + ar(i—r) Pi(1—r)- (3.16)
The set of all stabilizing controllers can be captured radiyiby posing a matrix inequality
problem [3IR)3T5) fof K, K7 }. Note that bothKy and K; appear in two inequalities.

So the intersection of the solution sets[of (3.12) 4nd{3pivBs the set ok, and K; can
be obtained in a similar way frorh.(3113) afid (3.15).

Lemma 3.4 For the basic case of FTCS's in{B.1) Bf and B, are row rank deficient, then
there exists a stabilizing state-feedback contro{léf,, K} in the sense of EMS stability

only if there exist positive-definite matricéy,, £k € S1 = {0,1},7 € So = {0,1}, such
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that

(PooBo)Qoo(PooBo)™" < 0, (3.17)
(P1oBo)*Q10(PioBo)™" < 0, (3.18)
(PuB1)"Qui(PnB1)™" < 0, (3.19)
(P11B1)"Qu(PuB)™" < 0, (3.20)

where();;. is defined in[(3116). 13, has full row rank, [317) and{3:18) are removed from
the conditions; ifB; has full row rank, [319) and{3.20) are removed.

Proof: Based on LemmB@3.3, each inequality[In_(B.12)-(B.15) hasilfEasolutionk,
or K if and only if the the corresponding condition [D.(3 1[7)ZB) holds. Considering that
@EI2)-[3I5) must hold simultaneously for system stghiB.11)-[3:2D) are only necessary
conditions. IfBy has full row rank,[[(312) and(3]13) always have feasiblatimis for any
Poyo, P1o, Qoo andQ1, so [BIF) and(3.18) are removed; similarlyBif has full row rank,
@19) and[[3:20) are removell

This lemma is derived based on Lemind 3.1, and the proof imgivthe appendix. By

converting the inequalities in Lemrial3.4 to LMI's, we have following theorem.

Theorem 3.1 For the basic case of FTCS's in(8.1),B} and B, are row rank deficient,
and all the transition rates of (¢) andr(t) are nonzero, then there exist stabilizing state-
feedback controllers in the sense of EMS stability onlyafelexist positive-definite matri-

cesPj, positive scalarg;,, k € S; ={0,1}, i € Sy = {0, 1}, such that

[Pyt AL + AOOPO—O — pooBoBY 1?301—01 Pyt ]

P051 —P' /B8 -? <0, (3.21)
L Foo 0 — Py /0401_
[Pt AT + fhono — u10BoBY P! Pyt

P151 — Pyt /8% _(; <0, (3.22)
L Py 0 — P /0401_
[Py AL + Ampozl — o1 B1BY Pol_ll Pyt

P0:11 —P /B _? <0, (3.23)
L Fo 0 —Fy /0410_
(P AT + APt — p BiBT pr! Pyt

Py —Py' /Bl 0 <0, (3.24)
L Py 0 —Py /alO_

where 4;;, £ A; — 0. 552(1 i — 0-50%(1-k). In case thatB, has full row rank, [32})
and [32Z2) are removed from the conditionsBif has full row rank, [328) and{3.24) are
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removed. If some transition rates are zero, the correspanws and columns containing

those zero transition rates are removed from the above oesri

Proof: Take [31¥) as an example, and the derivations are simildhéoother three in-
equalities. APy, > 0 and(POQBo)J‘((POQBQ)J‘)T > 0, bOth(POQB())J‘ and(PooBo)lPog

have full row rank. ConsideringPooBo)* Py Bo = 0 and( Py Bo)* Pyo = By, we have
(PooBo)* = By Py,

So [3I7) is equivalent to
By Py Qoo Py BT < 0.

SubstituteQoo and denotedgy = Ay — 0.53); — 0.5 to obtain
By (Py" ALy + Ao Poy! + 851 P! ProPag' + o1 Py Po1 P! ) By T < 0.
By Lemmd3.R, this inequality is equivalent to
Paot Ay + Ao Poy + Bo1 Pay' Pio Py + 01 Pyy Por Poy™ < 00 Bo By (3.25)
wherepgy € R. Pre- and post-multiplyyg,
AoPoo + PooAoo + 691 Pro + o1 Por < o0 PooBoBg Poo. (3.26)

According to Lemmd-3]2, all feasibleyy are given byugy > 1oomin, Where poomin can
be calculated by the parameters in the inequality. Thegefibithe feasible set ofi is
non-empty, there must be a feasibplg, > 0. Furthermore, we need to consider only the
positive case 0ofig to obtain all the feasiblé’;; owing to the following reasoning:

Suppose for any two feasible valuesiaf, 41 < 0 andus > 0, all the corresponding
feasible solutions of;; in @23),¢,j € {0,1}, are denoted byP; and P,. For every
elementP;; € Py, 4,5 € {0,1}, G2Z3) holds for thisP;; andx,. Again, based on Lemma
B4, this elemen®;;, i, j € {0, 1}, is also feasible fo{3.25) corresponding#pass > /1
and thereby belongs tB8,. Therefore,P; C Ps, which means that the feasible solution of
P, 1,5 € {0,1}, for B2Z3) wherp < 0 is a subset of those when> 0, and we need to
consider this positive case only.

Suppose that the transition ratél§ > 0 andag; > 0. By Schur’s complement lemma

[66], @28) is equivalent to

Pyt AL, + 12100130?1 — pooBoBY Pog]l Pyt
P@l —P,' /85, _9 < 0. (3.27)
Foo 0 —Lo1 /a0
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If some transition rate is zero, the corresponding termlinrg zero rate in[(3.25) is re-
moved, and so are the corresponding row and columinl(3Rat)example, ifg; = 0,
@21) becomes
Poo Ay + Ao Pog' — 10 Bo By Pog'
Py —Pp' /88,
Similarly, (3I8){32D) can also be converted to LMI'stthee affine inPy,", Py, Pr', Ppy's

< 0.

1400, f401, (410, @ndger;. W

Remark 3.2 The above results are for the basic case of FTCS's, and caerdmily mod-
ified for the cases of multiple fault modes. For examplé; i= S = {0, 1,2}, to ensure

stochastic stability, there are 9 inequalities in Theofedl, and a typical one is

Poo' Ao PooPog' Aoo Pog' — HooBoBj  Pog' Py’ Py Py
Py — Pt/ 66, 0 0 0
})0_01 0 _P2_01/582 0 0
Pt 0 0 Pyt oot 0
Poot 0 0 0 Poyt Jawn
<0.

TheorenZ21l gives conditions dn;, i, j € {0, 1}, to ensure that each single inequality
in @I1)-[320) has feasible solutions. The stabilizimgteoller K = { Ky, K} satis-
fying these 4 inequalities simultaneously can be generayea randomization procedure

presented in the next section.

3.5 Controller parameterization

Recall Lemm&3]3 an@{3111), and denote

KP 2 {{Ko, K1} Ko € WooNWor, K1 € Wion Wi, Wij £ Gp,, 5,0, 43 € {0,1}},

(3.28)
whereP £ {P;;, 4,5 € {0,1}}. SoKF is the set of stabilizing controllers associated with
P. Let P = {P|P satisfies Theoreind}1the set of allP satisfying Theorerhi 3 1P € P
ensures thatV;; # (), where() denotes the empty set. The set of all stabilizing contrsller
is denoted as

K £ {All stabilizing K} = | ] £F. (3.29)
PcP
Figurel3.2 illustrates the relationship betwgemandX: EachK € K corresponds to some

P c P; if KP # 0, all its elements correspond to and can be generateR biging a

randomization procedure; K = (), find anothe® € P, and repeat the procedure.
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il

all stabilizing K all feasible P

Figure 3.2: Relationship betweé&hand/C.

The problem considered in this section is to check whetHer= () or not givenP € P;
furthermore, ifCP # (), generate samples iG¥.

Based on[(3:28), denote€f = Wy N Wy andKF £ Wip N Wiy Thenk? =
IC(I)D x KP, where %’ denotes the Cartesian product. 5 # ( if and only if IC(I)D #0
andk¥ # (. TakeKF as an example for the following derivation, and the samequtore

follows for KCF.

Figure 3.3: lllustration of controller generation.

As shown in Figur&3]3, the basic idea is to generate sampldéi = Gp,, B,,0q anNd
to test condition[[3014) forVy; to obtaink, € KF. Recall [311L) and{3:28), and let the free
parameterd, andp be uniformly distributed random variable&y = g(L, p| Poo Bo, Qoo) €
Wao can be generated by andp, whereg(-, -|-, -) is defined in[3). ObviouslycE #

if and only if the following probability is nonzero:
Pr{K, € K§ | Ko € Wy} = Pr{ K, satisfiesBI3)| Ko € Woo}. (3.30)

Define an indicator function

1, Ko € K¥ givenKq = g(L, p| Poo Bo, Quo) € Woo;
0, otherwise

and thenPr{I(L,p) = 1} = Pr{Ky € K& |Ko € Woo}. According to the Chernoff's
bound [67, p. 123], when generating > %ﬁﬁ identically and independently distributed
€3

(i.i.d.) samples fow, > 0 andey > 0, the following statistic provides an estimate of the
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probability in [3:30):

N
A i—1 (L, pi
Py = W’ (3.31)

whereL; andp; denote i.i.d. samples df andp respectively. Furthermore, it satisfies
Pr{|Pr{I(L,p) = 1} — Py| < €2} > 1 =6, (3.32)

Suppose that, andd, are so small that we can use the estim@teas the true probability
in @30). SoK¥ # 0 is equivalent toPy > 0, which solves the first problem of this
section.

If ¥ # 0, we can then generate elements/iy, and test[314) to obtain samples
in IC(E’. Recall Algorithm[B.1 in Sectioh=3.2, and suppagg stabilizing controllers are
needed. The next problem is to determine the numbéfof Wy, to be tested in order to
generatel/; controllerskg € IC})).

For M, i.i.d. samples.; andp;, denoteY; = I(L;,p;),i = 1,--- , My. SO M2 V; is

the number ofK, € K§ and subject to the following Binomial distribution:

Mo Mo M.
Pr{d ;> M} =) < /:) (Pn)*(1 = Py)M". (3.33)
i=1 k=M,

Set a confidence levél, and selectV/, to ensurePr{Zf‘f1 Y; > My} > 1—63. This
means that when testing/, samples inVyo, M; samples ofK} € Kt are obtained with
probability 1 — d3. The procedures of generatidg; controllers are summarized in Algo-
rithm[3.2.

Algorithm 8]2 - controller generation
1) Leti = 0.

2) ForK;, estimatePr{K; € ICZP]Ki € Wio} by Py in @31) for some small parame-

terse, andds. If Py = 0, no stabilizing controller exists and stop.

3) For a small confidence levél, selectM; such that

My )
. < k2>(PN)k(1 — Py)Me7E > 11— 4.
=D,

4) Generaté\l, samples in seVip = Gp,,B,.Q.- TeStZIN) ifi = 0 or (BIB) ifi = 1

for each sample, and record those stabilizing controllefsh.

5) Leti = 1, and follow steps 2) through 4) to generate the controller@as forkj .
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Remark 3.3 Algorithm[3.2 still applies when there are multiple faultdes. For example,
if S = S9 = {0, 1,2}, there are 9 similar inequalities in Theordm13.1; and eachtrmler
{Ky, K1, K5} is in the intersection of three solution sets.

Algorithm[3.2 generates the controllers for step 2 of Algori[3.1 in Sectiofi312. The
design procedure of FTCS's is finally established as followsombining Algorithm$§13.1
and(3.2.

Design procedure

1) Determine sample quantity/; > Lﬁ based on the precision parameteendo.
/(=)

2) Solve [3211){{(3:24) in TheorelnB.1 fbr.
3) Use AlgorithnB.2 to generafl; stabilizing controllers corresponding B

4) If M, controllers inCP are successfully generated, follow step 3) in Algorifim 3.1
on the generated controllers, and find the statistical aptirk*. If X? = (), go to

step 2) to solve for an alternative.

If this procedure fails to find non-empig®, the system is said to be not stabilizable. How-

ever, this non-stabilizability can be checked before apglyparameterization algorithms.

Remark 3.4 Note that the freedom @ in 329) is not exploited in this design procedure
though itis possible to obtain a set of feasible solutiBrsatisfying Theoreifn 3.1 by varying
the settings in the LMI solver: the target value for the aaxjyl convex program of the
feasibility problem[[71l]. But this may lead to controllerstkvlarger magnitudes which is
not preferable in practice due to excessive control enesgywe do not solve a setBfand

optimize among controllers with different orders of magdés.

Remark 3.5 This parameterization method can be extended to staticubdgedback con-
trollers u(n(t),t) = K(n(t))y(t), provided thatD(¢(t)) = 0 in Q). Using output-
feedback controllers for this special case is equivalemepbacing K (n(t)) by K (n(t))C({(t))
in Lemmd31l. Although Lemria13.3 is not applicable due terdift stability conditions
in this case, an alternative parameterization result of ixahequality can be applied and
similar results can be derive@[64, p. 29, Theorem 2.3.12jwidver, for the general case of
D(((t)) # 0, the stability conditions of the closed-loop system wititain matrix inverse

terms involvingK (n(t)). This is a major hurdle for extending the current results.
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3.6 Analysis of stabilizing controller set

In this section, the stabilizing controller set is analybeded on its connections with the
standard Linear Quadratic Regulator (LQR) problem. To Bsar¢lationship, FTCS model
is converted to the form of JLS by representing the behawdbtso Markov processes into
one, called the integrated Markov procegs) [[70]; the solutions of LQR problem in this
JLS form are then compared with the results in Sedfioh 3.4.

For the basic case of FTCS’s, the augmented state spagé )ofs S3 = Ss x S
= {(0,0), (0,1), (1,0), (1,1)}, where the first element represents the FDI mod#&sin
and the second the fault mode$h. Let ;) ;) denote the transition rate @f(), which
determines the transition probability ¢{¢) from the augmented statg, j) to (k,[) as
shown in the following equation:

Vg k) Ot +0o(A), i # j, k #1;

O(t) : pGj) iy (At) = o
(@) (k1) 1-— V(ij)(kl)At +o(At), i=j, k=1

As shown in[[70] ;%) can be derived from the transitions rateg 0f) andz(t):

Vg (hl) = Ok 17K 7 =1 (3.34)
g, 1= k7 J 7é l?
0, ik, j#L
For the basic case, the generator maktjxof ¢(t) is given by
— (g0 + 580) Qo1 . ﬁ81 q
_ 0 J&;
Hy 2 [y _ aio (a11 + o) 01
¢ [7( J)(k‘l)]4><4 5?0 0 —(Oéoo + ﬁ(l)l) Qo1
0 aio Bl —(a11 + A1)

By replacing((t) andn(t) with ¢(t) in @), the FTCS model becomes a standard JLS

model:
&(t) = A(o(t))z(t) + B(o(t))u(4(t), 1), (3.35)

The infinite-time LQR problem of JLS’s aims to find a statediegck controller to

minimize the following objective:

[e.e]

J(to, x(to),u(t)) = B{[ ["(t)S(s(t))z(t)

to

+ul (¢(t), t)R((1))u(o(t), t)]dt|x(to), d(to)},  (3.36)

whereS(¢(t)) andR(¢(t)) denote state and control weighting matrices. &@) = (7, ),
denoteA;; = A(¢(t)), By = B(g(t)), Cij = C(¢(t)), Dij = D((t)), ui(t) =
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u(p(t),t), Si; £ S(o(t)), andR;; = R(¢(t)). As system matrices depend on fault mode
onIy, Aij = Aj, Bij = Bj, Cij = Cj, andDij = Dj.
Using state-feedback controls in a switching structure @R problem was solved by

Theorem 5 in[[58], which stated that the optimal state-fee#tzontroller is
uij(t) = —R;;' Bf Pyja(t), (i, §) € Ss, (3.37)
whereP;; > 0 satisfies the coupled Algebraic Ricatti Equations (ARE’s):

AT P+ P Aj— PiiBiR ! B Py +apap P+ D e Pu+Si; =0, (3.38)
(k,D)#(i,5)
where(i, 5), (k,1) € Ss.
In JLS’s, the number of switching controllers is equal td tifantegrated Markov states
of ¢(t). For this JLS model if{3:35) converted from an FTCS modelkglare 4 controllers
designed corresponding to 4 states¢of) as given in[(337). When(t) = (i,7), the

following state-feedback gain is in use:
Kij = —R;'B] Py, (i,j) € Ss. (3.39)

In contrast, in FTCS’s, the number of switching controllsrequal to that of fault modes
so only 2 controllers exist for the basic caselln (B.35). &fwe, JLS’s have more design
freedom while FTCS'’s are more restrictive, and the desigthaus of JLS’s are not appli-
cable to FTCS’s. But the controller designed in FTCS’s camateyzed by the methods
in JLS’s considering that two controllers can be deemed geeaia case of two pairs of
identical controllers. For examplés, and K in FTCS’s are deemed to b€y, Kq, K1,
and Ky in JLS’s.

Proposition 3.1 323)-[32#) in Theorel3.1 are equivalent to ARES{[B&8&he LOR
problem in JLS’s. In other word€® = {P;;, i, € {0,1}} satisfies Theoreri3.1 if
and only if it is a feasible solution of AREE3]38) corresding to the following LQR

weighting matrices:

Sij = nizPiyBiB] Py — (AL Py + PijAij + By Paiy; + a0 5)Pia—j), (3.40)

Rij =1/, (4,4) € Ss. (3.41)
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Proof: Substitute the system parameters iio (3.38), we obtaiugled ARE’s. Note
that the system matrices depend on the fault mode only, tendeclement ofy(¢). For
example,A;; = A;. Let us consider the following ARE fas(t) = (0, 0).

A& Poo + Poo Ao — PooBoRyy Bf Poo — (o1 + B31) Poo + 81 Por + a1 Pio + Soo = 0.

UseAg = Ag — 0.533 — 0.5a¢1 defined in Theoref 3.1 to simplify this equation, and we

have
ALy Poo + PooAgo + 891 Por + 01 Pio + Soo = PooBoRog BE Poo. (3.42)

Let Ryo = 1/puoo and compare(3:32) witlh {3P6). E{3}42) holds, (3.26) ooy holds
consideringSy, > 0; if (828) holds, [(3:4P) also holds with

Soo = 00 PooBoBE Poo — (A Poo + PooAoo + B Pro + o1 Por)

= PooBoRaolBgP()o — (AgOPOO + P()Q/_lo() + 681P10 + a01P01) > 0.

So, [34P) and(3.26) are equivalent. It immediately fobavat [3.4R) and(3.12) are
equivalent. Similarly, we can establish the equivalendevéen [3IB){315) and the other

three ARE’s of [333B) corresponding #dt) = (0, 1), (1,0), (1,1). &

Proposition 3.2 The parameterization setV;; in (328) contains an LQR controller of
JLS’s given in[[3:37) corresponding to the weighting masia [3:4D){(341).

Proof: Recall [328) and Lemnia3.3, if Theoréml3.1 holds, the féasiblutions for
each inequality iN(3A2J:(315) are parameterized by

_ ~1/2 _
Wij = {KIKl; = —pi BT Py + i * Lij (05 Py B BT Py — Qi) /2,

I Li;ll <1, pij € (0, pijmax)}, @ € So, j € S, (3.43)
whereL;; andp;; are free parameters apg,. is calculated by[(316) in Lemnia}.3. Fur-
thermore, by Lemmia3.3,; € (0, pijmax) ifandonly if it satisfiesm)p;jlﬂijBfBj—
Qij > 0.

pi; may take the value qii‘jl because

,uijP,-ijB]TPij > Qij, 1€ 52, ] S 51. (344)
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To see this inequalitt{334), take= 0 andj = 0 as an example, and substitute the
definition of Qg in B18). [3.4%) then becomds (31 26), which has been priov&teorem
B

Let the free parametdl;; = 0 and the corresponding elementiy; is
Kj; = —pijB] Pij, i € Sy, j € 5. (3.45)
Considering[(3.41) in Propositidn_B.1,
Kj;=—R;'B[ P, i€ 5, jes (3.46)

which is obviously the LQR controller il {3.B9H

These two propositions are derived from Theofenh 3.1 and L&@®, and the proofs
are given in the appendix. Propositibnl3.2 shows #vg§ and)V,; contain an LQR con-
troller of JLS’s, and these sets are around an LQR contrdlethe parameterization set
K¥ is also around an LQR controller. This connection provideganingful interpretation

of the stabilizing controller set found in Sectionl3.5.

3.7 Synthesis of generator matrices

Clearly, the generator matrices ¢ft) andn(t) are crucial parameters in the model of
FTCS'’s. In this section, synthesis methods are presensattza two structures of Markov
processes and the knowledge of failure rates and FDI hislaty.

Let Y (¢) denote a homogenous continuous-time Markov process inta §itdte space
Sy. Let Ty, T1,T,--- denote transition times anth, Y7, Y>3, -- the successive states
visited byY (¢). If Y,, =4, [T},, T,,+1) is called sojourn interval, arif}, ., — T, the sojourn
time at state, i € Sy, n € N. Markov process theory states tHat,,n € N} forms a
Markov chain, andl;,.1 — T, follows exponential distribution with parameter depeigdin
onY, only [25, Chap. 8]. This is the first structure of a Markov @ss.

Let @y denote the generator matrix Bf(¢) andQy (i, j) its transition rate. The transi-
tion probabilities ofY,, are
Qy (i,5)
Qy (4,14
andPr{Y,41 = ilY,, =i} =0,4,j € Sy. If Qy(i,7) = 0, state: is absorbing, and

Pr{Y,t1 =j|Yn =1} =

, LF T, (3.47)

Pr{Y,+1 = j|Y, =i} = 0forall j € Sy. The sojourn time distribution at statés
Pr{T, 1 —T) > t|Y, =i} = e @I, (3.48)
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Note thatQy (i, j) > 0, andQy (i, ) = 3 cq, Qv (i,j). i # j.

The second structure uses competitions among indepengeoihential random vari-
ables to determine sojourn times and successive transtates. Whert'(¢) = 4, an
exponentially-distributed random variabtg with rate Qy (4, j) is associated with transi-
tion to j in Sy. The transition can be viewed as a competition process ameng < Sy
the state associated with the minimumrgfis the successive state visited Byt), and this
minimum value gives the sojourn timeatBased on the property of independent exponen-
tial random variables 72, p. 243[[{3]147) abd (3.48) candxévdd under this structure.

Using the Markov proces§t) to describe fault occurrences requires the assumption of
constant failure rates, or equivalently, exponentialriistion of lifetime, which is gener-
ally valid for the majority of component lifetim¢[21]. Thegerator matrix of (¢) can be
synthesized based on the second structure and failure rattee state spacs; of ((t), 0
usually represents fault-free mode, and other statesidespecific faults and may also de-
scribe their combinations. The transitions(df) may represent fault occurrences, repairs,
or recoveries from intermediate faults depending on ttexmsmodes and directions.

For example, for a system with two types of faultg, can be defined a0, 1, 2, 3},
where each mode represents respectively fault-free medd, tiype 1, fault type Il, and
their simultaneous occurrences. The transitions from nfoiel or 2 represent the occur-
rences of fault type | or 1l respectively, while the trarmiis of opposite directions represent
repairs or recoveries from these faults. In cases of malfgllts that may occur at a par-
ticular mode, there exist competitions among exponenfitirhe random variables: the
fault occurring first with minimum lifetime make&(¢) jump to the corresponding mode
in S1, and the minimum lifetime gives its sojourn time. So, thensidon rates in the
upper-triangular part of’ correspond to failure rates; and those in the lower-triargoart
represent the rates of repairs or recoveries. Let the éailates of two faults be denoted by

A1 and), respectively, and the generator matrix(of) is

—(>\1 + )\2) A1 Ao 0

B 0 X 0 )
He = 0 0 -\ N\
0 0 0 0

where the transition rates in lower-triangular part areatbs as no repair or intermediate
fault is assumed.

n(t) models FDI results, and its state spatels usually identical tc5;. Its generator
matrix can be estimated using FDI history data based on thtestiucture of Markov pro-

cesses. This history data should record the transitioasstatd sojourn times of FDI under
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known fault modes, which can be obtained by experimentéhgesf FDI schemes. Owing
to (3.41)13.2B), it suffices to estimate the transitionatailities and the means of sojourn
time distributions in order to determine the generator aii ().

When((t) = k andn(t) = i, the sample sojourn time of(t) ati is recorded agi(l),

[=1,2,---,N. The sample average

converges td/ﬁfg in probability 1 asN — oo based on the law of large numbers and
BZ8). Let: = 1/7; denote the estimate ¢f:. If there is no transition from statefor
n(t), this state is deemed to be absorbing, 6fjd: 0 in this case.

The transition probability can be estimated by transiticegfiencies. If there arg/
transitions ofy(¢) to mode;j within N transitions leaving in FDI history data, the transition
frequencyM /N converges to transition probability with probability 1 &s— oco. Using

@.41), the transition rate fromto j is estimated as
Bl = BEM/N.

Using this method, all elements in the generator matrix(of can be estimated. Moreover,
as in [33P), to ensure specific estimate precisions, therlbound of sample quantity’

can be determined using the Chernoff’s bound.

Remark 3.6 Fault effects on system dynamics are described by diffeyetém matrices in
the dynamic model{3.14({(¢)), B(((t)), C(¢(t)), andD(¢(t)) depending org(¢). The
FDI scheme can be designed by standard model-based metsiodghese dynamic models
[[73]. Although some iterative algorithms exist to obtainegsence estimate of Markov
states based on the probabilistic description of systemasidtie computational cost is not
suitable for online implementation and controller reconfition, and the algorithms are
designed for a discrete-time Markov chain orilyl[74]. Thens#ion characteristics of FDI
mode can be described by a Markov process from the perspatftielosed-loop stability
of the reconfigured systerhl [6]. But it is necessary to have IfiBtbry data available for

estimating Markov transition rates.

3.8 An illustrative example

Consider a longitudinal vertical takeoff and landing aftmodel in the form ofl(Z]2) with

the following system matrice5[lL3]. The subscript ‘0’ regats the fault-free mode and ‘1’
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the faulty mode. In the faulty mode, the actuator failureassidered, and the effectiveness

of the first actuator is reduced by half as reflectedin

—0.0366 0.0271 0.0188 —0.4555
0.0482 —1.01 0.0024 —4.0208

A =1 01002 03681 —0.707 1420 |0 T A0
0 0 1.0 0
0.4422  0.1761 0.2211  0.1761 1 00 0
3.5446 —T7.5922 17723 —7.5922 0100
Bo=1 550 449 |'P'7 | 276 449 [T |0 0 1 of 1T
0 0 0 0 011 1

The generator matrices Qft) andn(t) are:

He = —0.0017 0.0017} CHO — [—0.0204 0.0204 } 7 H% _ [—2.9925 2.9925

0 0 K 3.9039 —3.9039 0.0515 —0.0515] "

According toH., the mean lifetime before fault occurrence is 1/0.0017=588ninutes,
and the fault mode is absorbing as shown in the second zerafrd¥, i.e., there is no
repair or recovery from intermediate fault. For FDI, acdogato the first row ofHY, when
the system is in fault-free mode, the mean time of a falseraisal/0.0204=49.02 minutes;
and according to its second row, the mean time of returnirmptect detection after a false
alarm is 1/3.9039=0.2562 of a minutél,% can be interpreted similarly: the mean time of
a missing detection is 1/0.0515 = 19.42 minutes, and the rieanof returning to correct
detection after a missing detection is 1/2.9925 =0.3342miraute.

The conditions in Theoren 3.1 fdr;; are solved as follows:

[ 0.0114  0.0009 —0.0028 —0.0065]
Py — 0.0009  0.0043 —0.0011 0.0004
—0.0028 —0.0011 0.0099  0.0079 |’
|—0.0065 0.0004  0.0079  0.0208 |
[ 3.5840  0.1916 —0.5806 —1.1955]
Pyt = 0.1916  3.2196 —0.2804 —0.0447
—0.5806 —0.2804 3.4266  1.1760 |’
|—1.1955 —0.0447 1.1760  4.9369 |
[0.0484  0.0050 —0.0073 —0.0084]
Py — 0.0050  0.0619 —0.0147 0.0052
—0.0073 —0.0147 0.0703  0.0102 |~
|—0.0084 0.0052  0.0102  0.0669 |
[ 2.7515 —0.1065 —1.0816 —1.2975]
Py = —0.1065 3.5939 —0.1549 —0.0833
—1.0816 —0.1549 3.4801 1.6071
|—1.2975 —0.0833 1.6071  3.8389 |
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Based on Proposition 1, the$g; correspond the following LQR weighting matrices

Sij andRij:
0.0120  0.0184 —0.0303 —0.0113
g _ | 00184 00351 —0.0533 —0.0144
0= 1-0.0303 —0.0533 0.0884  0.0279 |’
—0.0113 —0.0144 0.0279  0.0165
213.7 1161  —9544 —307.4
g _ 11610 7689.3 —5618.3 —1764.3
007 | 0544 —5618.3 4436.9 1416.5 |’
~307.4 —1764.3 1416.5  460.1
[0.2133  0.3874 —0.4153  0.0212 ]
g _ | 03874 27602 24173 0.1968
0= 104153 —2.4173 2.7225 —0.0830]"°
| 0.0212  0.1968 —0.0830 0.1956 |
[ 267.1  1348.6 —1027.9 —478 |
g _ | 13486 91173 —5859.5 —2690.3
U= 1-1027.9 —5859.5 41547 1921.8 |’
| 478 —2690.3 1921.8  891.3 |

Roo = 0.0676, Ro1 = 0.0913, Ry = 0.1570, Ry = 0.0911.

Following the design procedure with = 0.02 andé = 0.02, 194 sample controllers
are generated and evaluated with respect to MTTF. It is fabatthe following approx-

imately optimal controlled/* = {Kj, K} achieves MTTF = 197.3208 minutes with
Pr{Pr{y(K*) > ¢(K*)} < 0.02} > 0.98, wherey(K*) denotes the optimal MTTF with

the optimal controlled*:

o —0.6566 —0.7359 2.0731  1.1449
07104176  1.3777 —1.1316 —1.0322]|"’
A —0.1117 0.2114 0.1399  0.4621
L= 10.0621 0.5747 —0.1667 —0.3248/|"

For comparison, arbitrarily select another stabilizingteoller K = { K, K7} with MTTF

=55.8319 minutes:

Ko — —3.2572 —1.8991 8.0921 6.7639
07 |-0.8941 0.8646 1.0997 1.1335|’

Ky — 0.0272 0.2312  0.0945  0.0146
17 10.0427  —0.0603 —0.0534 —0.5202]

To compare the time-domain performance of these two cdatspla white noise dis-

turbance is applied to the system. With initial stal®) = [2

-2 2 — 27, output

trajectories are shown in Figuresl3.4 3.5, wiig¢te remains at fault-free mode 0, and
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Figure 3.4: Output trajectories when usiKg .

n(t) is manually set to 1 such that FDI gives false alarms when ¢t < 10. In fact, the
sample paths of(¢) andn(t) can be generated based on their generator matrices. But, the
possibility of observing fault occurrences or false alaima short time is very small. In
order to study system responses under false alarms, we fyasetehe transitions of(¢).
Moreover, to examine the robust performance of contrgligrstem matrices are perturbed
probabilistically around their nominal values during tiawation.

As shown in Figuref—3l4 arild_B.5, output trajectories are exginvg and disturbances
attenuated by both controllers; overdf(* seems to have better disturbance attenuation
effects. This can be further validated by comparing theeddsop ., norms. ForK*,
the nominal closed-loof{, norm is 0.1294 whem(¢) = 0 and 0.1565 whem(t) = 1,
for K, it is 0.1088 whem(t) = 0 and 0.2178 whem(t) = 1. If probabilistic modeling
uncertainties are considered, 1f§r*, the probabilities that thé{,, norm is no greater than
1 are 0.6467 and 0.7600 whelit) = 0 and 1 respectively [46]; foK, the probabilities
are 0.6328 and 0.1043 respectively, much worse #&respecially under false alarms.
This finding is not surprising because in this example thg norm under probabilistic
uncertainties has been used as a control objective in thaitddi of a reliability function.
The case for missing detection of FDI under fault occurrerene be studied in a similar
way, which is not included for brevity.

The reliability functions of FTCS's for these two contraieare shown in Figug—3.6,
and the reliability shows great improvement by uskg. To verify Pr{Pr{y(K*) >
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Figure 3.5: Output trajectories when usikg

w(K*)} < 0.02} > 0.98, 1000 stabilizing controller samples are generated, an/fAiTF
of the FTCS for each controller is calculated as shown infl@ffl. From this figure, it
is found that only one controller has better MTTF tHER. Therefore, the randomized

algorithm gives a valid estimate of optimum with the spedifieecision.

3.9 Conclusion

This chapter presents a probabilistic design method of FS¥B&ed on the stability and
reliability criteria. The basic idea is to develop a stanilg controller parameterization set
and to apply the randomized algorithms to find the statibficgtimal controller in terms
of system reliability. The stabilization conditions areeji in the form of LMI’s, and the
free parameters in the controller parameterization seteaiematrices and scalars, which
is convenient for numerical implementation. An examplerespnted, and the results show

that a statistically optimal controller with highest rdlity can be obtained by this method.

53



g
o
N

—— MTTF = 197.3208

-~ MTTF=55.8319 | 4

-

o

©

®
T

o

©

>
T

o

©

i
T

Reliability function
o
N
T
.

o
©
T
I

0.88 g

0.86 N R

0.84 I I I I I I I I I
0 1 2 3 4 5 6 7 8 9 10

Figure 3.6: Compare reliability functions when usiKg andK.

200F —%
7
MTTF =199.1993

150 o
)
1)
[~
w
S
w
=
=
=

100

*
50 s s s s
0 200 400 600 800 1000

Sample controllers

Figure 3.7: MTTF of FTCS for 1000 generated stabilizing coliers.

54



Chapter 4

Two-stage controller design for
MTTF *

4.1 Introduction

The reliability-based design is basically an optimizatmwablem with respect to reliability
index. For example, in the active control of civil enginegristructures, reliability-based
design is usually converted to covariance control or ctagiptimization problems using
approximate reliability measures]75]44]. Similarlyjable control aims to guarantee sta-
bility and/or control performance under component falll&][ However, a valid reliability
index of FTCS's is often evaluated from stochastic modets@mnot be readily converted
to a control objective. A reliability-based reconfiguratistrategy was recently developed
for FTCS’s by optimizing system structure to improve relliabbut the effects of control
actions were not considered [76].

Owing to the numerical procedures of building and solvirngkastic reliability models,
it is generally difficult to write the reliability index as amalytical function of controller
parameters. In order to overcome this difficulty, stabilizcontroller parameterization and
randomization-based methods were developed in Chaptefiridtthe statistically optimal
controller with respect to reliability. Its advantage i® ttabilizing property of designed
controllers; but the algorithm may need to generate a laagefgontrollers for optimization
purpose, which may lead to high computation burden.

This chapter discusses a new controller design method imiaeta long-run reliability
index, MTTF. This index is evaluated based on probabilistotrol performance charac-
teristics, which are used to relate controller to MTTF. Thsib idea is to perform MTTF

optimization in two stages: 1) a gradient-based searchrisnpeed on control performance

“Results presented in this chapter has been submitted totdreational Journal of Robust and Nonlinear
Control, revised and under review.
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characteristics which are updated along the fastest isicrgalirection of MTTF; 2) the
updated control performance characteristics are thesnrdted to a controller design al-
gorithm, which updates controller accordingly to satigfgde control performance char-
acteristics. Each design stage is completed by one iteratgorithm, and two algorithms
are carried out alternately to complete controller desinis two-stage design overcomes
the difficulty caused by the nonexistence of analytical clibje functions of MTTF with re-
spect to controller parameters. It also has relativelydastergence because of the gradient
information used in the algorithm.

The control performance is characterized by a probaluiligti, criterion, defined as the
probability that theH ., norm is within specified threshold when assuming boundediaran
uncertainties. H., norm is suitable for describing long-term static controifpemance;
when transient behaviors are of interest, a model-matc$tingture can be adopted to rep-
resent transient performance usikg, norm. To design a controller for this probabilistic
'H~ criterion, a sequential randomized algorithm is adoptédds @lgorithm iteratively up-
dates controller based on uncertainty samples, and igigé¢o handle probabilistic robust
performance. For example, it has been used for robust ggacost contro[ 28], robust
linear matrix inequities probleni [¥7], linear parameteryuag design[[/B], and searching
for common Lyapunov function§[79]. In this chapter, prabsatic ., control is consid-
ered, and the main difference from previous work lies in thiteoduction of a weighted
composite violation function to handle multiple regime ratsdn FTCS'’s; both state feed-
back and two-degree-of-freedom (2DOF) controls are dssuisand both the convexity of
violation function and the convergence of algorithms am/ed for this new problem.

The remainder of this chapter is organized as follows: ®ysteodel is introduced in
Section[ZP; controller design algorithms are discussefdcationd 413 anf"4.4 for state
feedback control and 2DOF control respectively; Sediidhatidresses output feedback
controller design when state information is unavailabled an example is finally given in
SectioT4b to demonstrate the method.

4.2 Problem formulation
4.2.1 System model

The general Markov model of FTCS’s is given Byl2.2 in ChaplerA3 state-feedback

controller is considered in this chapter, it can be reduceth¢ following equations by
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removing the output equation:

4.1
2(8) = C(C(1), A)e(t) + DI, Auln(0). 1) + FCE, Ault), D

wherez(t) € R™, z(t) € R™ u(n(t),t) € RP, andw(t) € R? denote system state, regu-

{56(75) = A(C(#), A)x(t) + B(C(), A)uln(t), ) + E(C(E), A)w(t),

lated output representing control performance, contjeliinand exogenous input respec-
tively. R™ denotes the real vector space with dimensiond, B, C, D, FE, and F' denote
system matrices with compatible dimensions determinedidiyrete modesg(¢) andn(t),

and affected by uncertainty parameter ((¢) andn(t) are assumed to be two continuous-
time Markov processes\ € R' is assumed to be a random vector with known probability
distribution in a bounded sél, and the entries in system matrices are affected by the ele-

ments inA.

Remark 4.1 Different from a measured output(t) is the regulated output to characterize
control performance. For example, in tracking contro(¢) can be taken as the tracking
error between controlled output and reference commandtinpyt) contains exogenous
inputs to the system, such as reference command input anubdinces, whose effects on
z(t) are undesirable and to be suppressed by designing consolksw(¢) may contain

various types of signals, it cannot be described by a Ganssiaite noise, and therefore

Ito stochastic differential equations are not applicabkrén

Remark 4.2 The required assumption to describe FDI magl¢) as a Markov process
is the memoryless Markov properiy |25, p. 233]. Accordind(l§, section 2.1], if FDI
schemes are designed based on single sample hypothesiandsthe noise statistics are
white, this assumption is valid. For general FDI schemess, dlifficult to check this memo-
ryless assumption based on their designs, and semi-Mankmegses can be used instead
as discussed in ChaptEr 5. If FDI history data is availabledstimating empirical sojourn
time distribution, the assumption can be tested by checkimgther sojourn time follows
exponential distribution or not. Under the assumption thBi modes can be modeled by a
semi-Markov process, the exponential distribution ingptleat a Markov process is a valid
model [2%, p. 316]; considering that semi-Markov assumpii® usually acceptable for
describing FDI modes, this sojourn time distribution teah@lso be used in general to

check Markov assumption.

Remark 4.3 Model [41) is a linear dynamical system subject to Markoitchings and
has been discussed in many references. Accordinglto [7, h.[&% p. 117], and [81,
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p. 143], the existence conditions of a unique solution aesltipschitz and linear growth
conditions of the right hand side &f{3.1) with respecttd-or a general setting, a rigorous
proof is provided inl[8R, p. 81] for stochastic differentedjuations with Markov switchings,
and model[[4]1) can be deemed as one of its special cases.

A static state feedback controller in a switching structisreonsidered for FTCS's.
Here, static means that the controller is a pure gain. If #Tgenous inputv(t) contains
unknown disturbances only, the controller is composed daétaos state feedback gains,
denoted byK £ {Kj, j € S2}, andu(n(t),t) = K;z(t) whenn(t) = j. With this

controller, the closed-loop system equations become

{o’c(t) = [A(C(),8) + BCW). A)ylalt) + BCH. Au®),

2(t) = [C(C(1), A) + D(C(t), A) Ky Jx(t) + F(C(1), A)w(t),
whereK, ) representd(; whenrn(t) = j.

On the other hand, if the exogenous input contains knowrreeée command input,
the controller may be in a 2DOF structure, denotedkby® {(K;,L;), j € S2}, and
u(n(t),t) = Kjz(t)+ Ljw(t) whenn(t) = j. The term 2DOF means there are two control
gains involved for state feedback and reference feedfahnespectively. The closed-loop

system equations become

{56(75) = [A(C(), A) + B(C(t), A) Ky |(t) + [E(C(E), A) + B(C(E), A) Ly Jw(t),
2(t) = [C(C(1), A) + D(C(t), D) Kyl (t) + [F(C(2), A) + D(C(2), A)Ln(t)]W(t)(-4 .

The closed-loop systeri{4.2) &r{K.3) contains two disonetees( (¢) andn(t), also
referred to as system regime modes. For fixed regime modes= < andn(t) = j, (£3)
or [£3) is reduced to a linear uncertain system, and thefeafunction fromw(t) to z(t)
is denoted byZ;;(s, A), called a regime model. S&#.2) &r{4.3) represents aatimleof
linear uncertain regime models denoted{l6y;; (s, A),7 € Si,j € Sa2}. Owing to possible
incorrect FDI decisions, each controll&f; or (K, L;) may be used forV; + 1 possible
regime models:Gy;(s,A), -+ ,Gn,;(s,A), j € Sz. This is the major difference from

jump linear systems, where the number of controllers edhalsof regime model$54].

4.2.2 Control performance characterization

The control performance @;;(s, A) is assumed to be represented by a model-based crite-
rion, such as system norms. Le{G;;(s, A)) denote the performance measure calculated

for fixed regime modeg(t) = i, n(t) = j, and a particular uncertainty sample The
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allowable performance bound whé(t) = i is denoted by;. To take into account the ran-
dom uncertaintyA, a probabilistic performance description is consideradefch regime
model:

vij = Pr{w(Gij(s,A)) < pi}, i € S, j € Sa. (4.4)

For fixed((t) = i andn(t) = j, probabilistic performance;; can be estimated by

1 N
Vi & NZ (G (5.80))<pi (4.5)

whereA,, denotes the generated uncertainty sample according testtgbdtion, andG;;

(s, Ap) the close-loop transfer function. The indicator function ;. s,a,))<p; €quals 1

if @w(Gij(s,Ar)) < p; and O otherwise.N can be determined based on the allowable
estimation error using statistical theory, such as Ch&mbbéund [46]. If N > % the

following inequality holds:

N

1
Prihi -+ Y la@yeam<pl <€t =1-46
h=1

If N is large enough, the estimation errerandé can be ignored, anfi{4.5) can be deemed
as the true probabilistic performangg.

Model-based criteria are mainly defined for steady-statéong-term performance.
When regime modes are under fast transitions, transiefbrpgnce is of interest and
should also be reflected in control performance charaetiz. In this chaptefl ., norm
is selected as the model-based criterion and can repreaestent performance by using
suitable weighting function$_[83]. But, adjusting weigltfifunctions may need trial and
error, and an alternative method is adopted here based oalfmadchingH ., design[47].
Its basic idea is shown in Figute®.1: the required trangienformance is represented by
a desired model, and the controller is designed to mininhieé4., norm from reference
input to mismatch error signal. The reference input can loseh as the exogenous input
w(t), and mismatch error agt). In this way, H., controller can be designed for tran-
sient performance. The controller may take the 2DOF stadbfeck structure, and the

closed-loop equations have similar forms[asl(4.3).

4.2.3 MTTF gradient

Reliability criteria presented in Chaptidr 2 provide quatitte measures on overall long-

term performance of FTCS’s. To avoid high costs of emergaeapygirs between periodic
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maintenance activities, the probability of failure witldnmaintenance period should be re-
duced to a certain level. For this purpose, the interestalolgm is to design a controller that
achieves suboptimal MTTF exceediMTTF, whereMTTF represents minimum MTTF
requirement and can be determined based on maintenanod.peri

For the sake of reliability evaluation, a semi-Markov pieg& R(¢) was constructed
in ChapteR. Its state spacs is composed of operational or up states and a unique
down state. The transition characteristicsXof(¢) is defined by its semi-Markov kernel
Q(Xk, X, t) based on probabilistic performangg, whereX;, and.X;, represent the states
of XR(t). The detailed definition and derivation @ X, X3,t) can be found in Chapter
B. Based onXR(t), MTTF can be calculated biz[27]:

MTTF = p{ (I — Pyp) " 'p1, (4.6)

wherel denotes the identity matrix with compatible dimensiongthe vector of initial
probability distribution ofXR(¢), Pyp its limiting transition probability matrix, ang the
vector of expected sojourn time at up states(éf(¢). The elements of these three parame-

ters are defined by

po(Xk) Pr{X(0) = X},

Pup(leXh) - tllg.lo Q(Xk7Xh7t)7

un) = [Ta- ¥ e X

XZGSR

whereX;,, X;, € Sr, and both are up states./If- P is not invertible, MTTF= oo, which

is generally not achievable in practice. In the seqtiel, P, is assumed to be invertible.
Owing to the construction ok R(¢), it is difficult to establish the analytical relation

between controller and MTTF. Considering that MTTF is chlted from the parameters
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of X which is constructed based on control performance charstits v;;, v;; can be used
as a connection parameter between controller and MTTF.-Baxsé4.®), the derivative of

MTTF with respect toy;; can be calculated by

dMTTF

dP,
T —1%7up
= I - PR
d%g Po ( Up)

dyij

~q dp
dyij

(I = Puyp) ' +pp (I — Pup)

4.7)

In the set of controllerK = {Kj, j € S2} or K = {(Kj,L;),j € S2}, eachK; or
(K, L;) is designed forV; 41 regime models and therefore determingst1 probabilistic

performance parametets;, i« = 0,--- , Ni. For K or (K}, L;), define the gradient of
MTTF as [dMTTF dMTTF]T
UMTTF, & —0% S (4.8)
Yies: (U )

which is composed of the derivatives of MTTF with respect tobabilistic parameters
related toK; or (K;,L;), i € S1, j € So. With VMTTF; available, the following
gradient-based iterative search algorithm is adopted f6T Moptimization, wherd<! £
{Kjl., je 52} andK! £ {(KJZ-, Lh), je 52} represent the state feedback and 2DOF con-
trollers respectively at theth iteration.
Algorithm f11: MTTF optimization

1. Initialization: Set = 0; select minimum reliability requiremeMTTF and step size
7 > 0; randomly generate the initial value of controll&’ or X"; and estimate

probabilistic performance?j using [45).

2. At iteration!, calculate MTTF based on controll&’ or K!. If MTTF > MTTF,

stop and the controller at current iteration satisfies MTaduirement; otherwise, if

\/ Lies, (BT)? < e, asmall positive number, stop because the algorithm is at a

local optimum buMTTF is not achieved.

3. For eachy € S,, calculateVMTTFé. using [4Y){(4B); use Algorithid 4.2 to obtain
K!*+1 or K'*1 such thatyf.;.rl > %l-j + TVMTTFﬁj for anyi € S; andj € Sy, where
VMTTF,; denotes the element &IMTTF..

4. Go to step 2 and start the new iteration 1.

Remark 4.4 In Algorithm[3.1,y;; is iterated along the gradient direction of MTTF, and its
value is used to direct controller update. Because the oatywef MTTF with respect tg;;
is not guaranteed, the gradient search may run into a locainopm, and a controller for

the required MTTF cannot be found. This problem always &mibien using gradient search

61



for a non-convex problem. It can be handled by the changetilinalues or the relaxation
of MTTF. In step 3, the controller is designed to satisfy theoplalistic performance using

Algorithm[4.2 presented in the next section.

4.3 Sequential randomized algorithms for state feedback o
trol

This section considers the design of a state feedback dientré-or notational simplic-
ity, for ¢(t) = i, n(t) = j, i € Sy, j € Sa, denoted;(A) £ A(¢(t),A), Bi(A) =
B(((t),A), Ci(A) £ C(¢(1),A), Di(A) £ D(C(1),A), Ei(A) £ E(C(1), D), Fy(A) =
F(¢(),A), Aij(A) £ A(C(1), A)+B(((t), A)Kj, andCy;(A) £ C(((t), A)+D(((t), A)Kj.
For fixed((t) = i andn(t) = j, @3) is reduced to a linear uncertain system
(1) = A (A)z(t) + B (A)w(t),
g, : {30 =A5(2)2() + Bi(B)u(®) o
2(t) = Cig (D) (t) + Fi(A)uw(t).
LetG;;(s, A) denote the transfer function from(t) to z(t). ItsHo norm||Gi;(s, A)|/so
is selected as the performance criterion, and the probabilperformance is reduced to
vij = Pr{||Gij(s,A)|loc < pi}. The following lemma then provides a sufficient condition
to check whethelG;; (s, A)|loc < p;. In the sequelA is not shown in system matrices for

notational simplicity.

Lemma 4.1 For system[{Z]9), assume that the initial stat®) = 0 and p?I — F'F; >
0, wherel denotes an identity matrix with compatible dimensions. fadi, j, and a

particular uncertainty samplé\, ||G;;(s)||.c < p; holds if there exist$;; > 0 such that

(Aij)" Pij+PijAij+(Cij) " Cij+(Py Eit-(Ciy) T F) (01— F Fy) " (E] Py+F Cy) <0.
(4.10)

The proof is standard by using a quadratic Lyapunov fund@#dh p. 212], and a proof is
provided here for clarity.

Proof: For system in[{419), it is worthwhile to point out that theukgo be proved
is for fixedi, j, and uncertainty sampla. In other words, the result is for a fixed linear
regime system in FTCS'’s.

Suppose that the solutiaf}; > 0 exists for [£.ID). Using Schur’s complement lemma
and the assumption that! — FI'F; > 0, @I0) is equivalent to

(Aij)" Py + PyjAij + (Cyy)"Ciy - PijE; + (Ciy)TFy| _ 0
ElP; + FI'Cy; —(pII - F'F) | ~

62



So, for allz(t) € R™,w(t) € RY,

[x(t)r {(Zij)TPz‘j + P Ay + (Ci)'Ciy - PijB; + (a‘j)TFz} [w(t)

| “o (@
w(t) El Py + FICy ~(p}1 = FI'F)) w(t)} =0 @4l

For notational simplicity, let us drop the time variabl® x(¢) andw(¢). Inequality [£11)
is obviously equivalent to
:ET[(ZZ'J')TPZ‘J‘ + Pijzij + (UZJ)TUU]ZL' + ZL'T[Pz'jEz’ + (Uz’j)TFi]UH'
w' (Bl Pyj + F Cij)x — w” (p}1 — F F)w <0. (4.12)
Consider a Lyapunov functiofy; () = 2 Pz, andf,;(z) > 0 asP;; > 0. Using the

state equation irL.{4.9), the derivative £ (x) is calculated as

dfij _ _
leim) — 2T (AL Py + PyAy) + 7 Py Enw + w” ET Pyja. 4.1
By substituting [Z11) intd(4.12), we have
dfij(x)

0 < prwlw — (Cijo + Fw)T (Cijx + Fyw) = pfwTw — 27 2.

Taking integration on both sides from O0#g we have

fiotatto)) = o) = [ Ly < [7 (ute) o - 7 s(oi.

0
Usingfij(:n(to)) >0 andeJ(ZL'(O)) = 0, we obtain

/ O 0t < / * () Tw(t)dr. (4.14)
0 0

If w(t) has finiteLs-norm, [LI}) yields|G;;(s)|« < pi by taking the limit agy — oo.
|

Owing to Lemmd4l1, if inequality({£10) holds with probétyil~;; when A varies
probabilistically, K; satisfies probabilistic performaneg; = Pr {||Gi;(s,A)|lc < pi}-
K can be designed using a sequential randomized algorithsemed in this section.

The following notations are adopted in this section: Thecepaf realn-by-m matri-
ces is a Hilbert space with the inner produgt’, N) = Tr(M7T N) and Frobenius norm
| M| = \/ij:l > i1 (M(i, j))?, where T(:) denotes the trace of a matrix, and n the

dimensions ofM. For a real symmetric matrix/, its projection onto the convex cone of

nonnegative definite matrices is defined as
M* £ argmin |M — N||.
N>0

M™ can be computed explicitly as follows ]48]: M = UAU”, whereU is orthogonal
and A is diagonal with entries\;, --- , \,, thenM* = UATUT, whereA™ is diagonal

with entriesmax{0, A1 },- -+ ,max{0, A\, }.
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4.3.1 Violation function and gradient computation

In this subsection, the matrix inequalify{4110) in LenimAi4.converted to a scalar convex
function. Let us begin with a special case that= F; = 0, and the left-hand side di{Z110)
is simplified and denoted 8§;, i € S1, j € Sa:

‘/ij £ A?Pw + PwAZ + KJTBZTPZ) + PwBZKJ + PZ]EZEZTPZ]/pZZ + CZTCZ <0. (415)

Let f denote a functional on the space of symmetric matrices wdmsigns matrix\/
areal numbey (M). The gradient off (M) is denoted adr f (M), meaning

(M +6M) = f(M) + (On f(M),6M) + o([|6M])),

whered M denotes a small perturbation . f(M) is convex if and only if[[85, p. 69,
chap. 3]
(M +6M) = f(M) + (O f(M),5M).

Lemma 4.2 ([79]) The functionalf (M) £ £||M*|* is convex and differentiable with gra-
dient given by, f (M) = M ™.
Using Lemmd4l2, a violation function di{4]15) is defined as

1
vij (K, Py, A) £ f(Vig) = SI(AT Py + PijAs + K Bl Pyj + P BiK;
+P;EiE] Py /pf + CTC)T |, (4.16)
wherei € Sy andj € S. Obviously,v;;(K;, P;j, A) > 0, andv;; (K, P;, A) = 0 if and

only if V;; < 0. In other words,[[Z15) holds if and onlyif; (K, P;j, A) = 0.

Lemma 4.3 v;; (K, P;;, A) is convex ink; and P;; respectively, and its gradients with

respect to these two matrix variables are

Ok ,vij(Kj, Py, ) = 2B PV},
Op,vij(Kj, Py, A) = (BiK; + A + EiE] P/ p})Vij + Vi (K] B + AT
+PEE] p}).

Proof: Recalling [41b), becausg(V;;) is convex inV;;, andV;; is affine in K,
vi; (K, Py, A) is convex inK; [85, chap. 4]. The convexity i%; will be proved af-
ter calculating the gradients.
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Let 0K; denote a small perturbation if;, and the function value after applying this
perturbation is calculated as follows, whérg denotes the expression in{4.15) without

any perturbations:

v (K + 0K, Pij, A)

= [(Vij) + (v, f(Vij), (6K;)" B Pyj + P Bid K;) + o([|0K; )

= 0i(Kj, Pyj, A) + Tr(dv,, f(Vij) (0K;)" B Pyj] + Tr[dv,, f (Vij) Pij BiO K]
+o([[0K;]]) (4.17)

Considering that

Trdv,, f(Vij) (0K;) " BT Py] = Tr[(6K;)" BT Pov,, f(Vij)]
= Tr[dy, f(Vij) PijBid K], (4.18)

where we have used the facts thatAB) = Tr(BA), Tr(A) = Tr(AT), and the symmetry
of P;; anddy;, f(Vi;). By substituting[[218) intd{417), we have

vij(Kj + 0K, Py, A) = v (Kj, Py, A) + 2Tr[ov;, f (Vig) Py Bio K] + o(||0 K ])
= 0ij(K;, Py, N) + (2B] P;jov,, f (Vij), 0K;) + o |6K; ).

Therefore, 0k vij (K, Pij, A) = 2B] Pi;dv,, f(Vij) = 2B P;;V;7. The gradient with

respect taP;; can be proved in a similar way as follows:

vij(Kj, Pij + 6Py, A)

= f(Viy) + (0v, f(Vij), AJSP;+6P;A; + K] Bl 6P;; + 0P, B;K; +
SPEiE] Pij/p} + Py E:E] 6P/ 7) + o([|6P11)

= vij(Kj, Py, A) + Tt[dy,, f (Vi )(A] + K] Bl + PyEE] | p7)0Py)
+Tr(0v,, f (Vi)0Pij (Ai + BiKj + E:E] Pij/p})] + o(||6 P )

= 0i(Kj, Py, A) + Trldv,, f(Vig) (AT + K] Bl + BiE] /)3 P,j]
+Tr((Ai + BK; + EiE] /)0, f (Vi) 0 Pis] + o([|6Py51))

= (K}, Py, A) + (BiKj + Ai + E:E] Py [ p})V,}
+V.I(E] Bl + AT + PyEE] /p7), 6P;) + o([|6P;])-

This proves the gradient i;;. The convexity inP;; can be shown by the following in-

65



equality:

i (K, Py + 6P, ) > f(Vi) + (0, f(Vij), AT 6Py + 6P A + K Bl 6P
+6P;; BiK; + 6P, E;E] Py /p} + PyEE[ 6P/ p}
+OP;EET 5P,/ p?) (4.19)
= (K}, Pij, A) + (Op,,vij (Kj, Py, A), 6P;)
+(0v,; f(Vij), 0P EBiE] 6Py /p}) (4.20)
> vii(Kj, Pij, A) + (0p,vij(Kj, Py, A), 6P;).  (4.21)

(@.19) is because of the convexity f@.20) follows by substitutingp, . v;; (K, P;j, A) in
(@.19), and[4.21) is true because thaoyy, f(Vij)dP, E;EL 5P, /p?] > 0, resulted from
the semi-definite properties 6f; f(Vi;) anddP;; E;Ef 6P;;/p?. B

For the general cases thai # 0 and F; # 0, the gradients are given as follows, which

can be proved in a similar way:

Ox,vij(Kj, Py, A) = 2[Bl Py + D] Ci + D Fy(p{1 — F'F;) "' El P}
+(D{ D; + D Fy(p}1 — F' F;) "' F D) K|V
Op,vij(Kj, Py, A) = [4A + BK; + Ei(p;I — F' F)"'F/(C; + D;K;) + E;
(0P1 = FLR) T BIV + VAT + K By + (Ci + Dik)"

Fy(p2l — FYF) 7 E; + Ei(pl — FFF) ' ET).

Owing to false alarms, the FDI estimat¢t) may be different from((¢). As a result,
given fixed; € Sy, each controller gair’; may appear inV; + 1 inequalities,V;; < 0 for
i=0,1,---, Ni. To take theséV; + 1 inequalities into account simultaneously, a weighted

composite violation function is defined as
Ny
V(K Pojy- -+ Prnyjy A) = Y 055035 (K, Py, A), (4.22)
=0

whered;; denotes a positive weight corresponding to inequdlity > 0 for () = 4,

1€ 51,7 € 5.

Lemma4.4 Givenj c Sy, if §;; > O forall i € Sy, ¥;(K;, Py, - ,Pn,j) = 01is
equivalent tol;; < 0 simultaneously for all € 5.

Proof: As6;; > 0 andv;;(Kj, P;j, A) > 0,1;(Kj, Poj,--- , Pn,j, A) = 0 if and only
if v;; = 0 holds simultaneously far=0, 1, ---, Ny, j € So. Based on the definition of
v;; In @I8),v;;(K;, Py, A) = 0if and only if V;; < 0, which concludes the prool
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Lemma[Z} shows that; can be used as a composite violation function for multiple
matrix inequalities if all weights are positive. S, can be selected freely among all

positive values.

Lemma 4.5 Givenj € So, ¢;(Kj, Poj,--- , Pn,j) is convex ink; and P;;, i € Sy, and
its gradients are given by

Ny

Or (K, Poj, -+ Pryjn A) = Y0350k, 0ii (K, Poj, -+, Pryjn D), (4.23)
1=0
apij"l/}j(Kj,P()j,"' 7PN1j7A) - HZjaPLJUZj(KJ7POJ7 7PN1j7A)' (424)

LemmdZb is obvious considerirlg(4122) and the properfigsaalient and convexity.

4.3.2 Controller design algorithm

Let S}'{ p represents the robust solution set[Qf (#.22) defined as
St p 2 {(Kj, Poj, Pij, -+ s Pnyj) s 005 (Kj, Poj, - Payjy A) = 0, YA € Q). (4.25)
Two standard assumptions of sequential algorithms are ime@eas follows[[48]:

Assumption 4.1 The solution sesi{P defined in[£25) contains a nonempty interior for

any givenj € Ss.

Assumption 4.2 If (Kj,Poj, Plja s yPNlj) ¢ SKP’ Pr{¢j(Kj,P0j, s ,PNlj, A) >
0} > 0.
Based on Assumptid2.1, there exists an interior paiif , Py/;,- -, P ) € S%p

and a ballB,, C % ,centered atK7, Py,

. ,Pﬁlj). The knowledge of radius; of
B, can be used to determine step size in the algorithm presentei section.

In Algorithm@.1, the control design algorithm is to fifi ™!, P{*',--- Pi1) such
thatyﬁ;.fl > %l.j + TVMTTFﬁj, wherei € S, j € S, andl € N represents the iteration
index of Algorithm[4.1. The algorithm is in an iterative stture: At iterationk € N, if the
violation functiony; (K}, Pj;,-- -, Py, ;, A¥) > 0 for a randomly generated uncertainty

sampleAk, K and P)i*! are updated by

kaKij(Kykap(%7 7P]I€71j7Ak)

KA gk 4.26
j i My ¢j(KJk7P(%a . 7PJI\€/1jaAk) ) (4.26)
Pil;'+1 _ [Pk o 'uk ap’ijwj (Kj ’P()j’ 7PN1j’ A )]—i-’ (4_27)

“ J ¢](KJI€>P(§€]77P]]\€[U?AI€)
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where¢; represents the overall size of the gradient in Lerimk 4.5:
(Zsj(K;;’Pij7 T 7PJI€71j7Ak) = (HaKij(Kf7P(§:]7 T 7P]]\€fljﬂAk)”2 +
Ny
> 10p, vy (KE By, PR,y A)|?)2(4.28)
i=0

M? denotes the step-size calculated by

wj(Kjk7P(§€ja 7P]I\€/1j7Ak)

k &
! ¢](KJI€>P(§€]7 7P]]\cflj7Ak)

1 + 7y, (4.29)

i # pH# #
wherer; > 0 denotes the radius @,, C Sk p centered a(Kj ,Poj, e ,PNlj).

Remark 4.5 In this paper,r; is assumed to be a known priori for choosing step ;sli?e

in the sequential algorithm. If; is not known, classical choice of step size in stochastic

gradient algorithms can be used fpf. For examplejimy, .o, % = 0 and 2 pk = oo

[I8, [88]. Note that the projection operation is used[In_(#.27) to engly converge to a

nonnegative definite matrix. If the violation functiaiy (K, Iy, - - , Py, ;, A%) = 0, let

KM = KFandP)™ = Pk,
The controller design algorithm is given in Algorittihn 4.2r';weq/fj = fyfj +TVMTTF§]-,

1 denotes fault mode, FDI mode,!/ iteration index in Algorithn{}4.1, andl iteration index

in Algorithm[4.2.

1€ 51,7 € 5.

Algorithm fl]2: Controller design for probabilistic perfor mance

1. Initialization: Setk = 0, K = K!, and P! = P};, taken from iteration/ in
AIgorithmIZI.l,z’ € 51,j € 5s.

2. Atiterationk, estimate the probabilistic performane of K'* using [Z35) for all
i€ Sy If 4k > 4lxforalli € Sy, stop and returds* to Algorithm[@.1 asKé“.

3. Determine positive weigttt* based om/¥, 7, andVMTTF.,, i € 5.

K M
4. Generate an uncertainty sampd; if ¢;(KJ¥, Pj%, - P ;, A'%) > 0, update
K¥ and P!¥ using [£.2b) and14.27) respectively; then, goto step 2.

As the probabilistic performance requirem@j} is calculated based on the gradient
VMTTF,,, itis ideal to have,!* increase along this gradient direction for fast convergenc
Based on Lemmia4.4;; (K, Fo;,- - , Pn,j,A) is a valid composite violation function as
long as the weight!¥ > 0. Considering that!" also appear in gradient calculatidn{4.23)-
#@.232), the increasing direction qwff can be adjusted by determinilagC based on heuristic

rules, which helps to reduce iteration number.
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4.3.3 Convergence result
Theorem 4.1 If AssumptioiZ]1 holds, the iteratiods {4.26)-(3.27) eeshe following in-

equality

2
P~ P} =2, (4.30

k+1 #
sz - Pij

N N
J J — J J
=0 i=0

where(Kf, ng, e ,Pﬁlj) € Sk p denotes a robust solution.
Proof: The proof follows standard procedure in subgradient atlgars [48,78[79].

Owing to Assumptiofi4l1, define the following feasible slntin Sy p:

8KJ1/}](K;€7P(537 7P]I\€/1j7Ak)

K, = K'f4r , (4.31)
’ / ! ¢J(KJI€7P(§Z7 7P]]\cflj7Ak)

_ Op, b (Kk PE ... PE AP

Py = Pf-l—?"j PZ]T]Z))( i2- 0 M1J ), 1€ 91 (4.32)

¢](KJ]€7P(§€]7 7P]]fflj7Ak)

So,¢; (K, Poj, -+, Pny;,A) = 0forall A € Q. For notational simplicity, the variables
of ¢; are omitted. Ifyy; > 0, we have

Ny
2
k+1 #
K™ — K H +Z‘
=0

2
Pk+l P#
g tig ‘

O, ||” | O, ’
— || ¥ # kYK k kOK; W54 #
=K + || - = Vo H
J i=0 J
o w 2 N1 w 2
k # EYK; Y k EYK; Y #
SKJ_KJ_J (; +Z PU_J (; Pw
J i=0
Ok, vY; — Ok, V; — Ok bj |2
= K]k_Kj#H _2M§< J]7KJIC_KJ>_2§< JJ7KJ_K;¢> ‘,U? J'j
¢j ¢J ¢J
al k #1? k Piﬂ,f)j k5 k aPij% #
+Z(‘Pij_P'j‘ _2Mj<¢—j7 Pjj — Pij) =2 g<¢—ja Pij — Bj)
i=0
8P171Z) 2
+‘u§“—] 1),
bj

where the inequality is because of the property of projectiperation[[48]. Based on

©.28), we have

aKjT;Z)' 2 Ny aPij¢' 2
S A ] = e
ij i—0 ¢j
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Owing to the convexity ofy; in K; and P;;, we have
8Kj¢j K* _ R, > ﬂ <6Pij¢j k_ .. ’lzz)j'
¢‘7 9 J - QSJ qs‘y Y ] —

Because of{Z28) anf{Z4130-(432), we have

{

N1
<8K Vi VK- K7+ Z(ap %7 Py —Fl) =r;.
QSJ =0 qu

Therefore, we have

2
k41 # k k2
k(i
—2u +r
](qb‘] J)
By substitutingué‘? defined in[[42B), we have
2
k+1 # k %
HKJ - B ’ = HKJ - ‘ - +7“y)
< ||KF P =2
= || IV |

So, [43D) holds, meaning that the distance to the robustisolis decreasing mono-

tonically. B

Remark 4.6 The iterations [[Z.26)E(Z27) are originated from subgeatti methods, and
their convergence is usually proved based on the distanteees the decision variables
and the solution sef[86, p. 25]. Theoréml4.1 also follows itiea: after each iteration, the
distance of controller to robust solution set is reduced byeastr]?. So only finite updates
are needed before reaching the solution set. Consideriegetis a positive probability
of performing the update based on Assumpfion 4.2, this ¢émedeads to the following

convergence result of Algorithioh 4.2.

Proposition 4.1 If AssumptionE411 arld 4.2 hold, Algoritfiin 4.2 convergesfinige num-
ber of iterations with probability 1 to a controller satisfig required probabilistic perfor-
mance.

Proof: Considering Assumptidn4.2, there is a positive probabdftgenerating an un-
certainty sample with; (K, Po;,- - - , Pn,j,A) > 0 and performing the iteratiof (Z16)-
@Z1) when K}, Pyj,--- , P ;) ¢ Skp. Inother words, the distance 6K}, P, - - , PX, ;)
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to Sk p decreases by at leas} with a positive probability wherik}, Py, --- , P, ;) ¢

Skp. Therefore,(KJ’?, Pk

00 PNU.) converges to a robust solution Hy p in a finite

number of iterations with probability one, which impliestbhonvergence to a controller

with any probabilistic performancd

4.4 Sequential randomized algorithms for 2DOF control

The design of 2DOF control parallels that of state feedbacitrol. For fixed regime modes
¢(t) =dandn(t) =4, i € Sy, j € S, the closed-loop systerfi{#.3) is reduced to a linear

uncertain system

" {a'c(t) = Aija(t) + (B + BiLy)u(t), (4.33)

Z(t) = C,-jx(t) + (E + DiLj)w(t),
where the simplified notations in Sectibnl4.3 have been ubetlowing LemmdZl, its
H~ norm is non-greater tham if there existsP;; > 0 such that
—T — —T—= —=T
AijPij + PijAij + CyCi5 + [Py (Ei + BiL) + Cy(Fi + DiLj)]
02T = (Fy+ DiLy)" (Fy + DiLy)| 7 (B + BiLy)" Py + (Fi + D; L) Cij) < 0. (4.34)
As the controller gairl; is involved with matrix inverse in this inequality, its caxity is
violated whenD; # 0. SoD; = 0 is assumed in order to apply sequential randomized
algorithms. Let us begin with the case tliat= 0, and the matrix inequality is reduced to
Wiy £ Al P;+ PjAi+ K] Bl Pjj+ P;BK;
+Pi;(E; + B;L;)(E; + BiL;)" Pij /p? + C]'C; < 0. (4.35)
A violation function of [43b) can be defined as
1
wij(Kj, Ly, Py, &) = f(Wig) = SI(AT Py + PyjAi + Kj B Pj + P BiK;
+P;j(E; + BiLj)(E;i + B;Lj)" P;j/ p + C] Ci)*||*.(4.36)
Lemma 4.6 w;;(K;, L;, P;;, A) is convex inkj;, L;, and P;; respectively, and its gradi-

ents with respect to these matrix variables are

T
Ok, wij(Kj, Lj, Pij, A) = 2B; Pisz'erv
Op,wij(Kj, Lj, Pij, A) = QBz‘TPijWiJij(BiLJ + Ei),
Op,;wij(Kj, Ly, Py, A) = [BiK; + Ai + (Ei + B;Ly)(E; + BiL;)" Py / pfIW;}

+WIK] Bl + A + Pj(Ei + B;L;)(E; + BiL;j)" / pj].
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LemmalZ®b can be proved in the same way as Lefnda 4.3. Thisiadptase of
F; = 0 corresponds to 2DOF control in model-matching design famgient performance
and is of major interest in this chapter, as demonstratec@i@[£®$. The gradients and
convexity in the general case 6f = 0 can be derived in a similar way and are omitted here
for brevity.

Compared with state feedback control in Secliah 4.3, 2DQfrobinvolves two con-
trol gains(K;, L;) and therefore one more decision variable. But, the secaieatidom-
ized algorithms can be constructed following the same mhass, which are listed as fol-
lows without proof. For convenience and comparison purpibsesame notations are used
here as in Sectidn4.3.

The composite violation function is defined as

Ny
(K, Ly, Poj, -+ Py A) = Y 0w (K, Ly, Pij, A), (4.37)
=0

and its gradients are

Orc; i (K Ljs Pogs -+ Py A)
N1
= Y 0i0k,wij (Kj, Ly, Poj, -+, Py A), (4.38)
i=0
O, (Kjs Ljs Pojy -+ Py A)
Ny
= Y 0i00,wi; (K, Ly, Poj, -+, Pryjn ), (4.39)
i=0
Op,; i (Kj, Lj, Poj, -+, Pnyj, A)

= Hij(‘)pijw,-j(Kj,Lj,Poj,- . ,PNlj,A),i = 0' . 'Nl. (440)

At k-th iteration of randomized algorithm, if the violation fttion is greater than zero,
denoted asy; (K¥, L, Py, - Pk ., AF) >0, Ki*, L1, and P! are updated by

kaKJ"l/J](Kjk,LSC,PO]?, JP]l\CfljaAk)

Kt = KF : (4.41)
J ! ! ¢J(KJI€7L§€7P0]€]7 >P]I\€/'lj7Ak)
k+1 k kaijj(KJk’L?’Pt%"” ’Pll\cflj’Ak)
Lj = Lj _N’j Kk Llc Plc Pk AE ? (442)
¢j( gt ot E N )
})il;_—i—l _ [Pk _#kapiij(Kj’Lj’POj’ ’PN1J"A )]—i-’ (4.43)

‘ ! ¢j(KfJL;€7P(;€Ja7P]I\€/UaAk)
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k A ¢j(Kj 7Lj7P0j7"'7PN1j7A )
wherey? = ] : ~ 4+ ., and
i =% (KF,LF. P, Pk, AF) J

(bj(K]k7L;€JP(§€]7 7P]I\€/'1j7Ak)
= (“aKjwj(Kf7L§7P(i7 7P]I\€/1j7Ak)H2 + “aijj(Kf7L‘];:7P(§:]7 7P]I\€/1j7Ak)H2

Ny
+ > 10p,0(KF, L, By, PR, AR, (4.44)
=0
rj > 0 denotes the radius dfx.p centered atK ", L7, Pji,--- , P% ), and Sk p rep-

resents the robust solution set defined as

SKLP £ {(KjaLj7P0j7P1j7 T 7PN1j) : wj(Ker]aPO]a e 7PN1j7A) - 07 VA € Q}
(4.45)
If Skrp contains a nonempty interior for any givgne Ss, the iterations[{Z.41)-(4.43)

ensure the following inequality

‘ 2

k+1 #
Py =P

N
R 1Y
J J J J
=0

2
2
-2

k #
Pij_Pij

2 2 M
S S S R B9
i=0

The inequality [[4.46) can be derived in a similar way as indrbe[4.1, which leads to the
convergence of the iterative updates. The 2DOF controdsigsh algorithm can be imple-
mented by replacing the iteratiofs (4.26)-(4.27) With T)-.43) in Algorithm3.2. And
it can be used with Algorithril4.1 to find a 2DOF controller foifTWF optimization. If
(K, Lj, Poj, Pij, -+ ,Pn,j) ¢ Skrp impliesPr{y;(K;, L;, Pyj, -+, Pn,j, A) > 0} >

0, Algorithm[4.2 with iterations[[4.41J-(Z.%3) is guararde® converge to a 2DOF con-
troller satisfying required performance with probabilitywhich can be proved similarly as
in PropositioZ11.

Remark 4.7 Both the state feedback and 2DOF controller require coneplgfiormation of
states and can be designed using sequential randomizedthigs, in which the iterative
updates and convergence proof are similar. Their diffeesnige in the following aspects:
1) The 2DOF design is originated from model-matching probbnd needs the knowledge
of w(t); 2) it requires the conditionD; = 0 to apply the algorithm; 3) it involves one
additional feedforward gairn’;, which appears as a new decision variable in the design

algorithm.
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4.5 Output feedback control

We consider a general scenario when plant state is not biefiar controller and the plant

output equation is
y(t) = U(C(t), A)z(t) + M(C(t), A)ult) + N(C(t), Aw(t), (4.46)

wherey(t) € R! represents measured output, &d (t), A), M (((t), A), andN (¢(t), A)
system matrices. By using(t) instead ofz(¢) in the original 2DOF control, the control

input becomes

u(t) = Kypy(t) + Lygw(t)
Ky U(C(), A)(t) + Ky M(C(1), A)u)
+[K,7(t)N(C(t), A) + Ln(t)]w(t)- (4.47)

Obviously, closed-loop system is well-posed if and only it K, ) M(((t),A) is non-

singular, which leads to
u(t) = [I - Kn(t)M(C(t)ﬂ A)]_l [Kn(t)U(C(t)7 A)‘T(t) + (Kn(t)N(C(t)7 A) + Ln(t))w(t)]'

Substituteu(t) into (&3), and the closed-loop system equation becomes

.

i(t) = [A(C(?), A) + B(C(t), A)(I — M((t), A))~ 1Kn(t)U(C(t) A)x(t)
+[E(C(®),A) + B(((t), A)(I — Kn(tM(C() A))t
(Kpiy N (C(#), A) + Lyypy)w(t),
2(t) = [C(C(t), A) + D(C(t), A)I — Ky M(C(), D) Ky U(C(t), A)]as(t)
HF(C(t), A) + D(C(t), AT — Ky M(C(t), A)] 71
{ (KN (C(2), A) + Ly )Jw(t).-

For fixed regime modeg§(t) = i andn(t) = j, i € S1, j € So, the closed-loop system

is reduced to a linear uncertain system

i(t) = [A; + Bi(I — K;M;) 7 K;Ulz(t)+

[E; + Bi(I — K;M;) ™ (K;N; + Lj)w(t),
z(t) = [C; + D;y(I — K; M;) " KU () +

[F; + Di(I — K;jM;) Y (K;N; + Lj)w(t).

Gij (4.48)

where the simplified notations in Sectionl4.3 have been Usatbwing LemmdZll, a ma-
trix inequality can be derived to havig;; (s, A)so || < p;. However, matrix inverse terms

involving controller gains may appear in the inequality atmlate convexity. Therefore,
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D; = 0andM; = 0 are assumed in order to apply sequential algorithms, andéeality

is reduced to:
Wij & (A + BiK,;U)" Pyj + Py(A; + BiK;U;) + CEC; + [Py(Ei + B;K;N;
+B;L;) + CLF](p2I — FI'F) ' [(E; + BiK;N; + BiL;)" P;j + FL'Cy).
Its violation function can be defined as
wig(K, L, Py, ) £ W P (4.49)

Note same notations of violation functions and gradienésumed as in Sectidn 4.4 for

comparison purpose.

Lemma 4.7 w;;(Kj, L;, P;;, A) defined in[[4.49) is convex i, L;, and P;;, and its

gradients are

Ox,Wij = 2B] PyWi(PE; + PyBiLj + Cl Fi + Py BiK;Ni)(p}1 — FI'F;) "' N[,
0, Wiy = 2Bl PyW(PyBiL; + PyE; + PyBK;N; + CTF) (o} — FI'F) ™,
0p,Wij = [Ai + Bil;Ui + (E; + Bi;N; + BiLi)(p} ] — F{ F) ' F[' C;

+ WAl + UF KT BY + CIFi(pi1 — FFF) ™ (E; + B;K;N; + B;L;)"
+P;j(E; + BiKjN; + B;L;)(p;1 — F}'F;)""(E; + BiK;N; + B;L;)"],

LemmdZY can be proved in the same way as Lenimas 4[3'dnd 46 a@onvex violation

function and its gradients are found, the remaining procelare similar a§(4Z.B7)-(4144)
and omitted here for brevity. Compared with 2DOF controhgsstate feedback, output
2DOF control contains more complicated calculations ofigmats. The corresponding
output feedback control of Secti@n¥.3 is to use ayly) for controller design, which can

be deemed as a special case by making= 0 in @.412).

4.6 Example

We consider a demonstration example used_in [48] which esuttie lateral motion of an

aircraft. The plant model under fault-free mode is given by

0 1 0 0 0 0
|0 o1, Lg L, 0 —391
W = Agv o Y B A Y R O S

Nﬁ Np Nﬁ + NBYB N, — Nﬁ —2.53 0.31



where the components in statg(t) represent respectively bank angle, directive of bank
angle, sideslip angle, and yaw rate. Two control inputs adeleér and aileron deflections
respectively. The considered faulty mode is the 50% los$fet/eness in both actuators,
represented by the reduction of control input matrices.

The control objective considered here is to make the sigeasigle, the third state of
xp(t), track pilot's command, represented by exogenous inguf. The desired response
model fromw(t) to side slip angle is represented by a first-order transfectfon 54%1
This is a typical model-matching problem as illustrated igufe[4.]. Letr,,(¢) denote the
state of the desired model, andt) = [z7(t) z,,(t)]7, the augmented state vector. The

p
model-matching problem can be converted to the followiagaard set-up

0 1 0 0 0 0
0 L, Lg L, 0 0

#(t) = |g/V 0 Y3 -1 0| z(t)+ |0 w(t)
Nﬁ N, Ng—i—Nﬁ'Yﬁ NT_NB 0 0
0 0 0 0 -1 1

+B(C(®)ult, (1)),
zt) = [0 0 —1 0 2Jz(t),
whereu(t,n(t)) = Kypz(t) + Lyuw(t) represents a 2DOF controller in a switching

structure. B(((t)) represents the fault effects on control input matrices. Bgtand B,

denoteB(((t)) when((t) is in mode 0 and 1 respectively:

0 0 0 0
0 —-3.91 0 —1.955

By = [0.035 0 , B1=10.0175 0
—-2.53 0.31 —1.265 0.155

0 0 0 0

The modeling uncertainties are introduced by aircraft patars, and the random vec-
torA=[L, Lg Ly g/V Y3 Ny Np N N,]T. The mean values of these parameters
are: L, = —293, Lg = —4.75, L, = 0.78, g/V = 0.086, Y5 = —0.11, Ny =
0.1, N, = —0.042, Ng = 2.601, andN,, = —0.29. Each parameter is assumed to be
perturbed by a relative uncertainty of 10%. For examplg,is bounded in the interval
[—3.223,—2.637]. The probability distribution of each parameter is assutoeloe a uni-
form distribution within the corresponding interval.

The fault occurrences and FDI mode transitions are charaetkby the generator ma-
trices of((t) andn(t):

~ [-0.005 0.005] ., [-02 02] ., [-2 2
HC_[ 0 0]’Hﬁ_[2 —2]’H77_[0.2 —0.2]'
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These parameters can be interpreted as follows: Accordind.t the mean occurrence
time of faults is 200 minutes, and the faulty state is absgrlzsis the components on the
second row are all zeros; according}ﬁ;?, under fault-free mode, the mean time of false
alarms is 5 minutes and that of returning time from falsenatais 0.5 minute; according
to H% the mean time of missing detections is 5 minutes and meamiag) time is 0.5
minute. So, this FDI may give frequent incorrect detections

In this standard set-up, the plant stajgt) and model state,,, (¢) are both incorporated
into state dynamics:(¢), w(t) represents command input, an¢t) the mismatch error
between the plant and desired responses of side slip angtierl@ach fixed regime modes
¢(t) =iandn(t) = j, the performance measure is selected agthenorm of closed-loop
transfer function fromwu(t) to z(t), denoted by|G;; (s, A)||~. It describes the difference
between the plant response and the desired one; Wiesis, A)|| is small, the plant
transient behavior of side slip angle is expected to resethiel desired one. The allowable
Hoo boundp; is assumed to be 0.5 for= 0 and 0.75 fori = 1. So, when((¢) = 0, the
system is deemed to fail |fG;; (s, A)||oc > 0.5 for a duration over hard deadliffgg = 5
minutes; wher((t) = 1, it is deemed to fail iff|G;;(s, A)||c > 0.75 for a duration over
hard deadline. Our design objective is to find a 2DOF comralich that the overall MTTF
is greater than 100 minutes (Note that frequent incorredtdebisions are assumed and this

short MTTF design is for demonstration purpose only).

—A— - Real value = H=CT
—O— - Expected value & .o 7

le
o
ul

T

PN, Ul B = 1 1 1 1 1 1

0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45

oB

[

T T T
Ta- &
—A— - Real value e
H - —o— - Expected value AZ
)

Probabilistic performance

yll

o
wu

600 T I

—A— Real value

400F 1. _o- Expected value a

MTTF

200 PR

Iterations

Figure 4.2: Gradient search trajectory.
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Figure[42 shows a searching trajectory of Algorittihs 4. d[A12, wherey;; denotes
the probabilistic performancBr{||G;;(s, A)||sc < p;i}. In the figure, the first plot shows
the related probabilistic performance for controli€s, the second plot fof;, and the last
one shows the trajectory of MTTF when updating controlléegaiively. In the first two
plots, the circles represent the expected performancesetpby the gradient search Al-
gorithm[4.1 in the first design stage, and the triangles smprtethe achieved probabilistic
performance of controllers found by Algorithih 4.2 in the @ed stage; in the last plot,
the circles represent the MTTF based on expected contrabrpgaince, and the triangles
the achieved MTTF using controllers found in Algoritfiln 445 shown in the figure, the
achieved probabilistic performance of controllers inse=aalong the direction of expected
performance and is greater than it at each iteration. M@eddTTF is strictly increas-

ing iteratively, and the following controllers are obtainthat achieve MTTF = 511.5348

minutes:
Ko — [~0:5800 0.2251 —2.1234 15100 44991 ] [ 1.7530 |
07 | 32406 0.5472 3.8520 —0.1351 —6.5038] " ° |-1.8396]’
o [—0.5779 0.2122 —2.1297 1.5169  4.4946 | I [ 1.7533 |
T 3.2464 05368 3.8420 —0.1324 —6.5095)" ' |-2.0499]

To check the transient performance of the closed-loop sydtee side slip responses under
regime mode (t) = 0 andn(t) = 0 for a particular uncertainty sample is shown in Figure
H3. Itis clear that the plant response has similar trahsiegracteristics as the desired one.
As the controller is designed for long-term MTTF and probstic modeling uncertainties
exist in regime models, there may be differences on statitsdar a particular uncertainty

sample. Overall, the algorithm provides an effective catgr design for MTTF.

25

2b

Desired response
Plant reponse

15f

1

Side slip angle

0.5F

0 2 4 6 8 10
Time

Figure 4.3: Transient responses in a regime model.
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4.7 Conclusions

This chapter discusses the design of MTTF suboptimal chetrior FTCS’s. The reli-
ability criterion is evaluated from a semi-Markov processdel which is built based on
probabilistic control performance. But, MTTF cannot betten as an analytical expres-
sion of controller parameters. Hence, conventional metfaod not applicable to controller
design with an MTTF objective. To overcome this difficultygradient-based search is first
carried out on probabilistic performance parameters; tmroller is then updated itera-
tively to achieve this performance. This two-stage methwdgga controller achieving the
desired MTTF.
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Chapter 5

Semi-Markov FDI model and
reliability evaluation *

5.1 Introduction

The Markov models of faults and FDI schemes were initiallygased by Mariton to study
the effects of FDI delays on system stabilify [6]. By usingtiarkov processes to rep-
resent faults and FDI results respectively, Srichandet.etl@veloped the necessary and
sufficient conditions for exponential mean-square stgbfii5]; Mahmoud et al. derived
the stability of FTCS’s in the presence of noise and sumredrilzeir results on the analysis
and design of FTCS's based on Markov modEl$T7, 16]. Howewtarkov models impose
a memoryless property [B2]. As discussed[inl [87], the sojdime duration of FDI is a
random variable that may take any probability distributibnt Markov models accept the
exponential distribution only. This introduces the sdeimemoryless restriction of FDI:
the probability of transiting from one state to another teipendent of the amount of time
that the process has spent in the current state.

This problem was pointed out inB2], but no alternative meakes constructed for FDI,
and a large quantity of conditional probabilities were usetiead. In[[8F7], stability in the
presence of general detection delays was analyzed by mgdak sojourn time as a finite
state Markov chain or a random variable with a mixture of gipeobability distributions.
But Markov chain model can give only fixed values of sojoumes from a finite set. Also,
these distributions can be described by the more generaiMarkov model of FDI pro-
posed in this chapter. Furthermore, the reliability eviadulamethod presented in Chapter
[ is extended to FTCS’s with the semi-Markov FDI description

*Originally published as: Hongbin Li and Qing Zhao, “Relidtgievaluation of fault tolerant control with
a semi-Markov fault detection and isolation modé?toceedings of the Institution of Mechanical Engineers,
Part I: Journal of Systems and Control Engineeringl. 220, no. 5, pp. 329-338, 2006.
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Briefly, this chapter is organized as follows: Secfion 5tBoiduces the model of FTCS'’s
with a semi-Markov FDI description; Sectibnb.3 presenesrtiiability evaluation method
for FTCS’s with this FDI model; an example is given in Secfd to illustrate the semi-
Markov FDI model and reliability evaluation procedure; dimally, conclusions are reached
in Sectiof&.b.

5.2 Semi-Markov FDI model

FTCS’s are modeled as linear dynamical system with Markamsitions determined by
fault and FDI modes. The general form is given byk2.2) in GadB and also adopted in
this chapter but with some modifications to address theditioih of Markov models.

A random variable((t) € S; = {0,1,2,--- ,N;} called plant mode is adopted to
describe fault occurrences among the possible modgs iBy assuming that no automatic
repair or intermediate fault occurs and that the failure raitconstant, a Markov chain can
be used to describe the plant moldel [88]. {,et S; be a discrete-time Markov chain and
define¢(t) = ¢, nTs <t < (n + 1)Ts, n € N. N denotes the set of non-negative integers
andTs the FDI detection cycle duration. The transition prob#pithatrix of ¢,, is denoted
asG = [Gij] Ny x Ny » Zjesl Gij =1,i€ 5.

¢(t) is not directly measurable, and the FDI scheme is used toupeodn estimate
of the plant mode, denoted a$t) € Sy = {0,1,--- , N2o}. Based ony(t), the control
inputu(n(t),t) is applied to the plant. In practice(t) is often generated by cyclic sensor
measurements and calculations with a fixed amount of datatlee Shewhart control chart
and parity space methods[89]. In this case, the cycle duraitine, s, can be assumed to
be a known constant.

Letn, € S, denote a discrete-time stochastic process; N, representing the FDI
mode after then-th detection cycle, as shown in Figurel5.1. gt € S, andT,, € N
denote the FDI mode and cycle index respectively aftemthid transition ofn,,, m € N.

For example, in Figure3.2; = n4 andT, = 4.

vz Mass
t
MO0y g, o, T
9 ’7;) ﬂnﬂ ml
! n4 s
920—40— 0,
TO ]1 T2 Tm Tm+l t

Figure 5.1: A sample path of the FDI process.

81



(0,T) = {0, T,, - m € N} is called a discrete-time Markov renewal process if

Pr{em-‘rl - jaTm-l—l - Tm - 1‘907’ o 79m;T07 te 7Tm}

- Pr{em-ﬁ-l =Jy Tint1 — T = l‘em} (51)

holds for fixed(r,, = (1,41 = -+ = (1, = ki k€ S1,5 € So,,m € N. n, =

0., is then called the associated discrete-time semi-Markancbf (6,7), wherem =

suppen{Th < n}. The FDI mode at is defined as)(t) = 7, nTs <t < (n +1)Ts.
Given(r,, = (141 = -+ = (1 = ko m € N, k € 5y, (0,T) is called time-

homogeneous if
Qb(i,4.1) £ P{Ops1 = §, Tonar — Ton = 1[0 = k}

is independent ofn for anyi,j € So,1 € N. sz = {[Qij(z’,j, DNy %Ny, I € N} is called
the semi-Markov kernel of,, given(,, = k. Note that the behavior and parameters)pf
depend org,, asn, is an estimate of;,.

Given(, = k, k € Sy, it can be shown that = {6,,, : m € N} is a Markov chain with
state space; and transition matri" £ [P, n, = 2272, Qi (4, 4, 1) vy x v, [90,[91].

Given(r,, = (rp1- = (opyy = K, |et’7'2-]§- =Tt — Ty if 0, = i andb,,, 1 = j,
ke Si,i,7 € Ss. Tfj is the sojourn time ofy,, between its transition to staieat 7,,, and
the consecutive transition goat 7, 1. The probability distribution of—fj is given by
Qios. 1

PI'{Tikj = l} = Pr{Tm+1 — Tm = l‘@m — i79m+1 — j} — Pk
v)

(5.2)

with the convention tha®; (i, j,1)/ Pt = 14—y it Bl = Qk(i,j,1) = 0,i,j € S,
[ € N. The indicator functiorly_, ., = 1if [ = +o0; otherwise1;_, ., = 0. Denote
H¥(i,j,1) = Pr{r); = I} and H" £ [H* (i, j, )] vy x v -

Given ¢, = k, P*, together withH*, determines the stochastic behaviormgf or
equivalently,Q; solely determines, asQ (i, j,1) = P} H (i, j,1).

To recap, the description of FDI is summarized as follows:

1) The FDI modep,, is modeled as a semi-Markov chain conditioning on the plant

mode,(,,.
2) The embedded Markov renewal procé$sl’) gives the transition history of,.

3) Given a fixed plant mode, = k, P* describes the transition probability of the

embedded Markov chaify,, and H* the sojourn time distribution of,,.
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5.3 Reliability modeling

Considering that the plant and FDI modes are described byedéstime stochastic models
and that the fault occurrence withify is assumed to be negligible, we are interested in
evaluating the reliability value at= nTs, denoted byR,, £ R(nTs), n € N.

The performance measuretat nTsis denoted ag,, and the maximum performance
threshold when(,, = i is denoted as{ ., i € Si. J, is determined by a performance
measure function, such as the system norm of the system roodekponding t@,, and
1. The hard deadline is denoted’Bg € N, the maximum number of detection cyclés
for a temporal performance violation. Based on DefinifiaBl, #he reliability indexR,, is

equal to the following probability:
R,=1-Pr{3keN,0<k<nn—k>ThgVleNk<I<n J >Jwi=qh

Following similar idea as in ChaptEl 2, a discrete-time skharkov chainXR is pre-
sented to evaluate this reliability index. For each plantieiptwo functional states ok R

are defined as follows:

iN {Gn="i}n{Jn < Jrzﬁax}7 (5.3)
ir: {C =i} 0 {J, > Jhad N {sojourn time< Th}. (5.4)

The absorbing semi-Markov state ‘F’ represents the tothireastate of the system. If the
initial state X} = On, R, = 1 — PR(0n, F,n), wherePR(0y, F, ) denotes the transition
probability fromOy to F atn. Therefore, the reliability evaluation problem is redu¢ed
constructingX R and calculating its transition probability.

To calculate the semi-Markov kernel &%, several probabilistic parameters are defined

in ChaptefR, which can be naturally extended as shown indll@ning equations:

Vij = Pr{J, < Jrlﬁax‘Cn =i, =J}, 7T;' = NILH;OPY{% = jl¢n = i},

wi & lim Pr{n, = jIXX =in}, v} £ lim Pr{n, = jIX} =i},
n—oo n—oo

wherei € S, j € Ss.

Given ¢, = i andn, = j, the combinational modé(,,n,) after the subsequent
transition is determined by which one @¢f andn, transits first and which mode they
transit to. For example, if,, transits first tok at n + m, then ((y41,Mm+1) = -+ =
(Crtm—1,M+m—1) = (4,7) and(Cutm, Mntm) = (k,7); if 0, transits first td atn + m,
then (Gri1, Mnt1) = =+ = (Catm—1, Mntm—1) = (4,7) @nd(Cotm, Mn+m) = (i,1). SOC,
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andn,, can be considered to be competing between each other, aodi#reof transitions is
crucial to determine the subsequent mode. We call thessiticars competition transitions,

and their probabilities competition probabilities, asegivin the following definition.

Definition 5.1 Given¢,, = ¢ andn,, = j, the combinational mode is denoted @sj),
i € S1,j € S2. SUPPOSE(n+1,Mn+1) = -+ = (Cutm—1,7Mn+m-1) = (4,7) and the
next combinational mode after the consequent transitioq,,0br/and n,, at n + m is
(Cntms Mtm) = (k,1), wherek # i orlandl # j, k € S1,j € Se. The probability of
this event is called the competition probability, denotgg ;). ;) (m).

Given¢, = i, n, = j, the sojourn times of,, andn,, are denoted as; andrj respec-
tively. If the next mode ofy, is known ad, the sojourn time ofj,, is denoted a$;fl. If the

plant modei of ¢, is absorbingPr{o; > T]Zf} = 1; otherwise,

Pr{o; > 7/} = ZG P lZH (G, 1,h),

ISP h=1
PI‘{O’Z‘:T;} = ZGm Y1 —Gy) Z ZH’ J.l,m),
ISP
Pr{o; < T;} = 1—Pr{o; > 7';} — Pr{o; = T;}

The competition probabilities can be classified into follogvthree cases:

Plijy—Gn)(m) = Pr{nngm = 1075 =mlo; > 7/} Pr{o; > 7/}
= ;lHi(j,l,m) Pr{o; > 7/},
Pijy—k) (M) = Pr{Cuym =kNoi =m0y =107 =m}
= GGy Py H (j,1,m),
Pl j)—(kg) (M) = Pr{Coym =k Noi=mlo; < T;}Pr{ai < TJZ}
= GGy Prio; < T;},
wherek # 4,1 # j,andm € N.

With these probabilistic parameters, the semi-Markov &keaf reliability model X R

can be calculated by the following theorem. For notatiomalpsicity, p; r)—;)(m) as

Pit—jts ANAP( )(ia) (MIN(m, Tha)) aspipn ;.

Theorem 5.1 The semi-Markov kernel of the reliability semi-Markov ahaXf, is given
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by the following equations:

Qr(in,in,m) = Y Wi > pikitVits (5.5)
keSy 1S

Qr(in,jN,m) = Z wj, Z Pikr—jl Vil (5.6)
kESo leSs

Qr(in,iF,m) = Y Wi Y pigit(1 = 7a), (5.7)
kES2 leSs

Qr(in, Jem) = > wh Y pikejt (1= 7j0), (5.8)
kES2 leSs

Qr(ir,in,m) = Y v > oy, (5.9)
kESo leSs

Qrlir, jnym) = > i > PR, (5.10)
keSy IS

Qrlir,ip,m) = Y vp Y p (1 —a), (5.11)
keSy IS

QR(Z.F?ij m) = Z Uk Z p?]ltn—yl 7]’1)7 (512)
keSy IS,

QR(Z.R F7 ’I’)’L) = 1{m>Thd}(1 - Z Z QR(iFv a, h))7 (513)

heN,h<m a€Sy,a#F

Qr(F,a,m) = 0, a€cS, (5.14)
whereT}q denotes the hard deadliney € N, ¢ € 51,1 # k. The indicator function
Lim>thgy = 1if m > Thy; otherwise 1¢,,~ 7,1 = 0.

Proof: (4%, TF) denotes the associated discrete-time Markov renewal gsaufeX %,
n,n’ € N. (65, T}) denotes the associated Markov renewal process,df € N. n, h, and
n’/ represent the cycle or transition indices of these prosess# they may correspond to
the same time instant.

The transitions are caused by the changes in the FDI and pladés. By the total
probability formula and conditioning on the FDI modes, trensition probability can be

decomposed into three parts, as shown in the following émsat

QR(iN7iN7 ) Pr{(bn '+1 — ZNﬂTn '+1 TR - m‘(bR’ - ZN}

= > Pel . =in Ty — T = mlgly = in N0, = k}PH{0, = k|¢F = in}

keSo
= > POy = kIR =in} D PH{Jnim < JhaxN Gyt =+ = G = N
keSs leSs

Mt = One1 = LN Thyy — Ty = m|oR, = in N0, = k)}

= Z Pr{eh = k|¢5’ = Z.N} Z Pr{Jn—i-m < Jrinax|<n+m =10 Nppm = l}
k€S2 €S2

Pr{o; >m N1 =107, =m|C =iN b =k}, (5.15)
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whereT,il ando; denote the sojourn time @f, andn, respectively. The first two terms
in (&1I3) can be approximated by the following stationamybyabilities in the probabilistic

parameters:

Pr{0), = k¢, = in} ~ wi, (5.16)

PH{Jntm < Jrinax’Cn-‘rm =i N Npym = L} = il (5.17)
The last term in[[5.15) is equal to the following competitimobability:
Po; >mNOp 1 =107, =m|C =iN0, =k} = pii- (5.18)

Substitute[[RII6)E(R.18) t& (5115) ald(5.5) is prov€dd)@E.8) can be proved in a similar
fashion as shown in the following example Bi{5.6).
QR(Z.ijNv ) - Pr{¢n '4+1 — jN»Tn /+1 TR m|¢R’ = ZN}
= > PN =N, Ty — Thy = mlgh = in N 6, = k}PHO), = klofy = in}

keSs
_ _ R _ - ) _ o
= Z Pr{eh = k|¢n’ = ZN} Z Pr{Jn—i-m < Jmaxﬁ Cug1 = Cuym—1 =1
keSs leSs

an-i—m =7JN NMn+m = 9h+1 =[N Th+1 -1 = m‘(ﬁs =inNo, = k)}

= Z Pr{ah = k\ébff/ = Z'N} Z Pr{Jn—i-m < Jrzﬁax’Cn-i-m =J N Nntm = l}
keSs leSs

P Com = Noi =m N Npym =107 =m|C, =iN 0, =k}
= Z w} Z Pik—j1 75l (5.19)
k€S2 leSy
wherej # i, j € 5.
For (&10)45.1B), when the sojourn time is no greater thainthe transition is similar
to the case ofy; otherwise X R transits to F. Therefore, the minimum function rfiin Thq)
is used in[BI0)ERA2)QR (i, F, m) becomes nonzero only if: > Tjq, and this proba-

bility is complementary to the transition probability tohet states withiril},g, which is
calculated based ahy,,~ 7,y in @13).0

Remark 5.1 The main idea of the above derivation of the transition phulity is to de-
compose it into three parts: the FDI mode estimation, thepmtition probability and the
probabilistic performance estimation. The effects of thedhdeadline are described by
min(m, Tha) and 1y,,~7,}-

Once the semi-Markov kernel 6fR is obtained, the transition probability and reliabil-

ity function R,, can be calculated using available formulas [90, 91].
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5.4 Example

Consider a longitudinal vertical takeoff and landing aftrmodel in the form of[[Z]2)

with the following system matrice5§[P2]. The subscript ‘@ida‘'l’ in the system matrices
represent those for plant mode ‘0’ and ‘1’ respectivelynPraode ‘0’ represents the fault-
free mode. Under plant mode ‘1’, an actuator fault is consideand the effectiveness of

the first actuator is reduced by half, as reflectedin

—0.0366 0.0271 0.0188 —0.4555 0.4422  0.1761
A _ | 00482 101 0.0024 —4.0208|  _ |35446 —7.5022
0= 1 0.1002 0.3681 —0.707 1.420 |’ 7°7 | 552 449 |’
0 0 1.0 0 0 0
0.2211 0.1761 1000
1.7723 —7.5922 0100
Bi=1"976 449 |"9= 1|0 0 1 0 » Ar= Ao, G = Co,
0 0 01 1 1
Eo = [0.05 0.05 0.05 0.05]”, E;, = E.

Suppose the cycle duratidh, is 1 second. The transition matrix of the plant mode Markov

0.99 0.01
o= o]

According toG, the mean time for the fault occurrence is 1/0.01 = 100 cy<[H30 seconds,

chain¢, is

and this high failure rate is intentionally chosen for thiample to reduce the calculation

burden. The FDI is modeled by a semi-Markov chajnwith the following parameters:

o o 1] i [o1
P_LO’P_lo’

H°(0,1,m) = H'(1,0,m) = Poigm|20),
H°(1,0,m) = H'(0,1,m) = Bin(m|10,0.5),

where PY and P! are transition probability matrices of the embedded Mar&lain and
H°(0,1,m), H°(1,0,m), H'(0,1,m), H*(1,0,m) are distribution functions of sojourn

time, m € N. ‘Pois(:|-)’ and ‘Bin(:|-,-)" denote the Poisson and Binomial distributions

respectively:
. 20™m
Poig(m|20) = % -0
. 10!
Bin 10,0.5) = ——————0.5™m0.5'0—™ < 10.
(m|10,0.5) m!(lO—m)!O 0.5 ,m <10
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Based on these parameters, the stationary distributiop ©fcomputed as
[778 71?] B {0.8 0.2]
w02 08]°
which shows that the correct and false detection probigsilare 0.8 and 0.2 respectively.
The differences between Markov and semi-Markov model of &l be shown in the
sample paths from these two types of models given in Fifille Bhese two curves are

given under the plant mode ‘0’, and the generator matrix efdbntinuous-time Markov

process model is

o {—0.05 0.05}

0.2 —0.2

According toG’, the stationary distribution i.8 0.2], the same agr) 79]. Furthermore,
the mean sojourn times from mode 0 to 1 and from 1 to O are 20 aeddnds respectively,
the same as the means@f (0, 1, m) and H'(1,0, m). However, in the sample path of the
Markov process model in FiguEeb.2, there are 2 transitiom® fL to O with a sojourn time
of about 0.05 of a second due to the memoryless property @irexyial distribution. These
transitions are impractical because the FDI needs at leasi@tection cycle to return mode
0 from the false alarm. In contrast, the sample path from ¢ng-$1arkov model is accept-
able: each sojourn time is an integer multiple of the dedectiycle duration. Therefore
the Markov model may not generate a reasonable sample pdEbDfavith cyclic detection
schemes.

Markov model

FDI mode
[
ol

. . . . . . . .
40 60 80 100 120 140 160 180 200
Time
Semi-Markov model
T T T

T T T T T T
2L
151 ‘ N
I
180

. . . . . . . .
0 20 40 60 80 100 120 140 160
Time

o
L
o

FDI mode

200
Figure 5.2: Sample paths of FDI models.

The static state feedback controller for the normal andyasdses are:

_[—0.4558 —0.5080 1.4881 1.0242

Ko=1_01022 01089 0.1216 0.0486
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~[—0.1078 0.7452 0.3158  0.6761
17101680 1.3673 —0.7858 —0.4397| "

Whenn(t) = 0, u = Koz is in use; whem(t) = 1, u = K;x is switched on.
Here, we use th&{,, norm as the performance measure. The performance evaluatio

function with the thresholds for the two fault modes is dafias follows:

G yw (Cnsmn,8) lloo
I+ G yw (Cnsmin,8) [loo

e 1, unstable at,
" , stable atn,

Jo =05, JL =067,

where Gy, (Cn, 1, ) is the transfer function fromw to y corresponding to the current
fault mode(,, and the FDI modey,,. According to the assumption of known probability
distributions of modeling uncertainties and the randochizlgorithm in [46], the following

probabilistic performance values can be obtained:

Y0 o] [0.7033 0.6260
Yo m1|  |0.5583 0.6084] "

For exampleyoo meansPr{J,, < J9.l¢n = 0N n, = 0} = 0.7033.

Other probabilistic parameters are calculated as follows:

|:’LU00 'w01:| o [0.6920 03080:| |:'U00 2)01:| o |:O.6134 03866:|

w1 W11 0.3145 0.6855 V10 V11 o 0.3606 0.6394

For example, R, = 0|XR = 0N} ~ wgo = 0.6920.

Set the hard deadling,q = 5. By substituting these parameters into Theokem 5.1, we
obtain the semi-Markov reliability model. The transitiompability and reliability function
curve are then calculated, as shown in Fiduré 5.3, wiigrés the reliability curve and
PR(1,i,n) the transition probability curve from state #l, to state#i,i = 1 ~ 5,n € N.
From PR(1,1,n) and PR(1,2,n), we can see that the performance degradation during this
time period is mainly caused by false alarms of FDI &fffljumps from0y to O with high
probability. FromR,, andPR(1,5,n), we can see that the probability of system failure is
zero withinT}g, a finding which is consistent with our definition of reliatyilfunction.

Next, in order to show the influence of FDI on reliability, weetthe same aircraft model

but with a different FDI, which has the following new paraerst
H°(0,1,m) = H'(1,0,m) = Poigm|80),

H°(1,0,m) = H'(0,1,m) = Bin(m|3,0.5).

According toH°(0, 1, m), the mean sojourn time for a false alarm increases from 20to 8

Ts; according ta%(1, 0, m), the mean recovery time from a false alarm decreases from 10
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Figure 5.3: Transition probability and reliability curves

to 3Ts. Following the same procedure, the transition probabdiiyves of the reliability

model and the reliability curve are given in Figlirel 5.4. Canagl with the results in Figure
B3, the maximum transition probability to state #2 decasampproximately from 0.2 to
0.08, and the maximum point shifts from= 20 to n = 80 as a result of the increase
in the mean time for false alarms. We also note that the shafpgsme of the curves are
very different from those in Figufe3.3. Consequently, th@gition probability to state #5
decreases and the reliability deteriorates more slowlythadystem will probably survive

longer. Therefore, a properly designed FDI is crucial taeaahhigh reliability of FTCS’s.
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Figure 5.4: Transition probability and reliability curvedth a different FDI.
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5.5 Conclusions

This chapter presents a semi-Markov description of FDI dedréliability evaluation of
FTCS’s with a semi-Markov FDI model. This semi-Markov mod&FDI is more general
than the Markov process model, and the memoryless restrictithereby removed. The
reliability evaluation method presented in Chapler 2 istii¢ended to this general FTCS's
model. This reliability evaluation considers the charasties of FTCS’s, and an example

is given to illustrate the procedure.
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Chapter 6

Reliability monitoring *

6.1 Introduction

In previous chapters, we considered static model-basemotatbjectives and built a semi-
Markov model based on imperfect FDI and hard-deadline qascélowever, in many prac-
tical systems, the safety and reliability of operation dteroassessed based on dynamic
system responses. For instance, reliability in structacaitrol is defined as the proba-
bility of system outputs outcrossing safety boundaries ewaluated by using Gaussian
approximation[[9B]. Also, an online available reliabilityonitoring scheme using updated
information may aid maintenance scheduling, provide pmes@ing, and avoid emergent
overhauls. How to evaluate reliability when it is defined gatem trajectory and how to
implement an online-monitoring scheme are the main matimatof this chapter.

The objectives of this chapter are three-fold. First of allSteady State Test (SST)
is proposed to reduce false alarms of FDI decisions. Théastic modeling of such an
FDI scheme is studied based on which the transition charstite of FDI modes can be
described. The second objective is to develop a reliak#gluation scheme for FTCS’s
based on system dynamic responses and safety boundarystAbtdine monitoring fea-
tures are considered, such as estimation of FDI transit@warpeters based on history data
and timely update of reliability index to reflect up-to-datestem behavior.

The remainder of this chapter is organized as follows: Trsiaptions and system
structure are given in Sectidn b.2; FDI scheme, modelind, @arameter estimation are
discussed in Sectidn®.3; the determination of out-crgskiiture rates and hard-deadlines
are discussed in Secti@nb.4; and the reliability model waoson is discussed in Section
followed by a demonstration example of an F-14 aircraftieh in Sectiol 616.

“Results presented in this chapter has been submitted tacebki@sue in thelournal of Control Science
and Engineering
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6.2 Assumptions and system structure

Assumption 6.1 The considered plant is assumed to have finite fault modesjyamamics
under each fault mode can be effectively represented byarlisystem model.

Fault modes are represented by aSetith N integers;{.M, : i € S} represents the
set of dynamical plant models under various fault modes;{&id: ; € S} denotes a set of
reconfigurable controllers in a switching structukg.is designed for fault modgbased on
M;, j € S. However, true fault modes are usually not directly knowmas FDI scheme
is used to generate estimates of fault modes, which maytédvan true fault modes with

error probabilities.

Assumption 6.2 FDI scheme is assumed to generate a fault estimate based atcla df
measurements and calculations for every fixed pefipd

This assumption states a cyclic feature of FDI, such assstati tests and Interactive
Multiple Model (IMM) Kalman filters [94]. Discussions in thipaper are not restricted to
specific design schemes. FDI modes are represented by atdisione stochastic process
n, € S, wheren € N, the set of non-negative integers. The time duration betweasec-
utive discrete indices is equal to FDI detection periad £; is put in use whem,, = j,
j € S. Corresponding t@,,, a discrete-time stochastic procégsdenotes true fault mode.
In reliability engineering, constant failure rates areallsuassumed for the main part of
component life cycle. In such a cagg, can be described as a Markov chdinl [88], and its

transition probabilities are denoted@g; = Pr{(,+1 = j|(, =i}, 4,5 € S.

Assumption 6.3 System performance is assumed to be represented by a vigctair5t).
Safety region, denoted &3, is assumed to a fixed region in spacez0f) bounded by its
safety threshold. Failure is assumed to occur whét) exists a safety region for the first
time.

This assumption intends to define an appropriate religbililex based on system dy-
namical response. It is common in control systems to userelsigt) to represent per-
formance; and:(t) is usually to be kept at small values against excitationmfexoge-
nous disturbances, model uncertainties, and model clegisict changes caused by faults.
Safety regiorf is assumed to be fixed and known a priori. The scenario:ftatexistss)
represents lost of control and system failures. More dgons on this assumption can be
found in [75].

Definition 6.1 For atime interval from O ta, the reliability functionR(t) is defined as the
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following probability:
R(t) =Pr{V0 <7 <t, 2(r) € Q}.

Compared with(,, andn,,, z(t) is typically a fast-changing function determined by both
continuous and discrete dynamics,, andn,, are two regime modes and determine the
transitions among regime models. Whgn= i andn,, = j are fixed,z(t) evolves ac-
cording to plant modeM; and controllerC;. As a result of this hybrid dynamics, directly
evaluatingR(t) and MTTF is a difficult problem. Therefore, a discrete-tineens-Markov
chain XR is constructed for reliability evaluation purpose as invipes chapters. The
main idea is: the hybrid system is decomposed into variogisne models; each regime
model is then evaluated for related safety characterjsaitg X R is constructed to integrate
these characteristics with transition parameters of regimodes and to solve its transition
probabilities for reliability evaluation. The structuracamain components of reliability

monitoring scheme are illustrated in Figlirel6.1.

R(t), MTTF

T

reliability model (semi-Markov chain X )

plant faults confirmed FDI

<, estimates
out-crossing failure hard-deadline FDI transition

rate (matched cases) (mismatched) characteristics

A

switching controllers steady state test| |confirmation test

Figure 6.1: System structure.

plant model

Semi-Markov reliability modelXR is the kernel component for calculating MTTF. It
is constructed based on the following parameters: 1) tmesitran rates of,,, called plant
failure rates; 2) the estimates ¢f from FDI and confirmation test, called confirmed fault
modes; 3) the parameters 9f estimated from history data, called FDI transition charac-
teristics; 4) the probability of(¢) crossing safety boundary during an FDI cy@lewhen
¢n = nn, called failure out-crossing rates. 5) the average numiygeriods before crossing
safety boundary wheg), # n,, called hard-deadlines. Among these parameters, thedecon

and third ones can be updated online.
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6.3 FDI scheme and its characterization
6.3.1 Steady state tests

It is well-known that false alarm and missing detection sadee two conflicting quality
criteria of FDI. One is usually improved at the cost of degrgdhe other. What is worse,
the general rules of adjusting FDI to improve these two dtsimultaneously are often
not known. For example, in a scheme based on IMM Kalman fjlters not clear how to
determine Markov interaction parameters. Consideringrtiast false alarms last for short
time only, an SST strategy is adopted for post-processingdebisions.

SST requires that, when FDI decision changes, new decisiandepted only when it
stays the same for a minimum number of detection cycles.7kgt; denote the required
number of consistent cycles for FDI mogej € S. The effectiveness of this SST strategy
relies on the distribution of false alarm durations. Forregge, if a nonnegative discrete
random variable\, denotes the false alarm duration when system fault ngede 0, Tssm

can be taken adl — «)-quantile of)\y, 0 < a < 1, meaning
Pr{)\o > ngm} < a,

which implies that false alarm probability can be reduce diyora when accepting FDI
decisions afteflssy. The weakness of this method is additional detection timaydef
Tsst; when fault occurs. However, this happens only under rarerroesces of faults.
Compared with the improvement on relatively more frequetrinsitions of FDI modes,
this weakness is acceptable.

Detection decisions from SST are represented,bgnd used for controller reconfigu-
rations. In Figur€®l1, the confirmation test is an SST withddest period to further reduce
false alarms to a negligible level. It generates confirmedt faodes, which are used with

FDI trajectories for updating transition parameterg,paind reliability index.

6.3.2 Stochastic models

Following methods in Chaptdill 55, is modeled as a discrete sem-Markov process. Its
sample path when applying SST is given in Figuré 6.2. d.etc S andT,, € N denote
the FDI mode and cycle index respectively after theh transition ofn,,, m € N. For
example, in FigurE&l ¥, = n5 andTy, = 5. 6,, andT)}, together determine FDI trajectory,
andn, = 0g,, whereS,, = sup{m € N : T,, < n} is the discrete-time counting process

of the number of jumps ifl,n]. (0,T) £ {0,,,T,, : m € N} is called a discrete-time
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Figure 6.2: A sample path af,.

Markov renewal process if

Pr{9m+1 - j;Tm-l—l - Tm - Z‘HOH o ,Qm;TQ, te 7Tm}

== Pr{9m+1 == j, Tm+l - Tm == l\@m}

holds for fixed(r,, = (7,,4+1 = -+ = (1,,,., = k, Wherek € Sy, j € S2, andl,m € N.
nn = O, is then called the associated discrete-time semi-Markainodf (6, 7). It can be
shown tha#,, is a Markov chain, and its transition probability matrix isndted byP*.

Given(r,, = (rps1 - = (Tys = K, Ietrl-’g = Typs1 — Ty if 0,, = i @ndb,, 1 = 7,
wherei, j € Sy andk € 5. TZ-’; is the sojourn time ofy,, between its transition to state
atT,,, and the consecutive transition fat7,,;. If the transition destination state is not
specified, Ietrz-"f denote the sojourn time at state

As shown in Figurzrfj is the sum of two variables: a constdhigsy;, for SST
period and a random sojourn timg;. Let hf;(1) andg}; (/) denote the discrete distribution

functions ofrl-’j- andafj respectively, which have the following relations:

0, I <Tssy;

. 6.1)
9i;(l — Tssw), | < Tssp-

hfj(l) = Pr{Tfj =1} = {

Semi-Markov description provides a general model on FDIetoahsitions, but it involves
a large number of parameters. The transition charactisfin,, are jointly determined
by P* andhf; (or gf). If S containsN fault modes, there ar@/ transition probability
matricesP* and N? distribution functionshf;. If eachh/ follows geometric distribution,
the description ofj, may degenerate to a hypothetical Markov maggl

Markov chain can be considered as a special type of semidarkain. Ifn, can be

modeled as a Markov chain with transition probability mattenoted byH” for ¢, = k,
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the following relations hold:

HE

k. _ 1]
hi(l) = (HE)THE, (6.3)
hE(l) = (HET' (- HE), (6.4)

It is obvious thathf is a geometric distribution. In fact, this is an essentiapgrty of
Markov chain: A discrete-time semi-Markov chain degeresdb a Markov chain if and
only if the sojourn time at each state (when subsequent istaigt specified) follows geo-
metric distribution.

WhenTsstis nonzero, the sojourn time @f, does not follow geometric distribution
owing to this deterministic constant. However, st is known, a hypothetical process
7, can be constructed by settifigst to zeros; if the sojourn time of/, is geometrically
distributed, it can be described as a Markov chain; the maigsojourn time ofy,, can be
recovered by addin@sst to that of#],. This method may greatly reduce the number of

parameters for characterizing FDI results.

6.3.3 Transition parameter estimation

FDI transition parameters can be estimated as an off-lsteote FDI when both fault mode
and FDI detection results are known. This estimation cam la¢scarried out online using
FDI history data and confirmed fault modes.

When,, is modeled as a semi-Markov chaiRi} andh; (or g;) are parameters to be
estimated.P* can be estimated from the transition historyngf For example, wheg,, is
kept as a constan, if there are)/;; transitions from to j among allA/ transitions leaving
i, theij-th element ofP* can be estimated &% = M;; /M.

The estimation of sojourn time distributiq;jfj can be completed in two steps: the his-
togram of sojourn time is firstly examined to select a stamhdhstribution such that non-
parametric estimation is converted to a parametric @@eis then obtained by estimating
unknown parameters in distribution functions.

If gfj follows geometric distribution for all, j, &k € S, i, can be described as a hy-
pothetical Markov chaim), under the hypothesis thdksy; = 0. As a result, transition

probabilitnyj from ¢ to 7 and sojourn timej‘C ati have following relation:

Pr{r} = n} = (H{)" "' (1 — Hf).
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Therefore E(7}) = ==, andH}; can be estimated by

21

R S M _k
HE = ! YLy Tr/M? 2z T /M A0, (6.5)
1, otherwise
wherer/ (1) denoteM sojourn time samples at statd = 1,--- , M. H}; can be estimated
based on the transition frequency from state j:
o= (1 - HE)wk /M, (6.6)

wherel— HY is a normalization coefficient anm[f”}- represents the number of FDI transitions

from i to j.

6.4 Out-crossing failure rates and hard-deadlines

Owing to FDI delays or incorrect decisions, controlléy may be used for its designated
regime modelM; (namely, matched cases) and other mati¢}, i # j (namely, mis-
matched cases). Matched cases usually account for maja@tmpetime, while mismatched

cases often appear as temporary operation.
Definition 6.2 The out-crossing failure rate in matched cases is defined as
Vig é PI‘{E'T, nTS <T S (TL + I)TS> Z(T) ¢ Q|Z(TLTS) € Q> Cn =1Mn = Z}» AS S

Monte Carlo simulation can be used for estimatifg At each sample simulation, system
is run based on generated sample uncertain plant model amglesdisturbance input, and
the simulation time when system fails is called a sample-tioafailure. With a large num-
ber of time-to-failure samples obtained,; can be estimated as the ratio betwédgrand
sample mean of time-to-failure.

Mismatched cases are usually temporary operation causé@®bfalse alarms or de-
lays, and system may return to matched caseg)fdoes not diverge to unsafe region. So,
it is important to find out the average tolerable time befy®tam failure. This time limit
is called hard-deadline, denoted By for ¢, =i andn,, = j. It can also be estimated by

sample mean of time-to-failure using Monte Carlo simulagio

6.5 Reliability model construction

The states of semi-Markov chaikiR are classified into two groups: one unique failure

state, denoted by, and multiple functional states, defined as state combinaf(,, = i
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andn, = j, denoted as;;, where: € S; andj € Sy. For example, if two types of faults
are considered in the plant, agg includes states of fault-free, fault type 1, fault type 2,
and both fault 1 and 2, represented $y= {0, 1, 2, 3}; and FDI mode;,, also takes value
in S. XRthen hast x 4 4 1 = 17 states.

The semi-Markov kernel ok R is denoted ag)(-, -, n), representing the one-time tran-
sition probability inn steps. It is determined by the following parameters: 1)ditaon
characteristics of fault and FDI modes; 2) outcrossingufailrate in state;; denoted by
v;;; 3) hard-deadline in statg; denoted byl};;; 4) FDI SST period denoted lifssT; for
FDI modej.

Let us begin with the case that FDI mode can be described apahstical Markov
chainn, with transition probability denoted b&ll’g The calculation of) is classified into
the following cases:

Case 1 The transitions from functional states to themselves atedefined and the

corresponding elements are assigned as zeros:
Q(Siiasii7m) - 07 Q(sij7sij7m) - 07Z S S17j S 52

Case 2 Failure statesg is absorbing:

1, m=1;
Q(sF, sF,m) = {

0, m>1.

Case 3 Matched states;;:

(1- 'Uz'i)m_le_l'Uiia m < Tss,
Q(sii, 57, m) = T
pzz vu)GuHZ](m SSTi— )vih m > TSSTZ';
1 _ m 1Gm 1 NG < T
Qo sivm) = {0 " g =
pzz U” GZZHZ](m SST )(1 - U”)G lew m > TSS'E7
0, m < TssTy,
Q(sii, sij,m) = i 1(m—TssTi—1)
pzz U” GuH ] SSTi— (1 - U”)G Hl]’ m > TSS'E7
Q( ) 0, m < TssTy,
Siiy Ski, M) =
" ’ pzz U” Gqu ](m TSSTL_I)(l - vu)szHZ]7 m > TSSTZ';
wherep;; = Pr{X; = == Xnp = siilXo = si} = (1 — vy )TSSTZGTSSTL i # 7,

k#1i,1,j5,keS.
The derivation of these equations are based on Markov timmgirobabilities and the

decomposition of each event. For example,

Q(siiysk,m) = Pr{Xy=Xo =+ = X;1 = 841, X = s¢|Xo = 844}
= PI‘{Xl = X2 = = m—1 — Sii|X0 = Sii}PI'{Xl = S|:|X0 = S”}
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Considering steady state test of FDIpif < Tssy,

Pr{X; =Xo = = Xp1=suXo=su}=(1—vi)" ' G
If m> TSSTz',
Pr{X; =Xo == X1 = 54| X0 = 84}
= Pr{Xi =Xy = = Xy, = 8ii| Xo = s }[(1 — vig) Gy Hj) ™ Tesm-1),

Combing these two probabilities witAr{ X, = sg|Xo = si} = vi, Q(si, S, m) IS
obtained.

Case 4 Mismatched statess;;, i # j. Whenm < Tsgry;, the transition probability
of X,Ff to any other state is zero because of SST period. Wikgh; < m < Thg;, the
probability of X transiting to any other state is zero exceptio The above reasoning
is based on the facts that FDI rarely jumps to other false mad®en current mode is
incorrect, and mean fault occurrence time is in a much highéer compared with a short

false FDI detection period. Therefore, wHegst; < m < Thaij,

Q(sijasFam) - 07
Q(sij, siym) = [Hy " TSV HL, j#1, jleS.

Whenm > Thg; + 1, Xff jumps tosr at the earliest timen = Thg;; + 1 only:

Thaij
Q(sij,sF, Tssi+1) = 1-— Z Q(845, 8ii, ™M)
k=Tsst+1
o amyfete
: L
1= Hj;

In the general cases,, is modeled as a semi-Markov chain, and the competition prob-
abilities methods discussed in Chagfr 5 can be utilized thasstates ofXR is mainly
defined as the state combinations{gfandn,,, the calculation of the semi-Markov kernel

of XRis simplified when competition probability(; j)—x,) (m) is available, as shown in
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the following formulas:

Q(sii, sk1,m) = (1= vii)" p(iiy(r,) (M),
Q(siirseom) = (1—vi)™ oy,
Q(siis si,m) = 0,
_ ) Paiy—ten(m), m < Thaj andk =1 =i,
Sijs Sk, M) = _
Qs 11, m) {0, otherwise
07 m < Thdij7
Q(sij,5F,m) = Tog
N 1 =>4 Q(si4,8i,m), m > Thaij,
1, m=1,;
Q(sp,sp,m) = {
0, m>1.

Although these formulas appear to be simpler, both the patlemestimation and compe-
tition probability calculations need much more calculatiurden than the first case when
FDI decision is modeled as a hypothetical Markov chain. QXifés constructed, calcula-

tion of reliability function and MTTF are straightforwarding available formulag27].

6.6 Example
6.6.1 Model description

The F-14 aircraft control example used in Chapler 2 is usethadg demonstrate the relia-
bility monitoring scheme[47]. The description and systeagchm can be found in Chapter
@ and are omitted here for brevity.

The control objectives are to have handling quality (HQpoeses from lateral stick to
roll rate p and from rudder pedal to side-slip anglenatch ideal HQ models. Under fault

free modes, the HQ models aigZ; and—2.5%; when fault occurs, HQ models

2 .
degrade t&— and—2.5 — 27— respectively.

The considered fault occurs in two actuators. Under fagk-fmode, their transfer
functions are:
25
s+25°
Two types of actuator faults are considered here: each has aueurrence timg0° of FDI

periods or its failure rate i50~°. Under fault type 1, the transfer function df; becomes

15
Ay =05——.
o s+ 15
Under fault type 2, the transfer function dfz becomes
10
' =05—.
R +10



These fault modes are described as the change of actuatsragal time constants. The set
of fault modes is denoted h§y = {0, 1,2, 3}, representing fault-free, faut type 1, type 2,

and simultaneous occurrence of both.

6.6.2 Performance characterization of controller and FDI

FourH, controllers are designed for each fault mode to achieve malniQ control ob-
jectives under fault-free mode and degraded ones undeémfendes. Typical output trajec-
tories under fault-free mode is shown in Figlrd 6.3. The labbsaninimal matching errors
between the real responses and the ideal or degraded onssomne in Figurd_6l4, which
are assumed to represent system safety behaviors. Whenntiaéshing errors go over the

safety limits, 30% of expected output, aircraft is consdeas failed.

Roll rate (p)

- - -Degraded
L

W

Side slip (B)
=

. . . . .
0 10 20 30 40 50 60

Figure 6.3: Output trajectories.

0.5r

Roll rate error

0 10 20 30 40 50 60
Time

Side slip error

0 10 20 30 40 50 60
Time

Figure 6.4: The trajectories of matching errors.

An IMM FDI was constructed to detect fault occurrences. Taduce false alarms, a

steady state test strategy is applied on FDI decisionsT#ih; = 6 for any FDI modej. A
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typical FDI trajectory is shown in Figufe®.5. It is clear thize steady FDI mode is free of
false alarms in the shown time period. But detection timaykehre introduced when fault

occurs at 20 and 50 seconds respectively.
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Figure 6.5: FDI trajectory.
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Figure 6.6: Histogram of FDI sojourn time.

To represent FDI detection characteristics, a batch of éad FDI history data is col-
lected for statistical estimation. First, histograms ofl [ElBlays are generated to check its
distribution type. When there is no fault, the histogram Bi Bojourn time at fault-free
mode is shown in Figufe_8.6. It clearly resembles a geomeisicibution. Equation{6]5)-
(€&3) are then used to estimate Markov transition prokasli and those under fault-free

mode are obtained as:

0.9990 0 0.0010 0.0000
0 _ |1.0000 00 0

0.1330 0 0.8670 0

0.5000 0 0  0.5000

As aresult of FDI false alarms, missed detections, and tietedelays, controllers may
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be engaged for various fault modes for which they are nogdesl. So, it is necessary to
evaluate system behavior under all possible combinatiéib and fault modes. Here,
Monte Carlo simulations are adopted with the followingisg: 1) command stick inputs
are square waves with frequency as a random variable rafigimg0.2 to 2 Hertz; 2) wind
gust disturbances and sensor measurement noises are d¢slyadgsaussian processes; 3)
actuator saturation effects limit control inputs to 20 afdr@spectively; 4) system failure
is assumed to occur when model matching errors go over 30%cf commands. For
example, with fault mode 2 occurred akid engaged, mean time to system failure is 57403
seconds when controllek, is used, and 6 seconds whé&R is used. Considering the
sampling period is 0.1 second for IMM FDI, the out-crossiatyire rate and hard-deadline
are:vyy = 1/574030, The1 = 60.

6.6.3 Reliability evaluation

Reliability semi-Markov model can be constructed basedaait fransition rates, FDI tran-
sition parameters, out-crossing failure rate, and haetHitees. Predicted reliability func-
tion and Mean Time To Failure (MTTF) can be thereby calcdlaté)sing MTTF as an
objective, an optimization is performed diast. It is found that MTTF will be improved
from 27727 to 32605 secondsiikst; is reduced from 6 to 1. A comparison of reliability
functions before and after this optimization is shown indeef6.T. It is clearly shown that

reliability index is improved.

T T T T T T T T T
0.995| o Optimized | |

0.975

0.971

Predicted reliability function

0.965

0.96

0.955 L L L L L L L L L
0 100 200 300 400 500 600 700 800 900 1000

Time
Figure 6.7: Reliability functions comparison.

Comparisons on the transition probabilities between th&seSST periods are shown
in Figure[&.8, in which each sub-figure gives the transitiombpbility curves fromsg, to

other states. For example, the sub-figure at the first row andngl column shows the
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transition probabilities t&(; is increased from O to about 0.008. This is a natural result
of increased false alarms when reducifigst;. In fact, whenTssy; = 1, new Markov

transition parameter8’® becomes:

0.9822 0.0017 0.0122 0.0038

HO — 0.2634 0.7366 0 0
~10.1989 0 0.8011 0
0.3530 0 0 0.6470

Compared withi7?, the element on the first row and second column is increased fr
0 to 0.0017, a confirmation of increased false alarms. Ontiter dvand, detection delays
are reduced approximately from 6 to 1, and system staysifeesunder mis-matched fault

and FDI cases. Overall, MTTF is improved.
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Figure 6.8: Comparison of transition probabilities.

This evaluation procedure can be completed in an online praftstimated FDI tran-
sition parameter#&/ and current mode af,, provided by confirmed test on FDI can be used

to provide updated MTTF based on this most recent informatio

6.7 Conclusions

A reliability monitoring scheme for FTCS’s is reported ifstishapter. The scheme contains
two post-processing strategies on FDI results to providienated fault mode for control
reconfiguration and confirmed mode for updating reliabilithe stochastic transitions of
FDI mode is represented by a semi-Markov chain with parametstimated from history
data. Under geometric sojourn time distributions, FDI moale be described by an equiv-

alent hypothetical Markov chain that simplifies its modedl aaliability analysis. Safety
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and satisfactory operation of system is defined by systejectmies and safety bound-
aries; the probability of violating this safety criteriomder fixed fault and FDI modes is
estimated using Monte Carlo simulations. Overall religb#valuation is obtained through
a semi-Markov model constructed by integrating FDI traositharacteristics and failure
probabilities under each regime model. This scheme previideely monitoring on the

reliability index of FTCS’s, and was demonstrated on an Ritdraft model.
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Chapter 7

Conclusions and future work

7.1 Conclusions

This thesis discusses the analysis and design of FTCS'sl logsa reliability index in the

following aspects:
e Reliability analysis of FTCS’s

Constructing a reliability model is the first task in the @leframework. In the litera-
ture, Markov and semi-Markov models are commonly used toatadiability of FTCS’s.
Assumptions on the memory property of FDI are critical toed@ine model type. The
states of the models are usually defined according to the ioatidns of the fault modes
and FDI results. These available results provide some gkpearcedures and crucial ideas
for reliability analysis.

In this thesis, different from these available results, & semi-Markov reliability
model is constructed in Chapfdr 2 from dynamical model, aodrisiders some fundamen-
tal characteristics of FTCS’s: control objectives, parfance degradation, hard deadline
in FTCS’s, and effects of imperfect FDI. These aspects aerporated in the proposed
model, based on which reliability can be analyzed for FTCS's

This analysis method also has some limitations. For exaritptedeveloped based on
two assumptions about static control performance andsgty distribution of FDI mode.
It can not be applied to other control objectives defined atesy transient trajectory. The
approximation of stationary distribution may introducengoerrors on analysis results. In

addition, this method may involve heavy numerical caléataburdens.
e Controller design based on reliability
Once the reliability model is constructed, the reliabilibdex is incorporated in de-

sign process, which is essentially an optimization probieitih respect to a reliability
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index. Owing to the numerical procedures of building andrisgl stochastic reliability
models, reliability criteria cannot be written as analgtifunctions of controller parameters
in general. To overcome this difficulty, based on stabitizeontroller parameterization,
randomization-based optimization algorithms are progaseChaptel B to find the sta-
tistically optimal controller with the highest reliabifit The designed controller can not
only stabilize system but also achieve the optimal relighihdex, such as MTTF. But this
method is restricted to certain modeling structures bexafishe constraints on stability
and parameterization results.

Another design method is given in Chagdikr 4 by performing MDptimization in two
steps: 1) a gradient-based search is carried out for cqmrédrmance characteristics up-
dated along the fastest increasing direction of MTTF; 2)updated control performance
characteristics are then transmitted to a controller agealgorithm, which updates con-
troller accordingly to satisfy this performance. Each desitep is completed by one itera-
tive algorithm, and two algorithms are used alternatelyamplete controller design. This
method helps to tackle the difficulty caused by the implieiationship between the MTTF

objective and controller parameters.
e Improvement of FDI description and reliability modeling

FDI is described by a Markov process in Chapfdrs 2 thrddghhd,its sojourn time
is exponentially distributed. However, Markov process giaday not be applicable to
general FDI schemes. This modeling limitation is addresee@hapteib by using an
extended semi-Markov description of FDI, which removesri@moryless assumption in
Markov models and provides a general model for cyclic FDlesegs. Furthermore, the

reliability index and evaluation method are extended te ¢j@ineral description of FTCS's.
e Online reliability monitoring

This study aims to develop online reliability monitorindheme for active FTCS’s. The
reliability index can be implemented and updated onlinereimidication of overall system
performance. It can also be used for performance analydisi@sign of FTCS’s. The key
point of online monitoring is to update reliability predant using current available data
from FDI and plant outputs. The scheme is developed mairdgdban previous results in
reliability modeling with necessary improvements to actdor this online feature.

These reliability-based methods may be applied in the éutarprocesses under con-
tinuous operation. To ensure productivity, operationriigtions for emergent repairs of

these processes should be avoided, and they are expectpdrédeowith satisfactory per-
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formance until scheduled maintenance. The reliabilitydoaFTC methods can be used to
handle manageable faults and to retain acceptable penficanalhe advantage of these
methods is the optimal reliability index, which can be dedrag a consistent objective of
improving productivity. For some other safety-criticalsgyms such as aircrafts, classical
FTC methods may be more suitable because safety througadungission duration (e.g.,

flight time) is of top priority.

7.2 Future work

e Calculation reduction and sensitivity analysis

The proposed reliability is calculated from a semi-Markowd®l. Its calculation in-
volves model construction and transition probability siolo. Although this index may re-
flect characteristics of FTCS’s, the complicated procedmeklack of analytical expression
have caused difficulties in its applications, especiallgantroller design. If its calculation
can be properly simplified, an approximate index may findresite applications in both
analysis and design. For example, an approximate retialiildex is widely adopted in
active structure contro[[75]. Similar idea may apply to freposed index for FTCS'’s. In
addition, it is worthwhile to carry out sensitivity analgsin reliability index with respect to
system and probabilistic parameters to determine theteftéenodeling and approximation

errors.
e Trajectory-related control objective and reliability ind ex

A critical issue of defining an appropriate reliability ind®r FTCS’s is to incorporate
control objective and reconfiguration actions such thatitidex can represent mission pro-
file of control applications. In this thesis, reliabilitydgfined as the probability that system
satisfies a static objective. This static assumption is niiaded on the extensive applica-
tions of model-based control objectives and its simpliciiodel-based system norms can
be used, but trajectory-based objectives are not appéicatbwever, it may be important
to study control objectives defined on transient trajee®in some applications. An pre-
liminary effort is made in Chaptél 6 using Monte Carlo methméstimate the probability
of out-crossing a safety boundary. Some design method makgsoped following this

idea.
e FDI imperfectness description and FTC modeling

FDI results provides information for controller reconfigtion, and FDI imperfectness
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has been a critical issue when analyzing overall performalncthis thesis, Markov model-
ing is adopted. The advantage is the availability of stghiésults and simplicity of Markov
process. But, it also has weakness on the memoryless tiestrid Markov description and
an appropriate selection of Markov modeling parametergréitice, an direct description
of FDI imperfectness is false alarm, missing detection, iaedrrect detection probabili-
ties. These parameters can be obtained from FDI history A#&ta, many controller design
techniques are a multiple-model modeling of FTCS'’s. It istwwhile to extend current re-

liability results on these imperfectness parameters ar fRddels.
e Integrated design with maintenance activities

Reliability problem discussed in this thesis ignored nmeaince and inspection activ-
ities. If these activities are taken into account, a momtpior prediction scheme may
provide solutions for condition-based maintenance. Wehmade some efforts to build
stochastic models for maintenance scheduling in FTCS]s [B&is method may be further
improved to consider controller reconfiguration, FDI, andimienance in a single model,
which may help to design a system achieving high reliabilging all available engineering

activities.
e Controller design with semi-Markov FDI description

A semi-Markov description is more general for FDI schemestMarkov one, and a
reliability index can be extended to this model. But, coltdrodesign using this modeling
and reliability index is still an open problem. The diffigultes in the stability results on
this general model which may involve partial differentiguations [[95]. Some numerical
methods may be available to solve these equations for dlemtdesign. Reliability-based

design in this case may be achieved using these numerichbdset
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Appendix A

Semi-Markov processes

Let X, represent a random variable defined in a countabléZseindT,, defined inR.

suchthad =T, <T) <Tp <.--,neN,

Definition A.1 (X,T) = {X,,,T,, : n € N} is said to be a Markov renewal process with

state spacd’ provided that
Pr{Xn—l—l - j7 Tn+1_Tn < t’X07 e 7Xn : TO7 e 7Tn} - Pr{Xn-‘rl - ja Tn+1_Tn < t‘Xn}7

foralln € N,j € Eandt € R,. (X,T) is time-homogeneous, if, for anyj € E,t €
R,
Pr{Xn—l—l - j7 Tn+1 - Tn < t’Xn - Z} - Q(Zajy t),

independent of. @ = {Q(7,4,t) : 4,7 € E,t € Ry} is called a semi-Markov kernel over
E.

Let P(i, ) £ lim; .o Q(4, j, ). It can be shown thab (i, j) > 0and)_ ;. P(i,j) =
1 [25,[27]. So,P(i,j) is the transition probability for some Markov chain witheapace
E. As PA{X,1 = j|Xo, -, Xn;T0,-+ , T} = P(X,,j) forn € N,j € E, X =
{X,, : n € N} is aMarkov chain with state spaé¢eand transition matrix.

The expectation of the sojourn time in stafer the mean sojourn time:(:), can be

calculated by following equation.
m(z’):/ (1= 5" Q, b, t))dt. (A1)
0 k
For convenience, denote {PiXy, = i} as Py. DefineQ"(i,j,t) = Pr{X, = 4,1, <
t},i,j € E,t € Ry, then
1, if i=j,

0/- - o N
Q (27]7t)_5(27])_{07 |f 27&]
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Q"*1(i, k,t) can be defined recursively as

t
Qn+1(i7 kvt) = Z/O Q(Z>]7 dS)Qn(]v kvt - S), (AZ)

JEE
which is the ¢ + 1)-order Stieltjes convolution in matrix form.

The following equation gives the Markov renewal functiorhieh plays an important

role in the calculation of transition probability.

R(i,jt) = > PH{X,=jT, <t}

n=0

= > Q"(i,j1). (A.3)
n=0

Define L = Sup,T,, the life time of Markov renewal procedsy,7’). To extend the

definition tot beyondL, define

v {Xn,_ it T, <t<Tpir,
T, if t>L.

whereY is not a elment of£. Then,Y = {Y;,t > 0} is called minimal semi-Markov
process associated wittkk', 7). Please note that ¥ is a finite set, = oo and there is no
need forY.

As in the analysis of Markov processes, the most importargrpater is the transition
probability P, (i, j) = Pr;(Y; = j). It can been proved that the transition probability can be
computed by the following integration [25].

t
B@ﬁzAR@MMMM—@, (A.4)

whereh(j,t) =1 — Yy QUi k1), 5 € B, > 0.
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Appendix B

Reliability calculation from
semi-Markov process model

Let XR(t) represents a semi-Markov reliability model. Its state spa@ classified into
two complementary sets: I8t represent the set of up states avidfor down states. When
XR(t) € M, the system is considered to be functional; otherwise, urartional.

If the down states in/ are absorbing, the reliability function can be calculaterf
the transition probability. Assume that{P¢(0) = i} = Py(i), then

R(t) = PH{Yuel0,t],X(u) € M}
= PrXR(t) e M}
= D) PHXR() = 4|X(0) = i}P{X(0) =i}
€M jeM

= > D PP, j). (B.1)

ieM jeM
In case that the down states are not absorbing, an auxil&any-klarkov process can be
constructed from which the reliability of the original pess can be calculated using the
above equation.

MTTF is the expectation of the life time of the itdm[Z3] 27]efbtem, as the vector

of mean sojourn time in the up states and partition the tiiangprobability matrixP of the

Pyo Pm]
P = .
[P 10 P

embedded Markov chain as:

If I — Py is non-singular, MTTE Py(I — Pyo)~'my.
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