
University of Alberta

Library Release Form

Name of Author: Hongbin Li

Title of Thesis: Reliability-based Fault Tolerant Control Systems - Analysis and Design

Degree: Doctor of Philosophy

Year this Degree Granted: 2007

Permission is hereby granted to the University of Alberta Library to reproduce single copies
of this thesis and to lend or sell such copies for private, scholarly or scientific research
purposes only.

The author reserves all other publication and other rights in association with the copyright
in the thesis, and except as herein before provided, neitherthe thesis nor any substantial por-
tion thereof may be printed or otherwise reproduced in any material form whatever without
the author’s prior written permission.

Hongbin Li

Date:



University of Alberta

RELIABILITY -BASED FAULT TOLERANT CONTROL SYSTEMS - ANALYSIS AND

DESIGN

by

Hongbin Li

A thesis submitted to the Faculty of Graduate Studies and Research in partial fulfillment of
the requirements for the degree ofDoctor of Philosophy.

Department of Electrical and Computer Engineering

Edmonton, Alberta
Fall 2007



University of Alberta

Faculty of Graduate Studies and Research

The undersigned certify that they have read, and recommend to the Faculty of Graduate
Studies and Research for acceptance, a thesis entitledReliability-based Fault Tolerant
Control Systems - Analysis and Designsubmitted by Hongbin Li in partial fulfillment of
the requirements for the degree ofDoctor of Philosophy.

Prof. Qing Zhao (Supervisor)

Prof. N. Eva Wu (External examiner)

Prof. Tongwen Chen

Prof. Horacio Marquez

Prof. Michael Lipsett

Date:



Abstract

This thesis develops a reliability-based framework for theanalysis and design of Fault Tol-

erant Control Systems (FTCS’s). The proposed reliability index is defined based on control

objectives and hard deadline. For analysis purpose, a semi-Markov model is built from dy-

namical model, and stochastic transitions of Markov statesdescribe degradation of system

conditions among a finite set of states. This reliability index incorporates the characteristics

of FTCS’s, and can be used as a probabilistic criterion on overall system performance in

long term.

Two reliability-based design methods are developed using this new reliability index as

an optimization objective. The design difficulty lies in thefact that the index can be eval-

uated from a numerical procedure only but lacks analytical expressions. To address this

problem, the first method considers stabilizing controllerparameterization and randomized

algorithm techniques to find the statistically optimal controller with respect to reliability.

The second design method is based on a two-stage design scheme: A gradient-based search

is first carried out on probabilisticH∞ performance characteristics for reliability require-

ment; a sequential randomized algorithm with a weighted violation function is then devel-

oped for controller design to satisfy the requiredH∞ performance, and its convergence is

guaranteed with probability 1.

The proposed reliability index and evaluation method are based on the Markov model-

ing of fault occurrence and Fault Detection & Isolation (FDI) schemes. But Markov models

accept only the exponential distribution, which causes a memoryless restriction. To remove

this restriction, a semi-Markov description is adopted as ageneral model for cyclic FDI

schemes. Furthermore, the reliability modeling and evaluation method are extended for this

general model of FTCS’s.

In the last part, a reliability monitoring scheme is developed. The reliability index is

defined based on system dynamical responses and a safety boundary; FDI history data is

used to update its transition characteristics and reliability model. This method provides an

up-to-date reliability index as demonstrated on an aircraft model.
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3.7 MTTF of FTCS for 1000 generated stabilizing controllers. . . . . . . . . . 54

4.1 Model-matching diagram. . . . . . . . . . . . . . . . . . . . . . . . . . .. 60
4.2 Gradient search trajectory. . . . . . . . . . . . . . . . . . . . . . . .. . . 77
4.3 Transient responses in a regime model. . . . . . . . . . . . . . . .. . . . . 78

5.1 A sample path of the FDI process. . . . . . . . . . . . . . . . . . . . . .. 81
5.2 Sample paths of FDI models. . . . . . . . . . . . . . . . . . . . . . . . . .88
5.3 Transition probability and reliability curves. . . . . . .. . . . . . . . . . . 90
5.4 Transition probability and reliability curves with a different FDI. . . . . . . 90

6.1 System structure. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94
6.2 A sample path ofηn. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96
6.3 Output trajectories. . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. 102
6.4 The trajectories of matching errors. . . . . . . . . . . . . . . . .. . . . . . 102
6.5 FDI trajectory. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103
6.6 Histogram of FDI sojourn time. . . . . . . . . . . . . . . . . . . . . . .. . 103
6.7 Reliability functions comparison. . . . . . . . . . . . . . . . . .. . . . . . 104
6.8 Comparison of transition probabilities. . . . . . . . . . . . .. . . . . . . . 105



List of Symbols

1{·} indicator function
A,B,C,D,E, F system matrices
Hζ transition probability matrix of fault processζ(t)
Hk
η transition matrix ofη(t) whenζ(t) = k

iN or (i,N), iN or (i,F),F the states of semi-Markov reliability processXR(t)
XR(t) semi-Markov process for reliability evaluation
x, u,w, z state, input exogenous, and performance vectors respectively
E(·) Expectation of a random variable
Pr{·} probability of an event
R(t) reliability function
S1 set of plant modes
S2 set of FDI modes
Thd hard deadline
R set of real numbers
R
n real vector space with dimensionn

N set of non-negative integers
ζ(t) plant mode att
η(t) FDI mode att
γij, π

i
j , w

i
j , v

i
j probabilistic parameters forζ(t) = i andη(t) = j

AT transpose of matrixA
A−1 inverse of matrixA
A−T (AT )−1, inverse of transpose of matrixA
‖ · ‖ Euclidean norm for vectors and the largest singular value for matrices
‖ · ‖∞ H∞ norm of linear time-invariant system
N (·), R(·) null and range spaces of matrices respectively
A⊥ a matrix satisfiesN (A⊥) = R(A) andA⊥A⊥T > 0

, notation definition



Chapter 1

Introduction

1.1 Background

1.1.1 Fault tolerant control systems

Nowadays, advanced control system technologies have been applied in all kinds of pro-

cesses and plants, including those with potential catastrophic effects on environment and

human life. For instance, faults in chemical or nuclear plants may result in tremendous

economic losses and environmental damages. This issue imposes higher reliability require-

ments on control systems, which brings forth a new branch of research - Fault Tolerant

Control Systems (FTCS’s).

Some fundamental terminologies used in FTCS’s are quoted asfollows [1]:

Definition 1.1 (Fault) An unpermitted deviation of at least one characteristic property or

parameter of the system from the acceptable/usual/standard conditions.

Definition 1.2 (Failures) Permanent interruption of a system’s ability to perform a re-

quired function under specified operating conditions.

Definition 1.3 (Fault Detection) A binary decision making process: either the system is

functioning properly, or there is a fault present in a system.

Definition 1.4 (Fault Isolation) Determination of kind, location and time of detection of a

fault. Follows fault detection.

Definition 1.5 (Fault Tolerance) The ability of a controlled system to maintain control ob-

jectives, despite the occurrence of a fault. A degradation of control performance may be

accepted.
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Fault detection and tolerance have been important concernsfor safety-critical systems.

Traditional methods for fault detection include voting, limit-checking, or spectral analysis

of critical signals. When a fault occurs, system simply switches to a redundant compo-

nent. These traditional methods are based onphysical redundancy: Spare components are

prepared for faults in important components, and redundantmeasurements are compared

to detect faults. However, these methods may not be applicable in certain applications be-

cause of cost and space limitations. Therefore,analytical redundanciesare usually adopted

in FTCS’s, which rely on system model and analytical relations among physical variables

for fault detection and tolerance.

FTCS’s can be generally classified into the following two categories:passiveandactive

FTCS’s.

(1) In passiveFTCS’s, a single controller is designed for presumed fault scenarios. Clas-

sical robust control theories can be adopted, and it is easy to implement. However,

faults often make abrupt changes on system dynamics. It is difficult to design a fixed

controller over such “uncertainties” of plant model, and the controller tends to be

conservative [2].

(2) ActiveFTCS’s are mainly composed of two subsystems: a Fault Detection & Isolation

(FDI) scheme and a reconfigurable controller, as shown in Figure 1.1 [2]. Solid lines

in the figure represent signal flow and dashed lines representadaptation. The FDI

scheme provides fault diagnosis information for a supervision scheme to modify the

reconfigurable controller and to switch off faulty actuators and sensors.

Reconfigurable 

Controller 
Actuator Plant Sensor

FDI

Fault Fault FaultReference

Input 

Supervision 

Output 

Figure 1.1: Structure of active FTCS

Most FDI schemes are designed based on the assumption of known system models, as
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shown in Figure 1.2. Its main idea is to check the consistencybetween process measurement

and corresponding estimate calculated from process model.A residual signal is generated

indicating fault occurrences. Various methods can be applied for residual generation, such

as observer-based design and identification-based schemes[1].

-
+

Process
Input Output 

Disturbances Faults

Model 

Residual 

Evaluation 

Residual 

Detection 

Result 

Figure 1.2: Structure of model-based FDI.

Reconfigurable control is designed to maintain acceptable control performance under

fault occurrences by modifying controller according to FDIresults. For example, the control

law scheduling method pre-computes gain parameters for allfaulty cases and switches to

the corresponding gain when fault occurs [3]. In model following methods, controllers are

redesigned such that system state trajectory is close to thedesired one generated by an ideal

model [4]. In pseudo-inverse-based methods, controller gain is adjusted to restore desired

closed-loop system matrix [5].

The afore mentioned reconfigurable control methods usuallyrequire perfect informa-

tion about system model and parameters for both normal and faulty cases. But modeling er-

rors and unknown disturbances may cause imperfect decisions of FDI. Consequently, false

alarms and missing detections may corrupt overall stability and performance of FTCS’s

[6, 7]. Many researchers have investigated this issue and proposed the so-called integrated

design methods by considering the inter-relationship between FDI and reconfigurable con-

trollers. For example, Zhang and Jiang developed an integrated FDI and reconfigurable

control approach based on Interacting Multiple Model (IMM)Kalman filters and eigen-

value assignments [8]; this approach was then further improved to account for performance

degradation under fault occurrences [9]. Other integrateddesign methods include the adap-

tive control based approaches [10, 11], online fault estimation and control accommodation

3



[12, 13], and robust control methods [14], which can be collectively categorized as de-

terministic Fault Tolerant Control (FTC) design approaches. In contrast, fault and FDI

behaviors were modeled as two separate Markov processes in astochastic FTC frame-

work, in which incorrect FDI results are described as mismatched Markov states [6, 7].

Stochastic analysis and design have been performed under this modeling framework, e.g.,

[15, 16, 17, 18].

It has been claimed in the literature of FTCS’s that reliability can be improved by FTC

but very few works have investigated the reliability of FTCS’s directly. Even in the so-called

reliable control systems [19], the design goals are to maintain basic control performance

such as stability, but no reliability index is adopted. Classical reliability assessment tech-

niques are not geared toward the analytical redundancy in control systems. Many methods

consider series-parallel or network structures but few deal with the dynamics and controller

reconfigurations involved in FTCS’s [20, 21, 22]. Therefore, it is difficult to relate reliability

to control actions, which prevents the analysis and design from a reliability perspective.

1.1.2 Reliability concepts and evaluation methods

Definition 1.6 (Reliability[23]) Reliability is defined as the probability of an item (a com-

ponent or system) performing its intended function adequately in the specified interval of

time[0, t] under stated environmental conditions.

To evaluate reliability, the intended functionality and associated environmental con-

ditions need to be specified, which are often called mission profiles [24]. Reliability is

computed in terms of probabilities. If the life time of an item is represented by a random

variableX and its probability density function represented byf(t), the cumulative proba-

bility distribution function ofX is

F (t) , Pr{X ≤ t} =

∫ t

0
f(x)dx,

where Pr{·} denotes the probability of an event. Based on Definition 1.6,reliability function

R(t) is the following probability:

R(t) , Pr{X > t} = 1 − F (t) =

∫ ∞

t
f(x)dx. (1.1)

Clearly,R(0) = 1 andR(∞) = 0. (1.1) implies that reliability functionR(t) is the comple-

mentary cumulative probability function of life time random variableX. Or equivalently,

f(t) = −
dR(t)

dt
. (1.2)
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Insights on failure mechanisms can be obtained by examiningfailure rate or hazard func-

tion, which is defined as

λ(t) , lim
δt→0

Pr{X ≤ t+ δt|X > t}

δt

= lim
δt→0

Pr{t < X ≤ t+ δt}

δtPr{X > t}

= lim
δt→0

R(t) −R(t+ δt)

δtR(t)

= −
dR(t)

dt

1

R(t)
=
f(t)

R(t)
.

As a function criterion,R(t) is rarely used as an objective or constraint in design phase.

An alternative scalar reliability index, Mean Time To Failure (MTTF), is usually preferable

for controller or system design purpose. It is defined as the expected lifetime of satisfactory

operation:

MTTF , E(X) =

∫ ∞

0
Pr{X > t}dt =

∫ ∞

0
R(t)dt,

where the second equal sign is based on the fact thatX is a nonnegative random variable

and Theorem 1.9 in [25, p.24].

There are mainly three types of reliability evaluation methods: experimental, Monte

Carlo simulation, and analytical methods [21]. A large quantity of items are tested in ex-

perimental method to estimate the distribution of life timeand reliability function. Monte

Carlo simulation method relies on repetitive simulated operations of physical systems for

estimation. In analytical methods, mathematical models are set up to describe system op-

eration, based on which reliability criteria are derived and calculated. This method can be

further classified into the following two categories.

1) Item based method. System is decomposed into basic items from physical point of

view, and their relationships are represented by reliability block diagrams, such as

parallel-series or network diagrams. Reliability can be calculated based on the fail-

ure rates of critical elements in the diagram. This method may be used for feedback

control systems by searching for the equivalent cut/tie sets [26]. But it is not applica-

ble for fault detection and accommodations in FTCS’s.

2) Stochastic modeling methods. System is analyzed from a functional point of view.

Its operational conditions are analyzed and classified intodifferent states, such as

fully functional normal state, faulty degraded states, andfailure state. System oper-

ation evolves among these states, starting from normal states, gradually jumping to

5



degraded states if minor faults occur and finally being absorbed in the total failure

state [24]. Based on this idea, a stochastic process can be constructed with its states

representing operational conditions. Reliability is thenequal to the probability of this

process transiting to nonfunctional failure state.

Markov process is often used to set up reliability models owing to its simplicity of

calculating transition probability and hence reliability. But, its exponential sojourn

time distribution imposes a restrictive memoryless property. As a result, the operation

of practical systems may not be properly described. In this sense, the semi-Markov

process may be suitable which allows general sojourn time distributions [25, 27].

1.2 A framework of reliability-based FTCS’s

1.2.1 Motivation

It is clear that FTCS’s are targeted at safety critical processes and the ultimate goal is to

improve reliability [20]. However, despite being a subjective goal, reliability has hardly

been used as an objective criterion that guides the design ofFTCS’s [22]. Available tech-

niques are likely to restore stability and control performance under faulty conditions, but

few have discussed the reliability issue directly. In this thesis, a reliability-based framework

is established to conduct analysis and design.

Reliability is a widely accepted criterion in engineering systems, and it is related to

different mission profiles in different systems. In controlsystems, closed-loop control per-

formance objectives can be deemed as their mission profiles,and FTCS’s aim to maintain

them even when faults occur. The reliability concept in thissense, i.e., the probability of

satisfying these control performance objectives in a giventime interval with the consider-

ation of possible faults, is consistent with controller design objective and provides a more

detailed and practical description. When using reliability in this sense, control performance

objectives are not lost; moreover, it gives a clear indication on how well the system will

continue to satisfy these objectives considering future fault occurrences.

Classical FTC methods mainly concern with retaining stability and taking system to

a safe state when faults occur in critical components. In this thesis, the reliability-based

FTC methods are developed for processes under continuous long-term operation; faults

may occur in many components and cause deterioration of system performance. Moreover,

interruption of process operation for emergent repair may introduce high costs. Some clas-

sical FTC methods, such as FDI design and stabilization, canbe used for fault diagnosis and
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control design. But the focus is to achieve high reliabilityfor non-interrupted satisfactory

operation by accommodating manageable faults. Therefore,reliability-based FTC methods

are more desirable than classical methods in these applications.

1.2.2 Existing results

1) An ongoing research contribution is made by Wu [12, 22, 28,29, 30]. In this frame-

work, overall system is decomposed into several subsystemsand their functional re-

lations and available redundancy are represented by a serial-parallel block diagram.

Fault tolerance effectiveness is represented by coverage,defined as the conditional

probability that system is functional when faults occur. Itis used as a link between

reliability indicator and control actions. By proving the monotonic dependence of

reliability on coverage, it is sufficient to maximize coverage in order to obtain high

system reliability. A similar system configuration was deployed in [31], where reli-

ability was evaluated from serial-parallel structures andoptimization was conducted

to find the best structure based on reliability and cost. However, this framework is

restricted to those FTCS’s that can be described by serial-parallel block diagrams.

2) Other methods are based on Markov or semi-Markov reliability modeling. Walker

proposed a semi-Markov model by defining semi-Markov statesas the combinations

of status of faults and FDI schemes without considering dynamical relations and con-

trol objectives [32]. Reliability evaluations from the Markov modeling of FDI were

used to determine the residue threshold of FDI and to compareseveral sensor fault

detection schemes respectively [33, 34]. Harrison, Daly, and Gai established a sim-

ilar discrete-time Markov model for a redundant navigator [35]. However, in these

Markov or semi-Markov models, the states are all simply defined as the combinations

of fault modes and FDI results, in which the role of control onimproving system per-

formance is not considered. Hence, a link between reliability and the overall control

performance of FTCS’s is missing.

3) A related research area to reliability is the Fault Mode Effects Analysis (FMEA). It

studies fault effect correlations and propagations among components [36]. In a large-

scale system, there may be many subsystems connected together. A minor fault may

cause new faults in other components and even failure of the overall system. FTCS’s

in this scenario should consider not only the control performance in a local subsystem

but also fault propagation and overall reliability.
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4) The latest progresses were reported in an invited sessionat the Safeprocess con-

ference in 2006, which presented various methods of improving FTC analysis and

design through an integrated reliability index. For example, a reliability-based recon-

figuration strategy was developed in [37] according to an enumeration of finite system

structures; a reliability index for a hierarchic diagnostic system was proposed in [38]

from its functional description; Monte Carlo simulation technique was used in [39]

to design an FDI scheme with high reliability; a simulation study was presented in

[40] to quantify the performance of a wireless network on theeffects of loop closure

frequency and nodes’ storage capacity; a fault diagnosis system design was discussed

in [41] using reliability analysis techniques with application to a practical problem.

1.2.3 Scope of the thesis

Based on the motivation and existing results in the literature, this thesis intends to investi-

gate the following problems:

• How to define and to analyze the reliability of FTCS’s?

Reliability essentially provides a quantitative and probabilistic measure on the abil-

ity of a system to maintain functionality in the long run. It is particularly important for

FTCS’s when controlling safety-critical processes. But, control system dynamics are usu-

ally not considered in classical reliability analysis. This ignores important characteristics

of FTCS’s and cannot reflect true mission profiles of reliability with respect to control ob-

jectives. In addition, FTCS’s contain fault detection and control reconfiguration schemes.

These features need to be taken into account when defining andanalyzing reliability for

FTCS’s.

• How do dynamic control actions affect reliability? How to design controllers to satisfy

given reliability requirement?

Control action and reliability are on different time scales: One is usually in seconds

while the other in days, months, and years. Intuitively, these two concepts are related: Well-

designed controller maintains control system functionality, and therefore system can oper-

ate longer with improved reliability; in the opposite way, high reliability can be achieved

only when individual components such as sensors and actuators are reliable and control

system is well-designed for required control objectives. Many FTCS’s and reliable control

designs are performed based on this intuition, which assumes that reliability can be im-

proved when control objectives are maintained under fault occurrences. However, it is not
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clear how to quantify control effect on reliability. Designs based on intuitive assumption

without quantitative analysis may not be an effective solution. If a reliability model relating

controller and reliability is available, reliability-based controller design can be posed as an

optimization problem.

1.3 Thesis outline

This thesis has 5 chapters, and the logical sequence is shownin Figure 1.3.

Chapter 2

Reliability model

Chapter 3

Controller design I

Chapter 4

Controller design II

Chapter 5

Semi-Markov FDI

Chapter 6

Reliability monitoring

Figure 1.3: Logic sequence among main chapters.

In Chapter 2, a novel reliability index of FTCS’s and its evaluation method are pre-

sented. The index is defined based on control performance andhard deadline. A semi-

Markov process model is proposed to describe the operation of FTCS’s for reliability eval-

uation. Computed from the transition probabilities of the semi-Markov process, the reli-

ability index incorporates control objectives, performance degradation, hard deadline and

the effects of imperfect FDI, an index that gives a suitable quantitative measure of overall

performance.

In Chapter 3, a controller design method is discussed by considering random faults

and two categories of design objectives: stability requirement and the reliability index pre-

sented in Chapter 2. A parameterization procedure togetherwith a randomization-based

optimization method is developed to find a statistically optimal controller that can stabilize

the system and achieve the highest reliability.

In Chapter 4, a two-stage design scheme is developed to optimize MTTF, a long-term

reliability index: A gradient-based search is first carriedout on probabilisticH∞ perfor-

mance characteristics for MTTF requirement; a sequential randomized algorithm with a
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weighted violation function is then developed for controller design to satisfy the required

H∞ performance, and its convergence is guaranteed with probability 1. Two iterative algo-

rithms are carried out alternately to implement this scheme, and a controller can be designed

for MTTF requirement.

In Chapter 5, the semi-Markov description of FDI is proposed, which removes the re-

strictive memoryless assumption in Markov models and provides a general model for cyclic

FDI schemes. Furthermore, the reliability modeling of FTCS’s is extended to this case.

In Chapter 6, a reliability monitoring scheme is developed for active FTCS’s using

results presented in Chapter 2 and 5. The history data of FDI decisions is used to update

the transition characteristics of FDI and the reliability model.

The conclusions and future work are discussed in Chapter 7.
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Chapter 2

Reliability modeling and evaluation∗

2.1 Introduction

In order to meet high reliability requirement of safety-critical processes, major progress

has been made in FTCS’s [20, 28]. Existing work is mainly focused on restoring control

performance under faulty conditions. However, imperfect FDI results caused by modeling

uncertainties and disturbances may corrupt stability, performance, and therefore reliability

[6]. So it is necessary to verify the reliability requirement of FTCS’s, and quantitative reli-

ability analysis is mandatory for safety-critical and industrial systems [42, 43]. Moreover,

reliability evaluation is prerequisite to reliability-based controller design. For example, in

the reliability-based design of structural control, the key problem is to evaluate the failure

probability of control systems, a complementary reliability index [44]. For FTC, improv-

ing system reliability is considered to be the ultimate goal. Therefore, reliability evaluation

and reliability-based FTC design have become prominent andhave attracted much attention

from the control community. Motivated by these considerations, the main objective of this

chapter is to develop a reliability index and evaluation method for active FTCS’s.

To address the effects of imperfect FDI results, Markov models are used to study the

reliability evaluation problem for given FTCS. Although the Markov modeling of FDI may

be restrictive, the influence of FDI imperfectness is directly tackled in this model [6, 7, 15].

The proposed reliability index incorporates the dynamicalcharacteristics of FTCS’s: con-

trol objectives, performance degradation, hard deadline,and the effects of imperfect FDI

results. Based on the dynamical model of FTCS’s, degraded control objectives are set for

various fault scenarios, and reliability is defined as the probability of satisfying degraded

objectives, while temporal violation within hard deadlineis allowed. For reliability eval-

∗Results presented in this chapter has been submitted to theInternational Journal of Applied Mathematics
and Computer Science, revised and under review.
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uation purpose, a semi-Markov process is constructed to describe and to predict control

performance evolution due to fault occurrences and imperfect FDI results, and its transition

probabilities are computed to determine reliability.

The remainder of this chapter is organized as follows: A reliability index is defined

in Section 2.2; system model and assumptions are given in Section 2.3; a semi-Markov

reliability model is presented in Section 2.4; and an example is given in Section 2.5 followed

by conclusions in Section 2.6.

2.2 A reliability index

Definition 2.1 The reliability functionR(t) of FTCS’s is defined as the probability that,

during time interval[0, t], FTCS’s either satisfy presumed control objectives or violate them

only temporally for a short time no more than the presumed hard deadlineThd.

A reliability index is introduced in Definition 2.1 to reflectthe following dynamical

characteristics of FTCS’s:

• Control objectives. FTCS’s are said to be functional if theysatisfy given control

objectives. A scalar functionJ(t) is assumed to represent control performance at timet,

and small value indicates good performance. Assume that fault modes are finite, and the

performance upper bound for thei-th fault mode is denoted asJ imax. The control objective

is to maintainJ(t) ≤ J imax for each fault mode. More discussions are given in Section

2.3.2.

• Performance degradation. FTC deals with systems under various faulty conditions.

Degraded control objectives, described by different performance bounds under various fault

modes, are usually applied based on current fault mode and available system resources. For

example, the performance bound under certain fault is usually higher than that of fault-free

case.

• Hard deadline. Due to imperfect FDI results and control reconfigurations,J(t) may

exceedJ imax only temporally for a short time, which should be distinguished from a failure.

The hard deadline concept proposed in real-time system analysis is therefore used in Defi-

nition 2.1 [45]. It is assumed that if the violation time is greater than a particular limitThd,

the system is generally unable to return to functional states. In this sense,Thd is called the

hard deadline of FTCS’s.

Let ζ(t) represent the system fault mode att. According to Definition 2.1,R(t) is
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calculated as

R(t) = 1 − Pr{∃t1 ∈ [0, t], t− t1 > Thd, ∀τ ∈ [t1, t], J(τ) > J imax, i = ζ(τ)}. (2.1)

Remark 2.1 As an overall performance criterion of FTCS’s, the reliability functionR(t)

gives system survival probability for any operation periodup to timet. The plot of calcu-

latedR(t) can be deemed as a reliability prediction curve, which can beused to examine

long-term system reliability behavior during offline analysis.

The reliability evaluation problem is then reduced to developing an approach to calcu-

lateR(t). The main idea is to describe the evolution ofJ(t) using a semi-Markov process

and then to calculateR(t) by solving the transition probabilities of the process.

2.3 System modeling

2.3.1 Markov dynamical model

Consider the following nominal linear Markov dynamical model of FTCS’s [7, 15]:

M :

{

ẋ(t) = A(ζ(t),∆)x(t) +B(ζ(t),∆)u(η(t), t) + E(ζ(t),∆)w(t),

z(t) = C(ζ(t),∆)x(t) +D(ζ(t),∆)w(t) + F (ζ(t),∆)u(η(t), t),
(2.2)

wherex(t) ∈ R
n, u(η(t), t) ∈ R

m, w(t) ∈ R
h, andz(t) ∈ R

p denote system state, control

input, exogenous input, and controlled output respectively, andR
n denotes real vector space

with dimensionn. ζ(t) andη(t) are assumed to be two separate continuous-time Markov

processes.A,B,C,D,E, F , represent system matrices with compatible dimensions, in

which ζ(t) andη(t) represent fault and FDI modes respectively, and∆ represents a vector

of uncertain modeling parameters.

Based on probabilistic robustness analysis [46], modelinguncertainties∆ in (2.2) are

assumed to have known probability distributions in boundedsets without specific struc-

tures. For example, they can be uncertain matrices additiveto system matrices or uncertain

transfer functions multiplicative to the nominal model.

The system in (2.2) can be deemed as a hybrid dynamical systemincluding both contin-

uous state and discrete modes [6]: The discrete modes, also referred to as system regimes,

are represented byζ(t) and η(t) subjected to stochastic evolution, and the dynamics of

continuous-statex(t) is described by linear state space equations,M(ζ(t), η(t)), for the

corresponding system regimes.

ζ(t) is given as a homogeneous Markov process with finite state spaceS1 = {0, 1, · · · ,

N1} to describe system fault modes,N1 ∈ N. N denotes the set of nonnegative integers.
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The transition probability from modei to j, i, j ∈ S1, in the infinitesimal time interval of

δt is given by

ζ(t) : pij(δt) =

{

αijδt + o(δt), i 6= j,

1 − αiiδt + o(δt), i = j,

whereαij, αii ≥ 0 are the transition rates ofζ(t), ando(δt) denotes the high order in-

finitesimal.

η(t) is given as a conditionally Markov process with finite state spaceS2 = {0, 1, · · · , N2}

to describe FDI results,N2 ∈ N. Whenζ(t) = k, k ∈ S1, the transition probability from

modei to j, i, j ∈ S2, in δt is given by

η(t) : pkij(δt) =

{

βkijδt + o(δt), i 6= j,

1 − βkiiδt + o(δt), i = j,

whereβkij , β
k
ii ≥ 0 represent the transition rates ofη(t) given ζ(t) = k. These transition

rates compose the generator matrices ofζ(t) andη(t), denoted byHζ = [±αij ]N1×N1
and

Hk
η = [±βkij ]N2×N2

respectively, where negative sign is taken wheni = j.

2.3.2 Assumptions

The assumptions made in this chapter are explained as follows:

Assumption 2.1 For the fixed system regime modesζ(t) and η(t), (2.2) is reduced to a

linear system modelM(ζ(t), η(t)). Assume that the control performance ofM(ζ(t), η(t))

can be represented by a model-based static performance measureµ(·).

The term “static” means thatµ(·) depends on system model only, but not on system state

trajectoryx(t) or output responsey(t). Essentially, this model-based static performance

represents an average measure on how the system behaves in a particular regime. This

assumption is made mainly because of the fact that a reliability index usually concerns

long-term and average behavior. Average performance measure is therefore more suitable

for reliability analysis. For example,µ(·) can be defined as‖Gzw(ζ(t), η(t), s)‖, the system

norm of the transfer function fromw to z of the regime model, such asH∞ andH2 norms.

With the development of robust and optimal control, system norms represent a widely-

used static model-based index and have become a standard performance criterion. They

can be used to describe general control objectives including trajectory tracking, disturbance

attenuation, model matching, output variance when considering Gaussian disturbance, etc.

As a practical example,H∞ norm is used in [47] to describe a handling quality control

problem in an aircraft.
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Some objectives depending on system state can be converted into model-based objec-

tives, such as the guaranteed cost control [48]. But in general, time-varying control ob-

jectives depending on system state can not be represented byµ(·). For example, if the

time-varying control objectives are to maintain the systemstate trajectory within a safety

region under a Gaussian noise disturbance,µ(·) is not applicable, and the methods pre-

sented in [44] can be used instead to estimate the probabilistic performance for reliability

evaluation.

The performance valueJ(t) is calculated asµ(M(ζ(t), η(t))). Based on Assumption

2.1, it is a constant for fixedζ(t) andη(t). By abuse of notation, we useJ(ζ(t), η(t)) ,

µ(M(ζ(t), η(t))) to denote the dependence of this performance value on systemregimes.

Assumption 2.2 The probability distribution ofη(t) can be approximated by its stationary

distribution.

This assumption is a result of the limiting probability theory of Markov processes [25].

Considering the meanings ofζ(t) andη(t), the transition rates ofη(t) represent how fast

FDI modes change for a particular fault mode while those ofζ(t) describe how frequent

faults occur. As fault occurrences are often rare in practice, the transition rates ofζ(t) are

usually in a smaller order than those ofη(t). So the time for FDI to approach its stationary

distribution is much shorter than the mean time of fault occurrences, and this assumption is

therefore made though some approximation errors may be introduced.

2.4 A semi-Markov process model for reliability evaluation

A semi-Markov process, denoted asXR(t), is used as an intermediate model between

FTCS’s and the reliability index - it is constructed based onprobabilistic parameters ob-

tained from the dynamical model (2.2), and its transition probabilities are used to compute

the reliability indexR(t) in (2.1).

2.4.1 State definitions

Two state transition diagrams are shown in Figure 2.1, whereFigure 2.1.(a) is for the case

of two fault modes{0, 1}, and Figure 2.1.(b) four fault modes{0, 1, 2, 3} (in which the

self-transitions of each state are not shown for the sake of clarity). XR(t) has five states in

Figure 2.1.(a), denoted bySr = {0N, 0F, 1N, 1F, F}, and nine states in Figure 2.1.(b): ‘F’

represents the unique absorbing failure state, and functional states are represented by a pair

with a number and a letter in the subscript. The number represents fault mode, the letter
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‘N’ indicates satisfactory performance, and ‘F’ unsatisfactory performance but within the

hard deadline. Fori ∈ S1, iN andiF are defined as

iN : {ζ(t) = i, J(i, η(t)) ≤ J imax}, iF : {ζ(t) = i, J(i, η(t)) > J imax, τ ≤ Thd)},

(2.3)

whereτ denotes the sojourn time atiF. Each state ofXR(t) indicates fault mode and

whether or not the control objective is satisfied. By studying the state transitions ofXR(t),

performance evolution and reliability can be analyzed.

F

F

Functional states

Nonfunctional

state

N0
F1

N1
F0

N1

N0

F1

F2

F3

N2

N3

(a) (b)

F0

Figure 2.1: State transition diagram ofXR(t): (a) two fault modes; (b) four fault modes.

2.4.2 Probabilistic parameters

Considering modeling uncertainties, control performancecan be given in terms of a classi-

cal worst-case measure for robustness but it may lead to a conservative result. In contrast,

probabilistic robustness analysis assumes a probability distribution of parametric uncer-

tainties and evaluates the probability of satisfying a specific performance using randomized

algorithms [46]. This alternative criterion has clear meaning in practice where the required

performance objectives are always associated with certainminimum probability levels [49].

Following this idea, the following parameter is defined:

Definition 2.2 For a particular fault mode and FDI mode, the probability that the system

is functional is defined as

γij , Pr{J(ζ(t), η(t)) ≤ J imax|ζ(t) = i, η(t) = j}

= Pr{J(i, j) ≤ J imax}

= Pr{µ(M(i, j)) ≤ J imax}, (2.4)

wherei ∈ S1, j ∈ S2.
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γij is the probabilistic performance when the fault mode isi and FDI mode isj. Based

on Assumption 2.1,γij can be estimated using randomized algorithm given by [46].

Remark 2.2 γij is a key parameter connecting the control performance of a particular sys-

tem regime and the reliability of FTCS’s. It demonstrates the influence of system dynamics

and controllers on the reliability indexR(t).

Definition 2.3 For a particular fault mode, the stationary distribution ofthe FDI mode is

defined as

πij , lim
t→∞

Pr{η(t) = j|ζ(t) = i}, i ∈ S1, j ∈ S2.

πij can be calculated based on the generator matrix ofη(t) whenζ(t) = i [25]. Based on

Assumption 2.2,πij is used to approximate the following probability:

Pr{η(t) = j|ζ(t) = i} ≈ πij, i ∈ S1, j ∈ S2. (2.5)

Remark 2.3 πij reflects the detection precision of FDI. In the ideal case of perfect FDI

detection,πij = 0 wheni 6= j andπii = 1. So this parameter gives a probabilistic measure

on FDI imperfectness.

Definition 2.4 GivenXR(t) = iN, i ∈ S1, the stationary probability that the FDI process

equals a specific mode is defined as

wij , lim
t→∞

Pr{η(t) = j|XR(t) = iN}, i ∈ S1, j ∈ S2.

wij can be computed based on the Bayes’ formula as shown below in the example ofw0
0 in

the case ofS2 = {0, 1}. If γ00 andγ01 are not equal to zero simultaneously, then

w0
0 = lim

t→∞
Pr{η(t) = 0|XR(t) = 0N} = lim

t→∞
Pr{η(t) = 0|ζ(t) = 0, J(0, η(t)) ≤ J0

max}

= lim
t→∞

Pr{J(t) ≤ J0
max|η(t) = 0, ζ(t) = 0}Pr{η(t) = 0, ζ(t) = 0}

∑

k∈S2
Pr{J(t) ≤ J0

max|η(t) = k, ζ(t) = 0}Pr{η(t) = k, ζ(t) = 0}

= lim
t→∞

Pr{J(0, η(t)) ≤ J0
max|η(t) = 0}Pr{η(t) = 0|ζ(t) = 0}Pr{ζ(t) = 0}

∑

k∈S2
Pr{J(0, η(t)) ≤ J0

max|η(t) = k}Pr{η(t) = k|ζ(t) = 0}Pr{ζ(t) = 0}

= lim
t→∞

Pr{J(t) ≤ J0
max|η(t) = 0, ζ(t) = 0}Pr{η(t) = 0|ζ(t) = 0}

∑

k∈S2
Pr{J(t) ≤ J0

max|η(t) = k, ζ(t) = 0}Pr{η(t) = k|ζ(t) = 0}

=
Pr{J(0, 0) ≤ J0

max} limt→∞ Pr{η(t) = 0|ζ(t) = 0}
∑

k∈S2
Pr{J(0, k) ≤ J0

max} limt→∞ Pr{η(t) = k|ζ(t) = 0}

=
γ00π

0
0

γ00π
0
0 + γ01π

0
1

. (2.6)

Considering that all cases ofη(t) = k form a partition of event space,k ∈ S2, Bayes’s

formula is used in the second line of the above derivations, where the conditional probability

17



is converted to known mariginal and other conditional probabilities. If γ00 = γ01 = 0, w00

is defined asπ0
0 . The calculation procedures are similar for other values ofi andj.

Definition 2.5 GivenXR(t) = iF, i ∈ S1, the stationary probability that the FDI process

equals a specific mode is defined as

vij , lim
t→∞

Pr{η(t) = j|XR(t) = iF}, i ∈ S1, j ∈ S2.

vij can be calculated in a similar way aswij .

Based on Assumption 2.2 and (2.5),wij andvij are used to approximate the following

probabilities:

Pr{η(t) = j|XR(t) = iN} ≈ wij, Pr{η(t) = j|XR(t) = iF} ≈ vij , i ∈ S1, j ∈ S2.

(2.7)

Remark 2.4 wij andvij are probabilistic estimates of FDI modes given the states ofXR(t),

and determined by the control performance of each system regime and FDI imperfectness

parameters, represented byγij andπij respectively.

2.4.3 The semi-Markov kernel

The associated Markov-renewal process ofXR(t) is denoted by(Yn, Tn, n ∈ N). Yn

denotes the so-called embedded Markov chain, which gives the state sequence visited by

XR(t) consecutively, andTn the transition time. The semi-Markov kernel ofXR(t) is

denoted by a matrix functionQ, and its element gives one-step transition probability. For

example,Q(iN, jN, t) is defined in the following equation,iN, jN ∈ Sr, t ∈ R, t ≥ 0:

Q(iN, jN, t) , Pr{Yn+1 = jN, Tn+1 − Tn ≤ t|Yn = iN},

the probability of transiting fromiN to jN in one step with sojourn timeTn+1 − Tn no

greater thant [25].

According to Assumption 2.1, the state transitions ofXR(t) are triggered by the mode

changes ofζ(t) or η(t), implying that faults, FDI decisions, and controller reconfigurations

have major effects on system performance and reliability. Hence the semi-Markov kernel

Q is essential for reliability evaluation. By taking the transition ofXR(t) from 0N in Figure

2.1.(a) as an example, the main steps of calculatingQ are listed as follows and illustrated

in Figure 2.2.
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1) The FDI modeη(t) before transition is estimated usingwij or vij based on the state of

XR(t).

2) Competition betweenζ(t) andη(t). The process that jumps first determines possible

transitional destination states. For example, ifζ(t) jumps beforeη(t), the destination

state is1N or 1F; otherwise,0N or 0F. This competition probability can be calculated

using a property of exponential distributions.

3) The probability of satisfying control objectives at destination states is calculated by

usingγij .

4) By combining previous steps, the transition probabilityis calculated using the total

probability formula.

Current state 

X
R
(t) = N0

(t) = 0 known 

 Estimate (t)

based on 0

0w , 0

1w

Competition: 

(t) vs. (t)

(t) jumps first: 

N1  or F1

(t) jumps first:

N0  or F0

Transitional 

destination states 

Pr{J(0, )(t ) J
1

max }

based on 10, 11.

N1

Pr{ J(0, )(t ) >J
1

max }

based on  1- 10, 1- 11.

Pr{ J(0, )(t ) J
0

max }

based on 00, 01.

Pr{ J(0, )(t ) >J
0

max }

based on  1- 00, 1- 01.

F1

F0

N0

Figure 2.2: Calculation procedure of the semi-Markov kernel.

The property of exponential distributions mentioned in step 2) is given as follows:

Let X1, · · · ,Xn be independent random variables, withXi following an exponential

distribution with parameterλi, i = 1 ∼ n. Then the distribution ofmin(X1, · · · ,Xn) is

still exponentially distributed with parameter(λ1 + · · · + λn), and the probability ofXi

being the minimum isλi/(λ1 + · · · + λn), i = 1 ∼ n.

For example, supposeζ(t) = 0 and η(t) = 0 before transition. Letτζ denote the

sojourn time ofζ(t), andτη the sojourn time ofη(t). Because of Markov process theory,τζ

andτη are exponentially distributed with parameters given in thegenerator matrix:

Pr{τζ ≤ t} = 1 − e−α00t, Pr{τη ≤ t} = 1 − e−β
0
00
t.

Based on the above property,

Pr{min(τζ , τη) ≤ t} = 1 − e−(α00+β0
00

)t,
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Pr{τζ < τη} =
α00

α00 + β0
00

,

Pr{τη < τζ} =
β0

00

α00 + β0
00

.

The eventτζ < τη corresponds toζ(t) transits beforeη(t), andτη < τζ meansη(t) transits

first. This event appears to be a competition between two processes, and therefore the term

competition probability is used. The above three probabilities determine the competition

result and are used in calculating transition probabilities to different destination states, as

shown in (5.18) in the proof of Theorem 2.1.

Following the similar idea shown in Figure 2.2, the general results on calculating semi-

Markov kernel are given as follows:

Theorem 2.1 The semi-Markov kernel ofXR(t) can be calculated by the following equa-

tions:

Q(iN, jN, t) =



















∑

k∈S2

wik
∑

l∈S2\k

βikl
αii + βikk

(1 − e−(αii+βi
kk

)t)γil, j = i,

∑

k∈S2

wik
αij

αii + βikk
(1 − e−(αii+βi

kk
)t)γjk, j ∈ S1\i,

(2.8)

Q(iN, jF, t) =



















∑

k∈S2

wik
∑

l∈S2\k

βikl
αii + βikk

(1 − e−(αii+β
i
kk

)t)(1 − γil), j = i,

∑

k∈S2

wik
αij

αii + βikk
(1 − e−(αii+β

i
kk

)t)(1 − γjk), j ∈ S1\i,
(2.9)

Q(iF, jN, t) =



















∑

k∈S2

vik
∑

l∈S2\k

βikl
αii + βikk

(1 − e−(αii+βi
kk

)min(t,Thd))γil, j = i,

∑

k∈S2

vik
αij

αii + βikk
(1 − e−(αii+βi

kk
)min(t,Thd))γjk, j ∈ S1\i,

(2.10)

Q(iF, jF, t) =



















∑

k∈S2

vik
∑

l∈S2\k

βikl
αii + βikk

(1 − e−(αii+βi
kk

)min(t,Thd))(1 − γil), j = i,

∑

k∈S2

vik
αij

αii + βikk
(1 − e−(αii+β

i
kk

)min(t,Thd))(1 − γjk), j ∈ S1\i,
(2.11)

Q(iF, F, t) = 1{t>Thd}(1 −
∑

j∈S1

(Q(iF, jN, Thd) +Q(iF, jF, Thd))), (2.12)

Q(F, F, t) = 1, Q(F, jN, t) = Q(F, jF, t) = 0, j ∈ S1, (2.13)

wheret > 0, i, j ∈ S1, S2\k , {a|a ∈ S2, a 6= k}, andS1\i , {b|b ∈ S1, b 6= i}.

S1, S2, andSr denote the state spaces ofζ(t), η(t), andXR(t) respectively. The indicator

function1{t>Thd} = 1 if t > Thd; otherwise,1{t>Thd} = 0.
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Proof: By applying the total probability formula and conditioningthe probability on

FDI modes, the first case of (2.8) can be decomposed into threeparts as shown in the fol-

lowing equation, where(Yn, Tn) denotes the associated Markov renewal process ofXR(t):

Q(iN, iN, t) , Pr{Yn+1 = iN, Tn+1 − Tn ≤ t|Yn = iN}

=
∑

k∈S2

Pr{η(Tn) = k|Yn = iN}Pr{Yn+1 = iN, Tn+1 − Tn ≤ t|Yn = iN, η(Tn) = k}

=
∑

k∈S2

Pr{η(Tn) = k|Yn = iN}Pr{J(i, η(Tn+1)) ≤ J imax, ζ(Tn+1) = i,

Tn+1 − Tn ≤ t|Yn = iN, η(Tn) = k}

=
∑

k∈S2

Pr{η(Tn) = k|Yn = iN}
∑

l∈S2\k

Pr{ζ(Tn+1) = i, η(Tn+1) = l,

Tn+1 − Tn ≤ t|Yn = iN, η(Tn) = k}Pr{J(i, η(Tn+1)) ≤ J imax|ζ(Tn+1) = i,

η(Tn+1) = l, Tn+1 − Tn ≤ t, Yn = iN, η(Tn) = k}

=
∑

k∈S2

Pr{η(Tn) = k|Yn = iN}
∑

l∈S2\k

Pr{ζ(Tn+1) = i, η(Tn+1) = l,

Tn+1 − Tn ≤ t|ζ(Tn) = i, η(Tn) = k}Pr{J(i, l) ≤ J imax}. (2.14)

The first and last terms in (2.14) can be approximated by the corresponding stationary

probabilities:

Pr{η(Tn) = k|Yn = iN} ≈ wik, Pr{J(i, l) ≤ J imax} ≈ γil. (2.15)

The second term in (2.14) is equal to the competition probability:

Pr{ζ(Tn+1) = i, η(Tn+1) = l, Tn+1 − Tn ≤ t|ζ(Tn) = i, η(Tn) = k}

=
βikl

αii + βikk
(1 − e−(αii+βi

kk
)t). (2.16)

Substitute (2.15)-(2.16) to (2.14), and the first case of (2.8) follows. The second case of

(2.8) can be proved in similar procedure considering that the mode ofζ(t) changes instead
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and the derivation is given as follows:

Q(iN, jN, t) , Pr{Yn+1 = jN, Tn+1 − Tn ≤ t|Yn = iN}

=
∑

k∈S2

Pr{η(Tn) = k|Yn = iN}Pr{J(j, η(Tn+1)) ≤ Jjmax, ζ(Tn+1) = j,

Tn+1 − Tn ≤ t|Yn = iN, η(Tn) = k}

=
∑

k∈S2

Pr{η(Tn) = k|Yn = iN}Pr{ζ(Tn+1) = j, η(Tn+1) = k,

Tn+1 − Tn ≤ t|Yn = iN, η(Tn) = k}Pr{J(j, η(Tn+1)) ≤ Jjmax|ζ(Tn+1) = j,

η(Tn+1) = k, Tn+1 − Tn ≤ t, Yn = iN, η(Tn) = k}

=
∑

k∈S2

Pr{η(Tn) = k|Yn = iN}Pr{ζ(Tn+1) = j, η(Tn+1) = k,

Tn+1 − Tn ≤ t|ζ(Tn) = iN, η(Tn) = k}Pr{J(j, k) ≤ Jjmax}

=
∑

k∈S2

wik
αij

αii + βikk
(1 − e−(αii+β

i
kk

)t)γjk, j ∈ S1\i. (2.17)

The proof of (2.9) is similar and the details are omitted.

For (2.10)-(2.12),XR(t) transits fromiF, and these probabilities depend onThd. If

t ≤ Thd, they can be calculated in a similar way as that ofiN; if t > Thd, Q(iF, jN, t) and

Q(iF, jF, t) maintain the constant values ofQ(iF, jN, Thd) andQ(iF, jF, Thd) respectively

while XR(t) transits to F. Therefore, (2.10)-(2.11) have similar expressions as (2.8)-(2.9)

with t replaced by min(t, Thd) [50]. Q(iF, F, t) becomes nonzero only ift > Thd, and it is

complementary to the transition probability fromiF to other states withinThd. The indicator

function1{t>Thd} describes this behavior, and (2.12) follows. (2.13) is obvious considering

that F is absorbing.�

In the above derivation, each element of semi-Markov kernelis decomposed into three

parts: FDI mode estimation, competition probability, and probabilistic performance estima-

tion, and each part can be approximated or calculated using the probabilistic parameters.

The effects of hard deadline are described by min(t, Thd) and1{t>Thd}.

Once the semi-Markov kernel is established,R(t) and other reliability criteria, such as

Mean Time To Failure (MTTF), are readily computed [27]. Considering that the state F is

absorbing, if the initial state is0N, the reliability functionR(t) = 1 − P (0N, F, t), where

the transition probability function from0N to F is denoted byP (0N, F, t) , Pr{XR(t) =

F|X(0) = 0N}. Compared withQ(0N, F, t), P (0N, F, t) may involve multiple transitions

butQ(0N, F, t) is for one transition only.

The main procedure of evaluating reliability for FTCS’s is summarized as follows:
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1) Given the Markov model (2.2) of FTCS’s, the states ofXR(t) are defined as in Sec-

tion 2.4.1 to reflect degraded control performance under each fault mode.

2) Continuous-state dynamics analysis. For fixedζ(t) andη(t), the system in (2.2) is

reduced toM(ζ(t), η(t)), and the robust control performance of this regime model

under probabilistic uncertainties is represented by a probabilistic parameterγij in

Definition 2.4.

3) Discrete-mode dynamics analysis. FDI imperfectness andits relations with the states

of XR(t) are described by the probabilistic parameters in Definition2.3 through 2.5.

4) The continuous-state and discrete-mode dynamics are combined to construct the

semi-Markov kernel ofXR(t) using Theorem 2.1, andR(t) is calculated by solv-

ing the transition probabilities ofXR(t).

2.5 An illustrative example

A control problem of F-14 aircraft was presented in [47], andalso used as a demonstration

example in MATLABr Robust Control Toolbox1. This problem considers the design of

a lateral-directional axis controller during powered approach to a carrier landing with two

command inputs from the pilot: lateral stick and rudder pedal. At an angle-of-attack of

10.5 degree and airspeed of 140 knots, the nominal linearized F-14 model has four states:

lateral velocity, yaw rate, roll rate, and roll angle, denoted byv, r, p, andφ respectively;

two control inputs, differential stabilizer deflection andrudder deflection, denoted byδdstab

andδrud respectively; and four outputs: roll rate, yaw rate, lateral acceleration, and side-slip

angle, denoted byp, r, yac, andβ respectively. These variables are related by the following

state-space equations:

ẋF14 = AF14xF14 +BF14uF14, yF14 = CF14xF14 +DF14uF14,

wherexF14 = [v r p φ]T , uF14 = [δdstabδrud]
T , yF14 = [β p r yac]

T , and

AF14 =









−0.1160 −227.2806 43.0223 31.6347
0.0027 −0.2590 −0.1445 0
−0.0211 0.6703 −1.3649 0

0 0.1853 1.0000 0









, BF14 =









0.0622 0.1013
−0.0053 −0.0112
−0.0467 0.0036

0 0









.

1MATLAB and Robust Control Toolbox are the trademarks of The MathWorks, Inc.
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CF14 =









0.2469 0 0 0
0 0 57.2958 0
0 57.2958 0 0

−0.0028 −0.0079 0.0511 0









, DF14 =









0 0
0 0
0 0

0.0029 0.0023









.

The control objectives are to have handling quality (HQ) responses from lateral stick

to roll ratep and from rudder pedal to side-slip angleβ match the first- and second-order

responses respectively:5 2
s+2 and−2.5 1.252

s+2.5s+1.252 .
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Figure 2.3: Control design diagram for F-14 lateral axis.

The system block diagram is shown in Figure 2.3, where F-14nom represents the nominal

linearized F-14 model, andAS andAR actuator models.ep andeβ represent the weighted

model matching errors. Actuator energy is described byeact, and noise is added to the

measured output after anti-aliasing filters.∆G andWin represent the multiplicative uncer-

tainty and its weighting function respectively. The transfer function∆G is assumed to be

stable and unknown, except for being uniformly distributedwithin the norm-bounded set

of ‖∆G‖∞ ≤ 1. Note that this uncertainty description cannot be represented by uncer-

tainty matrix∆ in (2.2); however, the estimation ofγij can still be estimated by generating

random samples of∆G, and the reliability analysis follows identical procedures.

By incorporating performance weighting functions,Wact, Wn,Wp, andWβ, a general-

ized plant with 26th order can be constructed from Figure 2.3, corresponding to the nominal

fault-free regime modelM(ζ(t), η(t)) in (2.2) forζ(t) = η(t) = 0. The control objectives
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are converted to closed-loopH∞ norm, ‖Gzw(ζ(t), η(t), s)‖∞, wherew is the vector of

lateral stick and rudder pedal, andz = [eTp e
T
β e

T
act]

T . An H∞ controllerK0(s) is designed

for the nominal fault-free model, which achievesH∞ norm of 0.6671. For brevity, the pa-

rameters of the generalized plant and controller are not given here. See [47] for the details

of design procedure.

Consider two fault scenarios that the effectiveness of two actuators are reduced by half

respectively, denoted byBf1
F14 = BF14

[

0.5 0
0 1

]

andBf2
F14 = BF14

[

1 0
0 0.5

]

, whereBf1
F14

andBf2
F14 denote the values ofBF14 under faults.

Following similar procedure as the fault-free mode, the generalized plants under faults

can be derived, corresponding to the faulty regime models in(2.2). And other two con-

trollers,K1(s) andK2(s), are designed accordingly for the plant under two actuator faults

respectively, which achieveH∞ norms of 1.0558 and 0.7021 respectively.

The performance evaluation function is defined as

J(ζ(t), η(t)) = µ(M(ζ(t), η(t)) =

{

1, internally unstable att,
‖Gzw(ζ(t),η(t),s)‖∞

1+‖Gzw(ζ(t),η(t),s)‖∞
, internally stable att,

andJ0
max = 0.5455, J1

max = J2
max = 0.6000. Note that performance degradation has been

considered sinceJ1
max andJ2

max are greater thanJ0
max. The hard deadlineThd is assumed to

be 1 minute.

ζ(t) andη(t) are taking values fromS1 = S2 = {0, 1, 2} in which the three modes

denote fault-free mode and the loss of effectiveness in the first and second actuator respec-

tively. The generator matrices of these Markov processes are given as follows to describe

fault occurrences and FDI results:

Hζ =





−0.003 0.001 0.002
0 0 0
0 0 0



 , H0
η =





−0.02 0.01 0.01
2 −2.01 0.01
2 0.01 −2.01



 ,

H1
η =





−2.01 2 0.01
0.01 −0.02 0.01
0.01 2 −2.01



 , H2
η =





−2.01 0.01 2
0.01 −2.01 2
0.01 0.01 −0.02



 .

The time unit of transition rates is selected as minute. According toHζ , the mean occur-

rence time is 1000 minutes for the first fault mode and 500 minutes for the second fault,

and both fault modes are absorbing. For FDI modes, accordingto the first row ofH0
η , when

the aircraft is in fault-free mode, the mean time of false alarms is 100 minutes; and accord-

ing to its second row, the mean time to return to correct detection after a false alarm is 0.5

minutes.H1
η andH2

η can be interpreted similarly.
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Following the definitions given in Section 2.4.2, four probabilistic parameters are cal-

culated as follows:

γ ,





γ00 γ01 γ02

γ10 γ11 γ12

γ20 γ21 γ22



 =





0.8600 0 0
0 0.7000 0
0 0 0.9600



 ,

π ,





π0
0 π0

1 π0
2

π1
0 π1

1 π1
2

π2
0 π2

1 π2
2



 =





0.9901 0.0050 0.0050
0.0050 0.9901 0.0050
0.0050 0.0050 0.9901



 ,

w ,





w0
0 w0

1 w0
2

w1
0 w1

1 w1
2

w2
0 w2

1 w2
2



 =





1 0 0
0 1 0
0 0 1



 , v ,





v0
0 v0

1 v0
2

v1
0 v1

1 v1
2

v2
0 v2

1 v2
2



 =





0.9333 0.0333 0.0333
0.0161 0.9677 0.0161
0.1000 0.1000 0.8000



 .

γ is calculated based on the closed-loop plant regime models of this F-14 aircraft andH∞

norm objective by using a randomized algorithm and taking the random samples of∆G

within its bounded set (Tempoet al., 1998). According toγ, the probability of satisfying

the bounds ofH∞ norm under each mode is 0.86, 0.7, and 0.9 respectively if FDIgives

correct detection. According toπ, the stationary probability of correct detection is 0.9901.

According tow, when the bounds ofH∞ norm are satisfied, the probability that the FDI

gives correct detection are 1, but FDI may have given wrong estimates of fault modes when

the bounds ofH∞ norm are not satisfied according tov.

The state space ofXR(t) contains 7 states for this system:Sr = {0N, 0F, 1N, 1F, 2N, 2F,

F}. With the above probabilistic parameters calculated from the F-14 aircraft model, the

semi-Markov kernel ofXR(t) for reliability evaluation is obtained by following the proce-

dure in Section 2.4.3. The transition probabilities and reliability curve are then calculated

as shown in Figure 2.4. Each transition probability curve inFigure 2.4 gives the probability

thatXR(t) is in each state att starting from the initial state0N. From the curves of reliabil-

ity and the transition probability to state F, it is clear that system failure probability remains

at 0 withinThd, a finding consistent with our reliability definition as temporal violation of

control objectives is not deemed as a failure. We also findP (0N, 2N, t) is much larger than

P (0N, 1N, t), a finding consistent withHζ(1, 3) > Hζ(1, 2) andγ22 > γ11.

According to Figure 2.4, the probability of transiting to state0F is much higher than

those to1F and2F. SoXR(t) transits to F mainly from0F. This implies that the false alarm

of FDI at the fault-free mode is more likely the reason for system failure than fault occur-

rences themselves, a finding useful for system reliability improvement. To verify this find-

ing, the false alarm rates forζ(t) = 0 is reduced by half by settingH0
η (1, 2) = H0

η (1, 3) =

0.005 andH0
η (1, 1) = −0.01. The transition probability and reliability curves for thesys-

tem after reducing false alarms are shown in Figure 2.5. As weexpected,P (0N, 0F, t)
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Figure 2.4: Transition probability and reliability function.

is reduced, andR(t) is improved. We may also calculate and compare the MTTF of both

cases: the MTTF of the system before reducing FDI false alarms is 47.3415 minutes while

the MTTF after reducing false alarms is 80.9144 minutes.

On the other hand, the sensitivity of reliability index withrespect to control performance

can also be demonstrated. Let probabilistic parameters be improved toγ00 = γ11 = γ22 =

0.99. Based on the definitions ofiN in (5.4) andγij in (2.4), we expect increases in transition

probabilities toiN, i ∈ S1. The transition probability and reliability curves for FTCS’s

with improved control performance are shown in Figure 2.6. Compared with Figure 2.4,

P (0N, 0N, t), P (0N, 1N, t), andP (0N, 2N, t) are clearly improved. As a result, the

reliability curve is also improved and MTTF increases to 76.7722 minutes compared to the

original MTTF of 47.3415 minutes. So the transition probability of XR(t) can not only give

reliability evaluation but also help to find out the effective solution to improve reliability.

2.6 Conclusions

A reliability evaluation approach for active FTCS’s is presented in this chapter. The in-

dex reflects the characteristics of FTCS’s, including a model-based control performance
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Figure 2.5: Transition probability and reliability function with improved FDI scheme.

and hard deadline concept. The semi-Markov model is constructed based four probabilistic

parameters, and reliability can be thereby calculated. Thetransition probabilities and reli-

ability function provide valuable information on the long-term safety behavior of FTCS’s.

Moreover, the effects of FDI and control performance on reliability are demonstrated in an

illustrative example. With this reliability index and modeling method available, reliability-

based controller can be designed to optimize overall systemreliability.
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Figure 2.6: Transition probability and reliability function with improved controller.
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Chapter 3

Probabilistic controller design via
stabilizing controller
parameterization∗

3.1 Introduction

This chapter addresses the design of FTCS’s in the followingconfiguration: Consider a

plant with a finite set of fault modesS1, andG = {Gi : i ∈ S1} represents the set of

dynamical plant models under various fault modes. The evolution of these modes can be

represented by a Markov process. Usually fault mode is not directly known to controller,

and an FDI scheme is used to generate estimates from a finite set S2. But FDI modes

may deviate from true fault modes with an error probability,so another Markov process is

adopted to represent FDI modes. The reconfigurable controller denoted byK = {Kj : j ∈

S2} is assumed to have a switching structure, andKj is engaged for the plant when the FDI

is in modej.

This stochastic FTC model is preferable to deterministic ones when considering a prob-

abilistic performance criterion. In contrast to the assumption of known regime or fault

modes in regular Jump Linear Systems (JLS’s), this model assumes unknown fault modes

and uses an additional Markov process to represent its estimate, the FDI mode. If FDI

scheme gives a wrong detection modej, Kj may be used for plant modelGi, i 6= j, even

thoughKj is originally designed forGj . As a result of this difference, the design of FTCS’s

is more challenging, and many existing methods for JLS’s cannot be directly applied, e.g.,

[51, 52, 53, 54]. The related problem in JLS’s to this FTC configuration is the partial

observation problem [55], which used conditional probability as the estimation precision

∗Originally published as: Hongbin Li and Qing Zhao, “ Probabilistic Design of Fault Tolerant Control via
Parameterization”,Circuits, Systems, and Signal Processing, vol. 26, no. 3, pp. 325-351, 2007.
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of regime modes but estimation delay cannot be described. Inthe literature of FTCS’s,

Mariton studied the effects of this FDI imperfection including detection delay on system

stability [6]; Srichander and Walker developed the conditions for exponential mean-square

stability [15]; and much of the latest work was also based on this model, such as output

feedback stabilization [56],H2 control [57], and theH∞ control of a sampled-data system

[58]. However, these results considered control objectives only, and system reliability index

was not discussed.

In our problem, in addition to stability requirement, another design objectiveψ(K) of

closed-loop system is evaluated for each controllerK via a numerical method. The de-

sign goal is to find the optimal controllerK∗ that can optimizeψ(K) subject to stability

constraint. The motivation is to design FTCS’s based on the reliability index presented in

Chapter 2, which is evaluated based on a semi-Markov model. Owing to the numerical pro-

cedures of building and solving stochastic reliability models, reliability criteria cannot be

written as analytical functions ofK in general. To overcome this difficulty, stabilizing con-

troller parameterization and randomization-based optimization algorithms are proposed for

FTCS’s in this chapter to find the statistically optimal controller with the highest reliability.

Controller parameterization plays an important role in systems and control theory, which

can facilitate the design of optimal controller by using Linear Matrix Inequalities (LMI’s) or

other classical optimization techniques. For linear systems, many parameterization results

have been reported, such as Youla parameterization [59],H∞ controller parameterization

by Riccati equations and by LMI’s [60, 61, 62], covariance controller parameterization

[63, 64], and stabilizing controller parameterization using quadratic Lyapunov functions

[65]. However, to the best of authors’ knowledge, no controller parameterization result has

been reported for FTCS’s.

Classical optimization techniques and LMI methods usuallyrequire objective function

ψ(·) and parameterization expression to be affine with respect tofree parameters [66]. How-

ever, in our problem, even the analytical expression ofψ(·) is not available, and a numerical

method has to be used to calculateψ(·). In this case, some statistical methods, such as the

randomized algorithms, are useful to perform the design [67, 46, 54].

To recapitulate, this chapter presents a parameterizationresult of stabilizing controllers

for stochastic FTCS’s and a randomization-based optimization method to search for the sta-

tistically optimal controller with respect to a numerical design objective, e.g., a reliability

criterion. The remainder of this chapter is organized as follows: Section 3.2 states sys-

tem model and problem formulation; Section 3.3 provides some mathematical preliminar-
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ies; Sections 3.4 through 3.7 present the main results: stabilization conditions, controller

parameterization, the analysis of stabilizing controllerset, and the synthesis of generator

matrices; and an example is given in Section 3.8 followed by conclusions in Section 3.9.

3.2 Problem formulation

The general Markov dynamical model of FTCS’s is given by 2.2 in Chapter 2. When consid-

ering internal stability, it can be reduced to the followingequation by removing exogenous

input and output equations:

ẋ(t) = A(ζ(t),∆)x(t) +B(ζ(t),∆)u(η(t), t), (3.1)

wherex(t) ∈ R
n and u(η(t), t) ∈ R

m denote system state and control input respec-

tively, andA(ζ(t),∆) andB(ζ(t),∆) system matrices with appropriate dimensions. (3.1)

represent a set of linear dynamical modelsG = {Gi : i ∈ S1}, whereGi denotes

the dynamical model whenζ(t) = i. ζ(t) and η(t) are assumed to be two separate

continuous-time Markov processes with finite state spacesS1 = {0, 1, 2, · · · , N1} and

S2 = {0, 1, 2, · · · , N2} to represent system faults and FDI results respectively. Detailed

descriptions have been provided in Chapter 2 and are omittedhere for brevity.

The closed-loop system structure is shown in Figure 3.1. Here we consider static state-

feedback controller,u(η(t), t) = K(η(t))x(t). For simplicity, we writeuj(t) = Kjx(t)

for η(t) = j ∈ S2. The controller is composed of a set of static gains, denotedby K =

{K0,K1, · · · ,KN2
}. Whenη(t) indicates fault modei, Ki is in use. In practice, it is

impossible to have a “perfect” FDI that always instantaneously indicates the correct fault

mode. Hence, there may be mismatch betweenη(t) andζ(t). In this case, findingK to

achieve nominal closed-loop stability (when∆ = 0) is the first concern in the design of

FTCS’s.

Remark 3.1 The interaction betweenζ(t) andη(t) causes the major difficulty in the stabi-

lizing design of FTCS’s. This is the main difference betweenFTCS’s and regular JLS’s.

Such a stabilizing controllerK is usually not unique. In fact, the set of all stabilizing

controllers can be found via parameterization. When considering a more specific perfor-

mance criterionψ(K), it is desirable to obtain the optimal stabilizing controller K
∗ with

respect toψ(K). This leads to the second stage of design. In this chapter, such aψ(K) is

chosen as a reliability criterion.

A stochastic process model is constructed in Chapter 2 to describe the evolution of con-

trol performance under fault occurrences and controller reconfigurations.R(t) and MTTF
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Figure 3.1: The system structure.

can be calculated based on the transition and stationary probabilities of the stochastic pro-

cess. However, neither of these two reliability criteria has analytic function expressions

available. In this chapter,ψ(K) is selected as the scalar reliability index, MTTF.

Based on such aψ(K), a randomization procedure is available to find a statistical opti-

mumK̂
∗, an estimate ofK∗, such that

Pr{Pr{ψ(K∗) > ψ(K̂∗)} ≤ ǫ} ≥ 1 − δ, (3.2)

whereǫ ∈ (0, 1) andδ ∈ (0, 1) are precision parameters of the estimate.

The main procedure of the randomized algorithm presented in[46] is summarized as

follows, where the key step is to find a parameterization set of stabilizing controllers:

K , {All stabilizing K} = {K|K = ϕ(z), z ∈ Ω}, whereϕ : Ω → K denotes the

parameterization mapping from a free parameterz within a bounded setΩ to a stabilizing

controllerK.

Algorithm 3.1 - estimate the statistical optimum

1) Determine sample quantityM1 ≥ 1/δ
1/(1−ǫ) based on the precision parametersǫ andδ

[46].

2) GenerateM1 independent samplesz(1), · · · , z(M1) in Ω according to the distribution

of z. Calculate the corresponding controllersK
(i) = ϕ(z(i)), i = 1, · · · ,M1.

3) Evaluate the performance value at each sample controllerK
(i):

ψi = ψ(K(i)) = ψ(ϕ(z(i))), i = 1, · · ·M1.

Let z0 denote the parameter such thatψ(ϕ(z0)) = max1≤i≤M1
ψi. ThenK̂

∗ =

ϕ(z0).

The remainder is then focused on developing a parameterization method for Algorithm 3.1.
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3.3 Preliminaries

The following notation is used throughout the chapter:A−T means(AT )−1. A⊥ denotes a

matrix with the following properties:N (A⊥) = R(A) andA⊥A⊥T > 0, whereN (A) and

R(A) denote the null and range spaces ofA respectively., is used for notation definitions.

‖ · ‖ denotes the Euclidean norm for vectors and the largest singular value for matrices.

R denotes the set of real numbers, andN the set of nonnegative integers. For notational

simplicity, in (3.1), forζ(t) = i, η(t) = j, i ∈ S1, j ∈ S2, denoteAi , A(ζ(t)), Bi ,

B(ζ(t)), anduj(t) , u(η(t), t).

Definition 3.1 (EMS stability [15]) An FTCS is said to be Exponentially Mean-Square

(EMS) stable if for any initial Markov states att = 0, ζ(0) and η(0), there exista > 0,

b > 0, and some numberδ(ζ(0), η(0)) > 0, such that when‖x(0)‖ ≤ δ(ζ(0), η(0)), the

following inequality holds fort ≥ 0:

E{‖x(t)‖2} ≤ b‖x(0)‖2e−at,

whereE{·} denotes the mathematical expectation.

Lemma 3.1 (Stability conditions [15]) An FTCS in (3.1) is stabilized in the sense of EMS

stability by the static state-feedback control law

ui(t) = Kix(t), i ∈ S2,

if and only if for any givenk ∈ S1 andi ∈ S2, there exist positive-definite matricesPik > 0,

satisfying

ÃTikPik + PikÃik +
∑

j∈S2,j 6=i

βkijPjk +
∑

j∈S1,j 6=k

αkjPij < 0,

where

Ãik , Ak +BkKi − 0.5
∑

j∈S2,j 6=i

βkij − 0.5
∑

j∈S1,j 6=k

αkj.

Lemma 3.1 can be used for stability analysis for a given state-feedback controller, but it

is difficult to solveKi directly using these inequalities. The main difficulty liesin the fact

that the number of gainsKi is less than that of inequalities involved in the above condition

such that eachKi should satisfy multiple inequalities simultaneously. In contrast, regular

JLS’s do not have this problem, and the controller can be solved using LMI’s [52]. The

partial observation problem of JLS considered in [68] has similar form as in FTCS’s but

only a sufficient condition was derived. See [69, 57] for morediscussions.
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The following two lemmas are introduced for the purpose of deriving stabilization con-

ditions and a parameterization set.

Lemma 3.2 (Finsler’s theorem [62, 64])Let matricesM ∈ R
n×m andQ ∈ R

n×n be

given, and assume thatrank(M) < n andQ = QT . Let(ML,MR) be any full rank factors

ofM such thatM = MLMR andrank(ML) = rank(MR) = rank(M). Then

M⊥QM⊥T < 0

if and only if

µMMT −Q > 0

for someµ ∈ R. If the above condition holds, all suchµ are given by

µ > µmin , λmax[N(Q−QM⊥T (M⊥QM⊥T )−1M⊥Q)NT ],

whereλmax(·) denotes the largest eigenvalue, andN , (MRM
T
R )(−1/2).

Lemma 3.3 (Projection lemma and parameterization set)Let matricesM ∈ R
n×m, and

Q = QT ∈ R
n×n be given. The following two statements are equivalent:

1) There exists a matrixX satisfying

MX + (MX)T +Q < 0. (3.3)

2) The following condition holds:

M⊥QM⊥T < 0 or MMT > 0. (3.4)

If statement 2) holds, all matricesX satisfying statement 1) are given by

X = g(L, ρ|M,Q) , −ρ−1MT + ρ−1/2L(ρ−1MMT −Q)1/2, (3.5)

whereL is an arbitrary matrix satisfying‖L‖ < 1, andρ ∈ (0, ρmax) a positive scalar.L

andρ are immediate variables of functiong, and the symbol ‘|’ in (3.5) is used to indicate

the dependence ofX onM andQ.

ρmax = a−1 is calculated by solving the following LMI problem:

Min{a,X}a
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subject to

a > 0,
[

−aI X
XT MX + (MX)T +Q

]

< 0. (3.6)

Moreover,ρ ∈ (0, ρmax) if and only if it satisfies

ρ−1MMT −Q > 0, (3.7)

which ensures that(ρ−1MMT −Q)1/2 exists and that (3.5) is valid.

Proof: The equivalence between statements 1) and 2) is a special form of the well-

known Projection Lemma [66]. Here, we prove (3.5) only. Whenthe statements 1) and 2)

hold, it is equivalent to

MX + (MX)T + ρXTX < −Q, (3.8)

for some scalarρ > 0. Add ρ−1MMT to both sides, complete the square in the left hand

side of (3.8), and we have

(ρ−1M +XT )ρ(ρ−1MT +X) < ρ−1MMT −Q. (3.9)

Obviously, (3.9) holds if and only ifρ−1MMT − Q > 0 as the left hand side of (3.9) is

positive semi-definite. By taking the matrix square root, (3.9) is equivalent to

(ρ−1MMT −Q)−1/2(Mρ−1 +XT )ρ(ρ−1MT +X)(ρ−1MMT −Q)−1/2 < I. (3.10)

DefineL , ρ1/2(ρ−1MT +X)(ρ−1MMT −Q)−1/2. Then‖L‖ < 1 and

X = −ρ−1MT + ρ−1/2L(ρ−1MMT −Q)1/2.

To determine the upper bound ofρ, convert (3.8) to the following matrix inequality by

Schur’s complement lemma [66]:
[

−ρ−1I X
XT MX + (MX)T +Q

]

< 0.

Define a new decision variablea , ρ−1 > 0, and the minimum value ofa gives the upper

boundρmax. Moreover,ρ ∈ (0, ρmax) ensuresρ−1MMT −Q > 0 owing to (3.9).�

Lemma 3.3 is adopted from Corollary 2.3.9 in [64] with modifications to make it suit-

able for our problem. For a given inequality in the form of (3.3), Lemma 3.3 provides a

solvability condition and a parameterization set of all itssolutions:

GM,Q = {X|X = g(L, ρ|M,Q), ‖L‖ < 1, ρ ∈ (0, ρmax)}, (3.11)

whereg(L, ρ|M,Q) is defined in (3.5).
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3.4 Stabilization conditions

Let us begin with the case that the state spaces ofζ(t) andη(t), S1 andS2, are both equal

to {0, 1}, where ‘0’ denotes the fault-free situation and ‘1’ the faulty mode. This type of

FTCS’s is referred to as the basic case. The stochastic behavior of ζ(t) is governed by

its generator matrixF ; when ζ(t) = 0 or 1, the behavior ofη(t) is determined by the

corresponding generator matrixH0 orH1 [25, 70].

The generator matrices are composed of the transition ratesof ζ(t) andη(t), αij and

βkij , which have the following forms for the basic case:

Hζ =

[

−α00 α01

α10 −α11

]

, H0
η =

[

−β0
00 β0

01

β0
10 −β0

11

]

, H1
η =

[

−β1
00 β1

01

β1
10 −β1

11

]

.

For the system in (3.1), by Lemma 3.1,{K0, K1} stabilizes the FTCS’s in the sense of

EMS stability if and only if there exist positive definite matricesPik, i ∈ S2, k ∈ S1, such

that the following inequalities hold simultaneously:

P00B0K0 + (P00B0K0)
T +Q00 < 0, (3.12)

P10B0K1 + (P10B0K1)
T +Q10 < 0, (3.13)

P01B1K0 + (P01B1K0)
T +Q01 < 0, (3.14)

P11B1K1 + (P11B1K1)
T +Q11 < 0, (3.15)

whereQik, i ∈ S2, k ∈ S1, is defined as

Qik , (Ak − 0.5βki(1−i) − 0.5αk(1−k))
TPik + Pik(Ak − 0.5βki(1−i)

−0.5αk(1−k)) + βk(1−i)kPi(1−k) + αk(1−k)Pi(1−k). (3.16)

The set of all stabilizing controllers can be captured naturally by posing a matrix inequality

problem (3.12)-(3.15) for{K0,K1}. Note that bothK0 andK1 appear in two inequalities.

So the intersection of the solution sets of (3.12) and (3.14)gives the set ofK0, andK1 can

be obtained in a similar way from (3.13) and (3.15).

Lemma 3.4 For the basic case of FTCS’s in (3.1), ifB0 andB1 are row rank deficient, then

there exists a stabilizing state-feedback controller{K0, K1} in the sense of EMS stability

only if there exist positive-definite matricesPik, k ∈ S1 = {0, 1}, i ∈ S2 = {0, 1}, such
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that

(P00B0)
⊥Q00(P00B0)

⊥T < 0, (3.17)

(P10B0)
⊥Q10(P10B0)

⊥T < 0, (3.18)

(P01B1)
⊥Q01(P01B1)

⊥T < 0, (3.19)

(P11B1)
⊥Q11(P11B1)

⊥T < 0, (3.20)

whereQik is defined in (3.16). IfB0 has full row rank, (3.17) and (3.18) are removed from

the conditions; ifB1 has full row rank, (3.19) and (3.20) are removed.

Proof: Based on Lemma 3.3, each inequality in (3.12)-(3.15) has feasible solutionK0

orK1 if and only if the the corresponding condition in (3.17)-(3.20) holds. Considering that

(3.12)-(3.15) must hold simultaneously for system stability, (3.17)-(3.20) are only necessary

conditions. IfB0 has full row rank, (3.12) and (3.13) always have feasible solutions for any

P00, P10, Q00 andQ10, so (3.17) and (3.18) are removed; similarly, ifB1 has full row rank,

(3.19) and (3.20) are removed.�

This lemma is derived based on Lemma 3.1, and the proof is given in the appendix. By

converting the inequalities in Lemma 3.4 to LMI’s, we have the following theorem.

Theorem 3.1 For the basic case of FTCS’s in (3.1), ifB0 andB1 are row rank deficient,

and all the transition rates ofζ(t) andη(t) are nonzero, then there exist stabilizing state-

feedback controllers in the sense of EMS stability only if there exist positive-definite matri-

cesPik, positive scalarsµik, k ∈ S1 = {0, 1}, i ∈ S2 = {0, 1}, such that





P−1
00 Ā

T
00 + Ā00P

−1
00 − µ00B0B

T
0 P−1

00 P−1
00

P−1
00 −P−1

10 /β
0
01 0

P−1
00 0 −P−1

01 /α01



 < 0, (3.21)





P−1
10 Ā

T
10 + Ā10P

−1
10 − µ10B0B

T
0 P−1

10 P−1
10

P−1
10 −P−1

00 /β
0
10 0

P−1
10 0 −P−1

11 /α01



 < 0, (3.22)





P−1
01 Ā

T
01 + Ā01P

−1
01 − µ01B1B

T
1 P−1

01 P−1
01

P−1
01 −P−1

11 /β
1
01 0

P−1
01 0 −P−1

00 /α10



 < 0, (3.23)





P−1
11 Ā

T
11 + Ā11P

−1
11 − µ11B1B

T
1 P−1

11 P−1
11

P−1
11 −P−1

01 /β
1
10 0

P−1
11 0 −P−1

10 /α10



 < 0, (3.24)

whereĀik , Ak − 0.5βki(1−i) − 0.5αk(1−k). In case thatB0 has full row rank, (3.21)

and (3.22) are removed from the conditions; ifB1 has full row rank, (3.23) and (3.24) are
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removed. If some transition rates are zero, the corresponding rows and columns containing

those zero transition rates are removed from the above matrices.

Proof: Take (3.17) as an example, and the derivations are similar for the other three in-

equalities. AsP00 > 0 and(P00B0)
⊥((P00B0)

⊥)T > 0, both(P00B0)
⊥ and(P00B0)

⊥P00

have full row rank. Considering(P00B0)
⊥P00B0 = 0 and(P00B0)

⊥P00 = B⊥
0 , we have

(P00B0)
⊥ = B⊥

0 P
−1
00 .

So (3.17) is equivalent to

B⊥
0 P

−1
00 Q00P

−1
00 B

⊥T
0 < 0.

SubstituteQ00 and denoteĀ00 , A0 − 0.5β0
01 − 0.5α01 to obtain

B⊥
0 (P−1

00 Ā
T
00 + Ā00P

−1
00 + β0

01P
−1
00 P10P

−1
00 + α01P

−1
00 P01P

−1
00 )B⊥T

0 < 0.

By Lemma 3.2, this inequality is equivalent to

P−1
00 Ā

T
00 + Ā00P

−1
00 + β0

01P
−1
00 P10P

−1
00 + α01P

−1
00 P01P

−1
00 < µ00B0B

T
0 , (3.25)

whereµ00 ∈ R. Pre- and post-multiplyP00,

ĀT00P00 + P00Ā00 + β0
01P10 + α01P01 < µ00P00B0B

T
0 P00. (3.26)

According to Lemma 3.2, all feasibleµ00 are given byµ00 > µ00min, whereµ00min can

be calculated by the parameters in the inequality. Therefore, if the feasible set ofµ00 is

non-empty, there must be a feasibleµ00 > 0. Furthermore, we need to consider only the

positive case ofµ00 to obtain all the feasiblePij owing to the following reasoning:

Suppose for any two feasible values ofµ00, µ1 ≤ 0 andµ2 > 0, all the corresponding

feasible solutions ofPij in (3.25), i, j ∈ {0, 1}, are denoted byP1 andP2. For every

elementPij ∈ P1, i, j ∈ {0, 1}, (3.25) holds for thisPij andµ1. Again, based on Lemma

3.2, this elementPij , i, j ∈ {0, 1}, is also feasible for (3.25) corresponding toµ2 asµ2 > µ1

and thereby belongs toP2. Therefore,P1 ⊆ P2, which means that the feasible solution of

Pij , i, j ∈ {0, 1}, for (3.25) whenµ ≤ 0 is a subset of those whenµ > 0, and we need to

consider this positive case only.

Suppose that the transition ratesβ0
01 > 0 andα01 > 0. By Schur’s complement lemma

[66], (3.25) is equivalent to




P−1
00 Ā

T
00 + Ā00P

−1
00 − µ00B0B

T
0 P−1

00 P−1
00

P−1
00 −P−1

10 /β
0
01 0

P−1
00 0 −P−1

01 /α01



 < 0. (3.27)
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If some transition rate is zero, the corresponding term involving zero rate in (3.25) is re-

moved, and so are the corresponding row and column in (3.27).For example, ifα01 = 0,

(3.27) becomes
[

P−1
00 Ā

T
00 + Ā00P

−1
00 − µ00B0B

T
0 P−1

00

P−1
00 −P−1

10 /β
0
01

]

< 0.

Similarly, (3.18)-(3.20) can also be converted to LMI’s that are affine inP−1
00 , P

−1
01 ,P−1

10 , P
−1
11 ,

µ00, µ01, µ10, andµ11. �

Remark 3.2 The above results are for the basic case of FTCS’s, and can be readily mod-

ified for the cases of multiple fault modes. For example, ifS1 = S2 = {0, 1, 2}, to ensure

stochastic stability, there are 9 inequalities in Theorem 3.1, and a typical one is












P−1
00 Ā

T
00P00P

−1
00 Ā00P

−1
00 − µ00B0B

T
0 P−1

00 P−1
00 P−1

00 P−1
00

P−1
00 −P−1

10 /β
0
01 0 0 0

P−1
00 0 −P−1

20 /β
0
02 0 0

P−1
00 0 0 P−1

01 /α01 0

P−1
00 0 0 0 P−1

02 /α02













< 0.

Theorem 3.1 gives conditions onPij , i, j ∈ {0, 1}, to ensure that each single inequality

in (3.17)-(3.20) has feasible solutions. The stabilizing controller K = {K0,K1} satis-

fying these 4 inequalities simultaneously can be generatedby a randomization procedure

presented in the next section.

3.5 Controller parameterization

Recall Lemma 3.3 and (3.11), and denote

KP , {{K0,K1}|K0 ∈ W00∩W01, K1 ∈ W10∩W11, Wij , GPijBj ,Qij
, i, j ∈ {0, 1}},

(3.28)

whereP , {Pij , i, j ∈ {0, 1}}. SoKP is the set of stabilizing controllers associated with

P. LetP , {P|P satisfies Theorem 3.1}, the set of allP satisfying Theorem 3.1.P ∈ P

ensures thatWij 6= ∅, where∅ denotes the empty set. The set of all stabilizing controllers

is denoted as

K , {All stabilizing K} =
⋃

P∈P

KP. (3.29)

Figure 3.2 illustrates the relationship betweenP andK: EachK ∈ K corresponds to some

P ∈ P; if KP 6= ∅, all its elements correspond to and can be generated byP using a

randomization procedure; ifKP = ∅, find anotherP ∈ P, and repeat the procedure.
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all stabilizing K all feasible P

Figure 3.2: Relationship betweenP andK.

The problem considered in this section is to check whetherKP = ∅ or not givenP ∈ P;

furthermore, ifKP 6= ∅, generate samples inKP.

Based on (3.28), denoteKP

0 , W00 ∩ W01 andKP

1 , W10 ∩ W11. ThenKP =

KP

0 × KP

1 , where ‘×’ denotes the Cartesian product. SoKP 6= ∅ if and only if KP

0 6= ∅

andKP

1 6= ∅. TakeKP

0 as an example for the following derivation, and the same procedure

follows for KP

1 .

Figure 3.3: Illustration of controller generation.

As shown in Figure 3.3, the basic idea is to generate samples inW00 = GP00B0,Q00
and

to test condition (3.14) forW01 to obtainK0 ∈ KP

0 . Recall (3.11) and (3.28), and let the free

parametersL andρ be uniformly distributed random variables.K0 = g(L, ρ|P00B0, Q00) ∈

W00 can be generated byL andρ, whereg(·, ·|·, ·) is defined in (3.5). Obviously,KP

0 6= ∅

if and only if the following probability is nonzero:

Pr{K0 ∈ KP

0 |K0 ∈ W00} = Pr{K0 satisfies(3.14)|K0 ∈ W00}. (3.30)

Define an indicator function

I(L, ρ) =

{

1, K0 ∈ KP

0 givenK0 = g(L, ρ|P00B0, Q00) ∈ W00;

0, otherwise,

and thenPr{I(L, ρ) = 1} = Pr{K0 ∈ KP

0 |K0 ∈ W00}. According to the Chernoff’s

bound [67, p. 123], when generatingN ≥ ln(2/δ2)
2ǫ2

2

identically and independently distributed

(i.i.d.) samples forδ2 > 0 andǫ2 > 0, the following statistic provides an estimate of the
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probability in (3.30):

P̂N =

∑N
i=1 I(Li, ρi)

N
, (3.31)

whereLi andρi denote i.i.d. samples ofL andρ respectively. Furthermore, it satisfies

Pr{|Pr{I(L, ρ) = 1} − P̂N | ≤ ǫ2} ≥ 1 − δ2. (3.32)

Suppose thatǫ2 andδ2 are so small that we can use the estimateP̂N as the true probability

in (3.30). SoKP

0 6= ∅ is equivalent toP̂N > 0, which solves the first problem of this

section.

If KP

0 6= ∅, we can then generate elements inW00 and test (3.14) to obtain samples

in KP

0 . Recall Algorithm 3.1 in Section 3.2, and supposeM1 stabilizing controllers are

needed. The next problem is to determine the number ofK0 ∈ W00 to be tested in order to

generateM1 controllersK0 ∈ KP

0 .

ForM2 i.i.d. samplesLi andρi, denoteYi = I(Li, ρi), i = 1, · · · ,M2. So
∑M2

i=1 Yi is

the number ofK0 ∈ KP

0 and subject to the following Binomial distribution:

Pr{
M2
∑

i=1

Yi ≥M1} =

M2
∑

k=M1

(

M2

k

)

(P̂N )k(1 − P̂N )M2−k. (3.33)

Set a confidence levelδ3, and selectM2 to ensurePr{
∑M2

i=1 Yi ≥ M1} ≥ 1 − δ3. This

means that when testingM2 samples inW00, M1 samples ofKi
0 ∈ KP

0 are obtained with

probability1 − δ3. The procedures of generatingM1 controllers are summarized in Algo-

rithm 3.2.

Algorithm 3.2 - controller generation

1) Let i = 0.

2) ForKi, estimatePr{Ki ∈ KP

i |Ki ∈ Wi0} by P̂N in (3.31) for some small parame-

tersǫ2 andδ2. If P̂N = 0, no stabilizing controller exists and stop.

3) For a small confidence levelδ3, selectM2 such that

M2
∑

k=M1

(

M2

k

)

(P̂N )k(1 − P̂N )M2−k ≥ 1 − δ3.

4) GenerateM2 samples in setWi0 = GPi0B0,Qi0
. Test (3.14) ifi = 0 or (3.15) if i = 1

for each sample, and record those stabilizing controllers inKP

i .

5) Let i = 1, and follow steps 2) through 4) to generate the controller samples forK1.
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Remark 3.3 Algorithm 3.2 still applies when there are multiple fault modes. For example,

if S1 = S2 = {0, 1, 2}, there are 9 similar inequalities in Theorem 3.1; and each controller

{K0,K1,K2} is in the intersection of three solution sets.

Algorithm 3.2 generates the controllers for step 2 of Algorithm 3.1 in Section 3.2. The

design procedure of FTCS’s is finally established as followsby combining Algorithms 3.1

and 3.2.

Design procedure

1) Determine sample quantityM1 ≥ 1/δ
1/(1−ǫ) based on the precision parametersǫ andδ.

2) Solve (3.21)-(3.24) in Theorem 3.1 forP.

3) Use Algorithm 3.2 to generateM1 stabilizing controllers corresponding toP.

4) If M1 controllers inKP are successfully generated, follow step 3) in Algorithm 3.1

on the generated controllers, and find the statistical optimum K̂
∗. If KP = ∅, go to

step 2) to solve for an alternativeP.

If this procedure fails to find non-emptyKP, the system is said to be not stabilizable. How-

ever, this non-stabilizability can be checked before applying parameterization algorithms.

Remark 3.4 Note that the freedom ofP in (3.29) is not exploited in this design procedure

though it is possible to obtain a set of feasible solutionsP satisfying Theorem 3.1 by varying

the settings in the LMI solver: the target value for the auxiliary convex program of the

feasibility problem [71]. But this may lead to controllers with larger magnitudes which is

not preferable in practice due to excessive control energy.So we do not solve a set ofP and

optimize among controllers with different orders of magnitudes.

Remark 3.5 This parameterization method can be extended to static output-feedback con-

trollers u(η(t), t) = K(η(t))y(t), provided thatD(ζ(t)) = 0 in (2.2). Using output-

feedback controllers for this special case is equivalent toreplacingK(η(t)) byK(η(t))C(ζ(t))

in Lemma 3.1. Although Lemma 3.3 is not applicable due to different stability conditions

in this case, an alternative parameterization result of matrix inequality can be applied and

similar results can be derived [64, p. 29, Theorem 2.3.12]. However, for the general case of

D(ζ(t)) 6= 0, the stability conditions of the closed-loop system will contain matrix inverse

terms involvingK(η(t)). This is a major hurdle for extending the current results.
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3.6 Analysis of stabilizing controller set

In this section, the stabilizing controller set is analyzedbased on its connections with the

standard Linear Quadratic Regulator (LQR) problem. To see this relationship, FTCS model

is converted to the form of JLS by representing the behaviorsof two Markov processes into

one, called the integrated Markov processφ(t) [70]; the solutions of LQR problem in this

JLS form are then compared with the results in Section 3.4.

For the basic case of FTCS’s, the augmented state space ofφ(t) is S3 = S2 × S1

= {(0, 0), (0, 1), (1, 0), (1, 1)}, where the first element represents the FDI mode inS2

and the second the fault mode inS1. Let γ(ij)(kl) denote the transition rate ofφ(t), which

determines the transition probability ofφ(t) from the augmented state(i, j) to (k, l) as

shown in the following equation:

φ(t) : p(ij)(kl)(△t) =

{

γ(ij)(kl)△t+ o(△t), i 6= j, k 6= l;

1 − γ(ij)(kl)△t+ o(△t), i = j, k = l.

As shown in [70],γ(ij)(kl) can be derived from the transitions rates ofζ(t) andη(t):

γ(ij)(kl) =























αjj + βjii, i = k, j = l;

βjik, i 6= k, j = l;

αjl, i = k, j 6= l;

0, i 6= k, j 6= l.

(3.34)

For the basic case, the generator matrixFφ of φ(t) is given by

Hφ , [γ(ij)(kl)]4×4 =









−(α00 + β0
00) α01 β0

01 0
α10 −(α11 + β1

00) 0 β1
01

β0
10 0 −(α00 + β0

11) α01

0 α10 β1
10 −(α11 + β1

11)









.

By replacingζ(t) andη(t) with φ(t) in (3.1), the FTCS model becomes a standard JLS

model:

ẋ(t) = A(φ(t))x(t) +B(φ(t))u(φ(t), t), (3.35)

The infinite-time LQR problem of JLS’s aims to find a state-feedback controller to

minimize the following objective:

J(t0, x(t0), u(t)) = E{

∫ ∞

t0

[xT (t)S(φ(t))x(t)

+uT (φ(t), t)R(φ(t))u(φ(t), t)]dt|x(t0), φ(t0)}, (3.36)

whereS(φ(t)) andR(φ(t)) denote state and control weighting matrices. Forφ(t) = (i, j),

denoteAij , A(φ(t)), Bij , B(φ(t)), Cij , C(φ(t)), Dij , D(φ(t)), uij(t) ,
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u(φ(t), t), Sij , S(φ(t)), andRij , R(φ(t)). As system matrices depend on fault mode

only,Aij = Aj , Bij = Bj, Cij = Cj, andDij = Dj .

Using state-feedback controls in a switching structure, the LQR problem was solved by

Theorem 5 in [53], which stated that the optimal state-feedback controller is

uij(t) = −R−1
ij B

T
j Pijx(t), (i, j) ∈ S3, (3.37)

wherePij > 0 satisfies the coupled Algebraic Ricatti Equations (ARE’s):

ATj Pij+PijAj−PijBjR
−1
ij B

T
j Pij+γ(ij)(ij)Pij+

∑

(k,l)6=(i,j)

γ(ij)(kl)Pkl+Sij = 0, (3.38)

where(i, j), (k, l) ∈ S3.

In JLS’s, the number of switching controllers is equal to that of integrated Markov states

of φ(t). For this JLS model in (3.35) converted from an FTCS model, there are 4 controllers

designed corresponding to 4 states ofφ(t) as given in (3.37). Whenφ(t) = (i, j), the

following state-feedback gain is in use:

Kij = −R−1
ij B

T
j Pij , (i, j) ∈ S3. (3.39)

In contrast, in FTCS’s, the number of switching controllersis equal to that of fault modes

so only 2 controllers exist for the basic case in (3.35). Therefore, JLS’s have more design

freedom while FTCS’s are more restrictive, and the design methods of JLS’s are not appli-

cable to FTCS’s. But the controller designed in FTCS’s can beanalyzed by the methods

in JLS’s considering that two controllers can be deemed as a special case of two pairs of

identical controllers. For example,K0 andK1 in FTCS’s are deemed to beK0, K0, K1,

andK1 in JLS’s.

Proposition 3.1 (3.21)-(3.24) in Theorem 3.1 are equivalent to ARE’s (3.38)of the LQR

problem in JLS’s. In other words,P = {Pij , i, j ∈ {0, 1}} satisfies Theorem 3.1 if

and only if it is a feasible solution of ARE’s (3.38) corresponding to the following LQR

weighting matrices:

Sij = µijPijBjB
T
j Pij − (ĀTijPij + PijĀij + βji(1−i)P(1−i)j + αj(1−j)Pi(1−j)), (3.40)

Rij = 1/µij , (i, j) ∈ S3. (3.41)
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Proof: Substitute the system parameters into (3.38), we obtain 4 coupled ARE’s. Note

that the system matrices depend on the fault mode only, the second element ofφ(t). For

example,Aij = Aj . Let us consider the following ARE forφ(t) = (0, 0).

AT0 P00 + P00A0 − P00B0R
−1
00 B

T
0 P00 − (α01 + β0

01)P00 + β0
01P01 + α01P10 + S00 = 0.

UseĀ00 = A0 − 0.5β0
01 − 0.5α01 defined in Theorem 3.1 to simplify this equation, and we

have

ĀT00P00 + P00Ā00 + β0
01P01 + α01P10 + S00 = P00B0R

−1
00 B

T
0 P00. (3.42)

Let R00 = 1/µ00 and compare (3.42) with (3.26). If (3.42) holds, (3.26) obviously holds

consideringS00 > 0; if (3.26) holds, (3.42) also holds with

S00 = µ00P00B0B
T
0 P00 − (ĀT00P00 + P00Ā00 + β0

01P10 + α01P01)

= P00B0R
−1
00 B

T
0 P00 − (ĀT00P00 + P00Ā00 + β0

01P10 + α01P01) > 0.

So, (3.42) and (3.26) are equivalent. It immediately follows that (3.42) and (3.12) are

equivalent. Similarly, we can establish the equivalence between (3.13)-(3.15) and the other

three ARE’s of (3.38) corresponding toφ(t) = (0, 1), (1, 0), (1, 1). �

Proposition 3.2 The parameterization setWij in (3.28) contains an LQR controller of

JLS’s given in (3.37) corresponding to the weighting matrices in (3.40)-(3.41).

Proof: Recall (3.28) and Lemma 3.3, if Theorem 3.1 holds, the feasible solutions for

each inequality in (3.12)-(3.15) are parameterized by

Wij = {K ′
ij |K

′
ij = −ρ−1

ij B
T
j Pij + ρ

−1/2
ij Lij(ρ

−1
ij PijBjB

T
j Pij −Qij)

1/2,

‖Lij‖ < 1, ρij ∈ (0, ρijmax)}, i ∈ S2, j ∈ S1, (3.43)

whereLij andρij are free parameters andρijmax is calculated by (3.6) in Lemma 3.3. Fur-

thermore, by Lemma 3.3,ρij ∈ (0, ρijmax) if and only if it satisfies (3.7):ρ−1
ij PijBjB

T
j Pij−

Qij > 0.

ρij may take the value ofµ−1
ij because

µijPijBjB
T
j Pij > Qij, i ∈ S2, j ∈ S1. (3.44)
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To see this inequality (3.44), takei = 0 and j = 0 as an example, and substitute the

definition ofQ00 in (3.16). (3.44) then becomes (3.26), which has been provedin Theorem

3.1.

Let the free parameterLij = 0 and the corresponding element inWij is

K ′
ij = −µijB

T
j Pij , i ∈ S2, j ∈ S1. (3.45)

Considering (3.41) in Proposition 3.1,

K ′
ij = −R−1

ij B
T
j Pij , i ∈ S2, j ∈ S1 (3.46)

which is obviously the LQR controller in (3.39).�

These two propositions are derived from Theorem 3.1 and Lemma 3.3, and the proofs

are given in the appendix. Proposition 3.2 shows thatW00 andW01 contain an LQR con-

troller of JLS’s, and these sets are around an LQR controller; so the parameterization set

KP

0 is also around an LQR controller. This connection provides ameaningful interpretation

of the stabilizing controller set found in Section 3.5.

3.7 Synthesis of generator matrices

Clearly, the generator matrices ofζ(t) and η(t) are crucial parameters in the model of

FTCS’s. In this section, synthesis methods are presented based on two structures of Markov

processes and the knowledge of failure rates and FDI historydata.

Let Y (t) denote a homogenous continuous-time Markov process in a finite state space

SY . Let T0, T1, T2, · · · denote transition times andY0, Y1, Y2, · · · the successive states

visited byY (t). If Yn = i, [Tn, Tn+1) is called sojourn interval, andTn+1 −Tn the sojourn

time at statei, i ∈ SY , n ∈ N. Markov process theory states that{Yn, n ∈ N} forms a

Markov chain, andTn+1 − Tn follows exponential distribution with parameter depending

onYn only [25, Chap. 8]. This is the first structure of a Markov process.

LetQY denote the generator matrix ofY (t) andQY (i, j) its transition rate. The transi-

tion probabilities ofYn are

Pr{Yn+1 = j|Yn = i} =
QY (i, j)

QY (i, i)
, i 6= j, (3.47)

andPr{Yn+1 = i|Yn = i} = 0, i, j ∈ SY . If QY (i, i) = 0, statei is absorbing, and

Pr{Yn+1 = j|Yn = i} = 0 for all j ∈ SY . The sojourn time distribution at statei is

Pr{Tn+1 − Tn > t|Yn = i} = e−QY (i,i)t. (3.48)

47



Note thatQY (i, j) ≥ 0, andQY (i, i) =
∑

j∈SY
QY (i, j), i 6= j.

The second structure uses competitions among independent exponential random vari-

ables to determine sojourn times and successive transitionstates. WhenY (t) = i, an

exponentially-distributed random variableτij with rateQY (i, j) is associated with transi-

tion to j in SY . The transition can be viewed as a competition process amongτij, j ∈ SY :

the state associated with the minimum ofτij is the successive state visited byY (t), and this

minimum value gives the sojourn time ati. Based on the property of independent exponen-

tial random variables [72, p. 243], (3.47) and (3.48) can be derived under this structure.

Using the Markov processζ(t) to describe fault occurrences requires the assumption of

constant failure rates, or equivalently, exponential distribution of lifetime, which is gener-

ally valid for the majority of component lifetime [21]. The generator matrix ofζ(t) can be

synthesized based on the second structure and failure rates. In the state spaceS1 of ζ(t), 0

usually represents fault-free mode, and other states describe specific faults and may also de-

scribe their combinations. The transitions ofζ(t) may represent fault occurrences, repairs,

or recoveries from intermediate faults depending on transition modes and directions.

For example, for a system with two types of faults,S1 can be defined as{0, 1, 2, 3},

where each mode represents respectively fault-free mode, fault type I, fault type II, and

their simultaneous occurrences. The transitions from mode0 to 1 or 2 represent the occur-

rences of fault type I or II respectively, while the transitions of opposite directions represent

repairs or recoveries from these faults. In cases of multiple faults that may occur at a par-

ticular mode, there exist competitions among exponential lifetime random variables: the

fault occurring first with minimum lifetime makesζ(t) jump to the corresponding mode

in S1, and the minimum lifetime gives its sojourn time. So, the transition rates in the

upper-triangular part ofF correspond to failure rates; and those in the lower-triangular part

represent the rates of repairs or recoveries. Let the failure rates of two faults be denoted by

λ1 andλ2 respectively, and the generator matrix ofζ(t) is

Hζ =









−(λ1 + λ2) λ1 λ2 0
0 −λ2 0 λ2

0 0 −λ1 λ1

0 0 0 0









,

where the transition rates in lower-triangular part are allzeros as no repair or intermediate

fault is assumed.

η(t) models FDI results, and its state spaceS2 is usually identical toS1. Its generator

matrix can be estimated using FDI history data based on the first structure of Markov pro-

cesses. This history data should record the transition states and sojourn times of FDI under
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known fault modes, which can be obtained by experimental testing of FDI schemes. Owing

to (3.47)-(3.48), it suffices to estimate the transition probabilities and the means of sojourn

time distributions in order to determine the generator matrix of η(t).

Whenζ(t) = k andη(t) = i, the sample sojourn time ofη(t) at i is recorded asτ (l)
i ,

l = 1, 2, · · · , N . The sample average

τ̄i =

N
∑

l=1

τ
(l)
i /N

converges to1/βkii in probability 1 asN → ∞ based on the law of large numbers and

(3.48). Letβ̂kii = 1/τ̄i denote the estimate ofβkii. If there is no transition from statei for

η(t), this state is deemed to be absorbing, andβ̂kii = 0 in this case.

The transition probability can be estimated by transition frequencies. If there areM

transitions ofη(t) to modej withinN transitions leavingi in FDI history data, the transition

frequencyM/N converges to transition probability with probability 1 asN → ∞. Using

(3.47), the transition rate fromi to j is estimated as

β̂kij = β̂kiiM/N.

Using this method, all elements in the generator matrix ofη(t) can be estimated. Moreover,

as in (3.32), to ensure specific estimate precisions, the lower bound of sample quantityN

can be determined using the Chernoff’s bound.

Remark 3.6 Fault effects on system dynamics are described by differentsystem matrices in

the dynamic model (3.1),A(ζ(t)), B(ζ(t)), C(ζ(t)), andD(ζ(t)) depending onζ(t). The

FDI scheme can be designed by standard model-based methods using these dynamic models

[73]. Although some iterative algorithms exist to obtain a sequence estimate of Markov

states based on the probabilistic description of system modes, the computational cost is not

suitable for online implementation and controller reconfiguration, and the algorithms are

designed for a discrete-time Markov chain only [74]. The transition characteristics of FDI

mode can be described by a Markov process from the perspective of closed-loop stability

of the reconfigured system [6]. But it is necessary to have FDIhistory data available for

estimating Markov transition rates.

3.8 An illustrative example

Consider a longitudinal vertical takeoff and landing aircraft model in the form of (2.2) with

the following system matrices [13]. The subscript ‘0’ represents the fault-free mode and ‘1’
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the faulty mode. In the faulty mode, the actuator failure is considered, and the effectiveness

of the first actuator is reduced by half as reflected inB1.

A0 =









−0.0366 0.0271 0.0188 −0.4555
0.0482 −1.01 0.0024 −4.0208
0.1002 0.3681 −0.707 1.420

0 0 1.0 0









, A1 = A0,

B0 =









0.4422 0.1761
3.5446 −7.5922
−5.52 4.49

0 0









, B1 =









0.2211 0.1761
1.7723 −7.5922
−2.76 4.49

0 0









, C0 =









1 0 0 0
0 1 0 0
0 0 1 0
0 1 1 1









, C1 = C0.

The generator matrices ofζ(t) andη(t) are:

Hζ =

[

−0.0017 0.0017
0 0

]

, H0
η =

[

−0.0204 0.0204
3.9039 −3.9039

]

, H1
η =

[

−2.9925 2.9925
0.0515 −0.0515

]

.

According toHζ , the mean lifetime before fault occurrence is 1/0.0017=588.24 minutes,

and the fault mode is absorbing as shown in the second zero rowof Hζ , i.e., there is no

repair or recovery from intermediate fault. For FDI, according to the first row ofH0
η , when

the system is in fault-free mode, the mean time of a false alarm is 1/0.0204=49.02 minutes;

and according to its second row, the mean time of returning tocorrect detection after a false

alarm is 1/3.9039=0.2562 of a minute.H1
η can be interpreted similarly: the mean time of

a missing detection is 1/0.0515 = 19.42 minutes, and the meantime of returning to correct

detection after a missing detection is 1/2.9925 =0.3342 of aminute.

The conditions in Theorem 3.1 forPij are solved as follows:

P00 =









0.0114 0.0009 −0.0028 −0.0065
0.0009 0.0043 −0.0011 0.0004
−0.0028 −0.0011 0.0099 0.0079
−0.0065 0.0004 0.0079 0.0208









,

P01 =









3.5840 0.1916 −0.5806 −1.1955
0.1916 3.2196 −0.2804 −0.0447
−0.5806 −0.2804 3.4266 1.1760
−1.1955 −0.0447 1.1760 4.9369









,

P10 =









0.0484 0.0050 −0.0073 −0.0084
0.0050 0.0619 −0.0147 0.0052
−0.0073 −0.0147 0.0703 0.0102
−0.0084 0.0052 0.0102 0.0669









,

P11 =









2.7515 −0.1065 −1.0816 −1.2975
−0.1065 3.5939 −0.1549 −0.0833
−1.0816 −0.1549 3.4801 1.6071
−1.2975 −0.0833 1.6071 3.8389









.
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Based on Proposition 1, thesePij correspond the following LQR weighting matrices

Sij andRij :

S00 =









0.0120 0.0184 −0.0303 −0.0113
0.0184 0.0351 −0.0533 −0.0144
−0.0303 −0.0533 0.0884 0.0279
−0.0113 −0.0144 0.0279 0.0165









,

S01 =









213.7 1161 −954.4 −307.4
1161.0 7689.3 −5618.3 −1764.3
−954.4 −5618.3 4436.9 1416.5
−307.4 −1764.3 1416.5 460.1









,

S10 =









0.2133 0.3874 −0.4153 0.0212
0.3874 2.7692 −2.4173 0.1968
−0.4153 −2.4173 2.7225 −0.0830
0.0212 0.1968 −0.0830 0.1956









,

S11 =









267.1 1348.6 −1027.9 −478
1348.6 9117.3 −5859.5 −2690.3
−1027.9 −5859.5 4154.7 1921.8
−478 −2690.3 1921.8 891.3









,

R00 = 0.0676, R01 = 0.0913, R10 = 0.1570, R11 = 0.0911.

Following the design procedure withǫ = 0.02 and δ = 0.02, 194 sample controllers

are generated and evaluated with respect to MTTF. It is foundthat the following approx-

imately optimal controllerK̂∗ = {K̂∗
0 , K̂

∗
1} achieves MTTF = 197.3208 minutes with

Pr{Pr{ψ(K∗) > ψ(K̂∗)} ≤ 0.02} ≥ 0.98, whereψ(K∗) denotes the optimal MTTF with

the optimal controllerK∗:

K̂∗
0 =

[

−0.6566 −0.7359 2.0731 1.1449
0.4176 1.3777 −1.1316 −1.0322

]

,

K̂∗
1 =

[

−0.1117 0.2114 0.1399 0.4621
0.0621 0.5747 −0.1667 −0.3248

]

.

For comparison, arbitrarily select another stabilizing controllerK = {K0, K1} with MTTF

= 55.8319 minutes:

K0 =

[

−3.2572 −1.8991 8.0921 6.7639
−0.8941 0.8646 1.0997 1.1335

]

,

K1 =

[

0.0272 0.2312 0.0945 0.0146
0.0427 −0.0603 −0.0534 −0.5202

]

.

To compare the time-domain performance of these two controllers, a white noise dis-

turbance is applied to the system. With initial statex(0) = [2 − 2 2 − 2]T , output

trajectories are shown in Figures 3.4 and 3.5, whereζ(t) remains at fault-free mode 0, and
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Figure 3.4: Output trajectories when usingK̂
∗.

η(t) is manually set to 1 such that FDI gives false alarms when5 ≤ t < 10. In fact, the

sample paths ofζ(t) andη(t) can be generated based on their generator matrices. But, the

possibility of observing fault occurrences or false alarmsin a short time is very small. In

order to study system responses under false alarms, we manually set the transitions ofη(t).

Moreover, to examine the robust performance of controllers, system matrices are perturbed

probabilistically around their nominal values during the simulation.

As shown in Figures 3.4 and 3.5, output trajectories are converging and disturbances

attenuated by both controllers; overall,K̂
∗ seems to have better disturbance attenuation

effects. This can be further validated by comparing the closed-loopH∞ norms. ForK̂∗,

the nominal closed-loopH∞ norm is 0.1294 whenη(t) = 0 and 0.1565 whenη(t) = 1;

for K, it is 0.1088 whenη(t) = 0 and 0.2178 whenη(t) = 1. If probabilistic modeling

uncertainties are considered, forK̂
∗, the probabilities that theH∞ norm is no greater than

1 are 0.6467 and 0.7600 whenη(t) = 0 and 1 respectively [46]; forK, the probabilities

are 0.6328 and 0.1043 respectively, much worse thanK̂
∗ especially under false alarms.

This finding is not surprising because in this example theH∞ norm under probabilistic

uncertainties has been used as a control objective in the definition of a reliability function.

The case for missing detection of FDI under fault occurrencecan be studied in a similar

way, which is not included for brevity.

The reliability functions of FTCS’s for these two controllers are shown in Figure 3.6,

and the reliability shows great improvement by usingK̂
∗. To verify Pr{Pr{ψ(K∗) >
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Figure 3.5: Output trajectories when usingK.

ψ(K̂∗)} ≤ 0.02} ≥ 0.98, 1000 stabilizing controller samples are generated, and the MTTF

of the FTCS for each controller is calculated as shown in Figure 3.7. From this figure, it

is found that only one controller has better MTTF thanK̂
∗. Therefore, the randomized

algorithm gives a valid estimate of optimum with the specified precision.

3.9 Conclusion

This chapter presents a probabilistic design method of FTCS’s based on the stability and

reliability criteria. The basic idea is to develop a stabilizing controller parameterization set

and to apply the randomized algorithms to find the statistically optimal controller in terms

of system reliability. The stabilization conditions are given in the form of LMI’s, and the

free parameters in the controller parameterization set arereal matrices and scalars, which

is convenient for numerical implementation. An example is presented, and the results show

that a statistically optimal controller with highest reliability can be obtained by this method.
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Chapter 4

Two-stage controller design for
MTTF ∗

4.1 Introduction

The reliability-based design is basically an optimizationproblem with respect to reliability

index. For example, in the active control of civil engineering structures, reliability-based

design is usually converted to covariance control or classical optimization problems using

approximate reliability measures [75, 44]. Similarly, reliable control aims to guarantee sta-

bility and/or control performance under component faults [19]. However, a valid reliability

index of FTCS’s is often evaluated from stochastic models and cannot be readily converted

to a control objective. A reliability-based reconfiguration strategy was recently developed

for FTCS’s by optimizing system structure to improve reliability but the effects of control

actions were not considered [76].

Owing to the numerical procedures of building and solving stochastic reliability models,

it is generally difficult to write the reliability index as ananalytical function of controller

parameters. In order to overcome this difficulty, stabilizing controller parameterization and

randomization-based methods were developed in Chapter 3 tofind the statistically optimal

controller with respect to reliability. Its advantage is the stabilizing property of designed

controllers; but the algorithm may need to generate a large set of controllers for optimization

purpose, which may lead to high computation burden.

This chapter discusses a new controller design method to optimize a long-run reliability

index, MTTF. This index is evaluated based on probabilisticcontrol performance charac-

teristics, which are used to relate controller to MTTF. The basic idea is to perform MTTF

optimization in two stages: 1) a gradient-based search is performed on control performance

∗Results presented in this chapter has been submitted to theInternational Journal of Robust and Nonlinear
Control, revised and under review.
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characteristics which are updated along the fastest increasing direction of MTTF; 2) the

updated control performance characteristics are then transmitted to a controller design al-

gorithm, which updates controller accordingly to satisfy these control performance char-

acteristics. Each design stage is completed by one iterative algorithm, and two algorithms

are carried out alternately to complete controller design.This two-stage design overcomes

the difficulty caused by the nonexistence of analytical objective functions of MTTF with re-

spect to controller parameters. It also has relatively fastconvergence because of the gradient

information used in the algorithm.

The control performance is characterized by a probabilistic H∞ criterion, defined as the

probability that theH∞ norm is within specified threshold when assuming bounded random

uncertainties.H∞ norm is suitable for describing long-term static control performance;

when transient behaviors are of interest, a model-matchingstructure can be adopted to rep-

resent transient performance usingH∞ norm. To design a controller for this probabilistic

H∞ criterion, a sequential randomized algorithm is adopted. This algorithm iteratively up-

dates controller based on uncertainty samples, and is effective to handle probabilistic robust

performance. For example, it has been used for robust guaranteed cost control [48], robust

linear matrix inequities problem [77], linear parameter varying design [78], and searching

for common Lyapunov functions [79]. In this chapter, probabilistic H∞ control is consid-

ered, and the main difference from previous work lies in the introduction of a weighted

composite violation function to handle multiple regime models in FTCS’s; both state feed-

back and two-degree-of-freedom (2DOF) controls are discussed; and both the convexity of

violation function and the convergence of algorithms are proved for this new problem.

The remainder of this chapter is organized as follows: System model is introduced in

Section 4.2; controller design algorithms are discussed inSections 4.3 and 4.4 for state

feedback control and 2DOF control respectively; Section 4.5 addresses output feedback

controller design when state information is unavailable; and an example is finally given in

Section 4.6 to demonstrate the method.

4.2 Problem formulation

4.2.1 System model

The general Markov model of FTCS’s is given by 2.2 in Chapter 2. As state-feedback

controller is considered in this chapter, it can be reduced to the following equations by
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removing the output equation:
{

ẋ(t) = A(ζ(t),∆)x(t) +B(ζ(t),∆)u(η(t), t) + E(ζ(t),∆)w(t),

z(t) = C(ζ(t),∆)x(t) +D(ζ(t),∆)u(η(t), t) + F (ζ(t),∆)w(t),
(4.1)

wherex(t) ∈ R
n, z(t) ∈ R

m, u(η(t), t) ∈ R
p, andw(t) ∈ R

q denote system state, regu-

lated output representing control performance, control input, and exogenous input respec-

tively. R
n denotes the real vector space with dimensionn. A,B,C,D,E, andF denote

system matrices with compatible dimensions determined by discrete modesζ(t) andη(t),

and affected by uncertainty parameter∆. ζ(t) andη(t) are assumed to be two continuous-

time Markov processes.∆ ∈ R
l is assumed to be a random vector with known probability

distribution in a bounded setΩ, and the entries in system matrices are affected by the ele-

ments in∆.

Remark 4.1 Different from a measured output,z(t) is the regulated output to characterize

control performance. For example, in tracking control,z(t) can be taken as the tracking

error between controlled output and reference command input. w(t) contains exogenous

inputs to the system, such as reference command input and disturbances, whose effects on

z(t) are undesirable and to be suppressed by designing controllers. Asw(t) may contain

various types of signals, it cannot be described by a Gaussian white noise, and therefore

Ito stochastic differential equations are not applicable here.

Remark 4.2 The required assumption to describe FDI modeη(t) as a Markov process

is the memoryless Markov property [25, p. 233]. According to[15, section 2.1], if FDI

schemes are designed based on single sample hypothesis tests and the noise statistics are

white, this assumption is valid. For general FDI schemes, itis difficult to check this memo-

ryless assumption based on their designs, and semi-Markov processes can be used instead

as discussed in Chapter 5. If FDI history data is available for estimating empirical sojourn

time distribution, the assumption can be tested by checkingwhether sojourn time follows

exponential distribution or not. Under the assumption thatFDI modes can be modeled by a

semi-Markov process, the exponential distribution implies that a Markov process is a valid

model [25, p. 316]; considering that semi-Markov assumption is usually acceptable for

describing FDI modes, this sojourn time distribution test can also be used in general to

check Markov assumption.

Remark 4.3 Model (4.1) is a linear dynamical system subject to Markov switchings and

has been discussed in many references. According to [7, p. 32], [80, p. 117], and [81,
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p. 143], the existence conditions of a unique solution are the Lipschitz and linear growth

conditions of the right hand side of (4.1) with respect tox. For a general setting, a rigorous

proof is provided in [82, p. 81] for stochastic differentialequations with Markov switchings,

and model (4.1) can be deemed as one of its special cases.

A static state feedback controller in a switching structureis considered for FTCS’s.

Here, static means that the controller is a pure gain. If the exogenous inputw(t) contains

unknown disturbances only, the controller is composed of a set of state feedback gains,

denoted byK , {Kj , j ∈ S2}, andu(η(t), t) = Kjx(t) whenη(t) = j. With this

controller, the closed-loop system equations become
{

ẋ(t) = [A(ζ(t),∆) +B(ζ(t),∆)Kη(t)]x(t) + E(ζ(t),∆)w(t),

z(t) = [C(ζ(t),∆) +D(ζ(t),∆)Kη(t)]x(t) + F (ζ(t),∆)w(t),
(4.2)

whereKη(t) representsKj whenη(t) = j.

On the other hand, if the exogenous input contains known reference command input,

the controller may be in a 2DOF structure, denoted byK , {(Kj , Lj), j ∈ S2}, and

u(η(t), t) = Kjx(t)+Ljw(t) whenη(t) = j. The term 2DOF means there are two control

gains involved for state feedback and reference feedforward respectively. The closed-loop

system equations become
{

ẋ(t) = [A(ζ(t),∆) +B(ζ(t),∆)Kη(t)]x(t) + [E(ζ(t),∆) +B(ζ(t),∆)Lη(t)]w(t),

z(t) = [C(ζ(t),∆) +D(ζ(t),∆)Kη(t)]x(t) + [F (ζ(t),∆) +D(ζ(t),∆)Lη(t)]w(t).
(4.3)

The closed-loop system (4.2) or (4.3) contains two discretemodesζ(t) andη(t), also

referred to as system regime modes. For fixed regime modesζ(t) = i andη(t) = j, (4.2)

or (4.3) is reduced to a linear uncertain system, and the transfer function fromw(t) to z(t)

is denoted byGij(s,∆), called a regime model. So, (4.2) or (4.3) represents a collection of

linear uncertain regime models denoted by{Gij(s,∆), i ∈ S1, j ∈ S2}. Owing to possible

incorrect FDI decisions, each controllerKj or (Kj , Lj) may be used forN1 + 1 possible

regime models:G0j(s,∆), · · · , GN1j(s,∆), j ∈ S2. This is the major difference from

jump linear systems, where the number of controllers equalsthat of regime models [54].

4.2.2 Control performance characterization

The control performance ofGij(s,∆) is assumed to be represented by a model-based crite-

rion, such as system norms. Let̟(Gij(s,∆)) denote the performance measure calculated

for fixed regime modesζ(t) = i, η(t) = j, and a particular uncertainty sample∆. The
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allowable performance bound whenζ(t) = i is denoted byρi. To take into account the ran-

dom uncertainty∆, a probabilistic performance description is considered for each regime

model:

γij , Pr{̟(Gij(s,∆)) ≤ ρi}, i ∈ S1, j ∈ S2. (4.4)

For fixedζ(t) = i andη(t) = j, probabilistic performanceγij can be estimated by

γij ≈
1

N

N
∑

h=1

1̟(Gij(s,∆h))≤ρi
, (4.5)

where∆h denotes the generated uncertainty sample according to its distribution, andGij

(s,∆h) the close-loop transfer function. The indicator function1̟(Gij(s,∆h))≤ρi
equals 1

if ̟(Gij(s,∆h)) ≤ ρi and 0 otherwise.N can be determined based on the allowable

estimation error using statistical theory, such as Chernoff’s bound [46]. IfN ≥ ln(2/δ)
2ǫ2

, the

following inequality holds:

Pr{|γij −
1

N

N
∑

h=1

1̟(Gij(s,∆h))≤ρi
| ≤ ǫ} ≥ 1 − δ.

If N is large enough, the estimation errorsǫ andδ can be ignored, and (4.5) can be deemed

as the true probabilistic performanceγij.

Model-based criteria are mainly defined for steady-state orlong-term performance.

When regime modes are under fast transitions, transient performance is of interest and

should also be reflected in control performance characterization. In this chapter,H∞ norm

is selected as the model-based criterion and can represent transient performance by using

suitable weighting functions [83]. But, adjusting weighting functions may need trial and

error, and an alternative method is adopted here based on model-matchingH∞ design [47].

Its basic idea is shown in Figure 4.1: the required transientperformance is represented by

a desired model, and the controller is designed to minimize theH∞ norm from reference

input to mismatch error signal. The reference input can be chosen as the exogenous input

w(t), and mismatch error asz(t). In this way,H∞ controller can be designed for tran-

sient performance. The controller may take the 2DOF state feedback structure, and the

closed-loop equations have similar forms as (4.3).

4.2.3 MTTF gradient

Reliability criteria presented in Chapter 2 provide quantitative measures on overall long-

term performance of FTCS’s. To avoid high costs of emergencyrepairs between periodic
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maintenance activities, the probability of failure withina maintenance period should be re-

duced to a certain level. For this purpose, the interested problem is to design a controller that

achieves suboptimal MTTF exceedingMTTF, whereMTTF represents minimum MTTF

requirement and can be determined based on maintenance period.

For the sake of reliability evaluation, a semi-Markov processXR(t) was constructed

in Chapter 2. Its state spaceSR is composed of operational or up states and a unique

down state. The transition characteristics ofXR(t) is defined by its semi-Markov kernel

Q(Xk,Xh, t) based on probabilistic performanceγij, whereXk andXh represent the states

of XR(t). The detailed definition and derivation ofQ(Xk,Xh, t) can be found in Chapter

2. Based onXR(t), MTTF can be calculated by [27]:

MTTF = pT0 (I − Pup)
−1µ, (4.6)

whereI denotes the identity matrix with compatible dimensions,p0 the vector of initial

probability distribution ofXR(t), Pup its limiting transition probability matrix, andµ the

vector of expected sojourn time at up states ofXR(t). The elements of these three parame-

ters are defined by

p0(Xk) = Pr{X(0) = Xk},

Pup(Xk,Xh) = lim
t→∞

Q(Xk,Xh, t),

µ(Xk) =

∫ ∞

0
(1 −

∑

Xl∈SR

Q(Xk,Xl, t))tdt,

whereXk,Xh ∈ SR, and both are up states. IfI−Pup is not invertible, MTTF= ∞, which

is generally not achievable in practice. In the sequel,I − Pup is assumed to be invertible.

Owing to the construction ofXR(t), it is difficult to establish the analytical relation

between controller and MTTF. Considering that MTTF is calculated from the parameters
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ofX which is constructed based on control performance characteristicsγij, γij can be used

as a connection parameter between controller and MTTF. Based on (4.6), the derivative of

MTTF with respect toγij can be calculated by

dMTTF
dγij

= pT0 (I − Pup)
−1dPup

dγij
(I − Pup)

−1µ+ pT0 (I − Pup)
−1 dµ

dγij
. (4.7)

In the set of controllersK = {Kj , j ∈ S2} or K = {(Kj , Lj), j ∈ S2}, eachKj or

(Kj , Lj) is designed forN1+1 regime models and therefore determinesN1+1 probabilistic

performance parametersγij, i = 0, · · · , N1. ForKj or (Kj , Lj), define the gradient of

MTTF as

∇MTTFj ,
[dMTTF
dγ0j

· · · dMTTF
dγN1j

]T

√

∑

i∈S1
(dMTTF
dγij

)2
, (4.8)

which is composed of the derivatives of MTTF with respect to probabilistic parameters

related toKj or (Kj , Lj), i ∈ S1, j ∈ S2. With ∇MTTFj available, the following

gradient-based iterative search algorithm is adopted for MTTF optimization, whereKl ,
{

K l
j, j ∈ S2

}

andKl ,

{

(K l
j , L

l
j), j ∈ S2

}

represent the state feedback and 2DOF con-

trollers respectively at thel-th iteration.

Algorithm 4.1: MTTF optimization

1. Initialization: Setl = 0; select minimum reliability requirementMTTF and step size

τ > 0; randomly generate the initial value of controllerK
0 or K0; and estimate

probabilistic performanceγ0
ij using (4.5).

2. At iteration l, calculate MTTF based on controllerKl or Kl. If MTTF > MTTF,

stop and the controller at current iteration satisfies MTTF requirement; otherwise, if
√

∑

i∈S1
(dMTTF
dγij

)2 < ǫ, a small positive number, stop because the algorithm is at a

local optimum butMTTF is not achieved.

3. For eachj ∈ S2, calculate∇MTTFlj using (4.7)-(4.8); use Algorithm 4.2 to obtain

K
l+1 or Kl+1 such thatγl+1

ij ≥ γlij + τ∇MTTFlij for anyi ∈ S1 andj ∈ S2, where

∇MTTFlij denotes the element of∇MTTFlj .

4. Go to step 2 and start the new iterationl + 1.

Remark 4.4 In Algorithm 4.1,γij is iterated along the gradient direction of MTTF, and its

value is used to direct controller update. Because the convexity of MTTF with respect toγij

is not guaranteed, the gradient search may run into a local optimum, and a controller for

the required MTTF cannot be found. This problem always exists when using gradient search
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for a non-convex problem. It can be handled by the change of initial values or the relaxation

of MTTF. In step 3, the controller is designed to satisfy the probabilistic performance using

Algorithm 4.2 presented in the next section.

4.3 Sequential randomized algorithms for state feedback con-
trol

This section considers the design of a state feedback controller. For notational simplic-

ity, for ζ(t) = i, η(t) = j, i ∈ S1, j ∈ S2, denoteAi(∆) , A(ζ(t),∆), Bi(∆) ,

B(ζ(t),∆), Ci(∆) , C(ζ(t),∆), Di(∆) , D(ζ(t),∆), Ei(∆) , E(ζ(t),∆), Fi(∆) ,

F (ζ(t),∆),Aij(∆) , A(ζ(t),∆)+B(ζ(t),∆)Kj , andCij(∆) , C(ζ(t),∆)+D(ζ(t),∆)Kj .

For fixedζ(t) = i andη(t) = j, (4.2) is reduced to a linear uncertain system

Gij :

{

ẋ(t) = Aij(∆)x(t) + Ei(∆)w(t),

z(t) = Cij(∆)x(t) + Fi(∆)w(t).
(4.9)

LetGij(s,∆) denote the transfer function fromw(t) toz(t). ItsH∞ norm‖Gij(s,∆)‖∞

is selected as the performance criterion, and the probabilistic performance is reduced to

γij = Pr {‖Gij(s,∆)‖∞ ≤ ρi}. The following lemma then provides a sufficient condition

to check whether‖Gij(s,∆)‖∞ ≤ ρi. In the sequel,∆ is not shown in system matrices for

notational simplicity.

Lemma 4.1 For system (4.9), assume that the initial statex(0) = 0 and ρ2
i I − F Ti Fi >

0, whereI denotes an identity matrix with compatible dimensions. Forfixed i, j, and a

particular uncertainty sample∆, ‖Gij(s)‖∞ ≤ ρi holds if there existsPij ≥ 0 such that

(Aij)
TPij+PijAij+(Cij)

TCij+(PijEi+(Cij)
TFi)(ρ

2
i I−F

T
i Fi)

−1(ETi Pij+F
T
i Cij) ≤ 0.

(4.10)

The proof is standard by using a quadratic Lyapunov function[84, p. 212], and a proof is

provided here for clarity.

Proof: For system in (4.9), it is worthwhile to point out that the result to be proved

is for fixed i, j, and uncertainty sample∆. In other words, the result is for a fixed linear

regime system in FTCS’s.

Suppose that the solutionPij ≥ 0 exists for (4.10). Using Schur’s complement lemma

and the assumption thatρiI − F Ti Fi > 0, (4.10) is equivalent to

[

(Aij)
TPij + PijAij + (Cij)

TCij PijEi + (Cij)
TFi

ETi Pij + F Ti Cij −(ρ2
i I − F Ti Fi)

]

≤ 0.
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So, for allx(t) ∈ Rn, w(t) ∈ Rq,
[

x(t)
w(t)

]T [

(Aij)
TPij + PijAij + (Cij)

TCij PijEi + (Cij)
TFi

ETi Pij + F Ti Cij −(ρ2
i I − F Ti Fi)

] [

x(t)
w(t)

]

≤ 0. (4.11)

For notational simplicity, let us drop the time variablet in x(t) andw(t). Inequality (4.11)

is obviously equivalent to

xT [(Aij)
TPij + PijAij + (Cij)

TCij]x+ xT [PijEi + (Cij)
TFi]w+

wT (ETi Pij + F Ti Cij)x− wT (ρ2
i I − F Ti Fi)w ≤ 0. (4.12)

Consider a Lyapunov functionfij(x) = xTPijx, andfij(x) ≥ 0 asPij ≥ 0. Using the

state equation in (4.9), the derivative offij(x) is calculated as

dfij(x)

dt
= xT (A

T
ijPij + PijAij)x+ xTPijEiw + wTETi Pijx. (4.13)

By substituting (4.13) into (4.12), we have

dfij(x)

dt
≤ ρ2

iw
Tw − (Cijx+ Fiw)T (Cijx+ Fiw) = ρ2

iw
Tw − zT z.

Taking integration on both sides from 0 tot0, we have

fij(x(t0)) − fij(x(0)) =

∫ t0

0

dfij(x(t))

dt
dt ≤

∫ t0

0
(ρ2
iw(t)Tw(t) − z(t)T z(t))dt.

Usingfij(x(t0)) ≥ 0 andfij(x(0)) = 0, we obtain
∫ t0

0
z(t)T z(t)dt ≤ ρ2

i

∫ t0

0
w(t)Tw(t)dt. (4.14)

If w(t) has finiteL2-norm, (4.14) yields‖Gij(s)‖∞ ≤ ρi by taking the limit ast0 → ∞.

�

Owing to Lemma 4.1, if inequality (4.10) holds with probability γij when∆ varies

probabilistically,Kj satisfies probabilistic performanceγij = Pr {‖Gij(s,∆)‖∞ ≤ ρi}.

Kj can be designed using a sequential randomized algorithm presented in this section.

The following notations are adopted in this section: The space of realn-by-m matri-

ces is a Hilbert space with the inner product〈M,N〉 , Tr(MTN) and Frobenius norm

‖M‖ ,
√

∑n
i=1

∑m
j=1(M(i, j))2 , where Tr(·) denotes the trace of a matrix, andm,n the

dimensions ofM . For a real symmetric matrixM , its projection onto the convex cone of

nonnegative definite matrices is defined as

M+ , arg min
N≥0

‖M −N‖.

M+ can be computed explicitly as follows [48]: IfM = UΛUT , whereU is orthogonal

andΛ is diagonal with entriesλ1, · · · , λn, thenM+ = UΛ+UT , whereΛ+ is diagonal

with entriesmax{0, λ1}, · · · ,max{0, λn}.
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4.3.1 Violation function and gradient computation

In this subsection, the matrix inequality (4.10) in Lemma 4.1 is converted to a scalar convex

function. Let us begin with a special case thatDi = Fi = 0, and the left-hand side of (4.10)

is simplified and denoted asVij, i ∈ S1, j ∈ S2:

Vij , ATi Pij + PijAi +KT
j B

T
i Pij + PijBiKj + PijEiE

T
i Pij/ρ

2
i +CTi Ci ≤ 0. (4.15)

Let f denote a functional on the space of symmetric matrices whichassigns matrixM

a real numberf(M). The gradient off(M) is denoted as∂Rf(M), meaning

f(M + δM) = f(M) + 〈∂Mf(M), δM〉 + o(‖δM‖),

whereδM denotes a small perturbation inM . f(M) is convex if and only if [85, p. 69,

chap. 3]

f(M + δM) ≥ f(M) + 〈∂Mf(M), δM〉.

Lemma 4.2 ([79]) The functionalf(M) , 1
2‖M

+‖2 is convex and differentiable with gra-

dient given by∂Mf(M) = M+.

Using Lemma 4.2, a violation function of (4.15) is defined as

vij(Kj , Pij ,∆) , f(Vij) =
1

2
‖(ATi Pij + PijAi +KT

j B
T
i Pij + PijBiKj

+PijEiE
T
i Pij/ρ

2
i + CTi Ci)

+‖2, (4.16)

wherei ∈ S1 andj ∈ S2. Obviously,vij(Kj , Pij ,∆) ≥ 0, andvij(Kj , Pij ,∆) = 0 if and

only if Vij ≤ 0. In other words, (4.15) holds if and only ifvij(Kj , Pij ,∆) = 0.

Lemma 4.3 vij(Kj , Pij ,∆) is convex inKj andPij respectively, and its gradients with

respect to these two matrix variables are

∂Kj
vij(Kj , Pij ,∆) = 2BT

i PijV
+
ij ,

∂Pij
vij(Kj , Pij ,∆) = (BiKj +Ai + EiE

T
i Pij/ρ

2
i )V

+
ij + V +

ij (KT
j B

T
i +ATi

+PijEiE
T
i /ρ

2
i ).

Proof: Recalling (4.16), becausef(Vij) is convex inVij, andVij is affine inKj,

vij(Kj , Pij ,∆) is convex inKj [85, chap. 4]. The convexity inPij will be proved af-

ter calculating the gradients.
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Let δKj denote a small perturbation inKj , and the function value after applying this

perturbation is calculated as follows, whereVij denotes the expression in (4.15) without

any perturbations:

vij(Kj + δKj , Pij ,∆)

= f(Vij) + 〈∂Vij
f(Vij), (δKj)

TBT
i Pij + PijBiδKj〉 + o(‖δKj‖)

= vij(Kj , Pij ,∆) + Tr[∂Vij
f(Vij)(δKj)

TBT
i Pij ] + Tr[∂Vij

f(Vij)PijBiδKj ]

+o(‖δKj‖) (4.17)

Considering that

Tr[∂Vij
f(Vij)(δKj)

TBT
i Pij ] = Tr[(δKj)

TBT
i Pij∂Vij

f(Vij)]

= Tr[∂Vij
f(Vij)PijBiδKj ], (4.18)

where we have used the facts that Tr(AB) = Tr(BA), Tr(A) = Tr(AT ), and the symmetry

of Pij and∂Vij
f(Vij). By substituting (4.18) into (4.17), we have

vij(Kj + δKj , Pij ,∆) = vij(Kj , Pij ,∆) + 2Tr[∂Vij
f(Vij)PijBiδKj ] + o(‖δKj‖)

= vij(Kj , Pij ,∆) + 〈2BT
i Pij∂Vij

f(Vij), δKj〉 + o(‖δKj‖).

Therefore,∂Kj
vij(Kj , Pij ,∆) = 2BT

i Pij∂Vij
f(Vij) = 2BT

i PijV
+
ij . The gradient with

respect toPij can be proved in a similar way as follows:

vij(Kj , Pij + δPij ,∆)

= f(Vij) + 〈∂Vij
f(Vij), A

T
i δPij + δPijAi +KT

j B
T
i δPij + δPijBiKj +

δPijEiE
T
i Pij/ρ

2
i + PijEiE

T
i δPij/ρ

2
i 〉 + o(‖δPij‖)

= vij(Kj , Pij ,∆) + Tr[∂Vij
f(Vij)(A

T
i +KT

j B
T
i + PijEiE

T
i /ρ

2
i )δPij ]

+Tr[∂Vij
f(Vij)δPij(Ai +BiKj + EiE

T
i Pij/ρ

2
i )] + o(‖δPij‖)

= vij(Kj , Pij ,∆) + Tr[∂Vij
f(Vij)(A

T
i +KT

j B
T
i + EiE

T
i /ρ

2
i )δPij ]

+Tr[(Ai +BiKj + EiE
T
i /ρ

2
i )∂Vij

f(Vij)δPij ] + o(‖δPij‖)

= vij(Kj , Pij ,∆) + 〈(BiKj +Ai + EiE
T
i Pij/ρ

2
i )V

+
ij

+V +
ij (KT

j B
T
i +ATi + PijEiE

T
i /ρ

2
i ), δPij〉 + o(‖δPij‖).

This proves the gradient inPij . The convexity inPij can be shown by the following in-
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equality:

vij(Kj , Pij + δPij ,∆) ≥ f(Vij) + 〈∂Vij
f(Vij), A

T
i δPij + δPijAi +KT

j B
T
i δPij

+δPijBiKj + δPijEiE
T
i Pij/ρ

2
i + PijEiE

T
i δPij/ρ

2
i

+δPijEiE
T
i δPij/ρ

2
i 〉 (4.19)

= vij(Kj , Pij ,∆) + 〈∂Pij
vij(Kj , Pij ,∆), δPij〉

+〈∂Vij
f(Vij), δPijEiE

T
i δPij/ρ

2
i 〉 (4.20)

≥ vij(Kj , Pij ,∆) + 〈∂Pij
vij(Kj , Pij ,∆), δPij〉. (4.21)

(4.19) is because of the convexity off , (4.20) follows by substituting∂Pij
vij(Kj , Pij ,∆) in

(4.19), and (4.21) is true because that Tr[∂Vij
f(Vij)δPijEiE

T
i δPij/ρ

2
i ] ≥ 0, resulted from

the semi-definite properties of∂Vij
f(Vij) andδPijEiETi δPij/ρ

2
i . �

For the general cases thatDi 6= 0 andFi 6= 0, the gradients are given as follows, which

can be proved in a similar way:

∂Kj
vij(Kj , Pij ,∆) = 2[BT

i Pij +DT
i Ci +DT

i Fi(ρ
2
i I − F Ti Fi)

−1ETi P
T
ij

+(DT
i Di +DT

i Fi(ρ
2
i I − F Ti Fi)

−1F Ti Di)Kj ]V
+
ij ,

∂Pij
vij(Kj , Pij ,∆) = [Ai +BiKj + Ei(ρ

2
i I − F Ti Fi)

−1F Ti (Ci +DiKj) + Ei

(ρ2
i I − F Ti Fi)

−1ETi ]V +
ij + V +

ij [ATi +KT
j Bi + (Ci +DiKj)

T

Fi(ρ
2
i I − F Ti Fi)

−1Ei + Ei(ρ
2
i I − F Ti Fi)

−1ETi ].

Owing to false alarms, the FDI estimateη(t) may be different fromζ(t). As a result,

given fixedj ∈ S2, each controller gainKj may appear inN1 + 1 inequalities,Vij ≤ 0 for

i = 0, 1, · · · , N1. To take theseN1+1 inequalities into account simultaneously, a weighted

composite violation function is defined as

ψj(Kj , P0j , · · · , PN1j ,∆) =

N1
∑

i=0

θijvij(Kj , Pij ,∆), (4.22)

whereθij denotes a positive weight corresponding to inequalityVij ≥ 0 for ζ(t) = i,

i ∈ S1, j ∈ S2.

Lemma 4.4 Given j ∈ S2, if θij > 0 for all i ∈ S1, ψj(Kj , P0j , · · · , PN1j) = 0 is

equivalent toVij ≤ 0 simultaneously for alli ∈ S1.

Proof: As θij > 0 andvij(Kj , Pij ,∆) ≥ 0, ψj(Kj , P0j , · · · , PN1j,∆) = 0 if and only

if vij = 0 holds simultaneously fori = 0, 1, · · · , N1, j ∈ S2. Based on the definition of

vij in (4.16),vij(Kj , Pij ,∆) = 0 if and only if Vij ≤ 0, which concludes the proof.�
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Lemma 4.4 shows thatψj can be used as a composite violation function for multiple

matrix inequalities if all weights are positive. So,θij can be selected freely among all

positive values.

Lemma 4.5 Givenj ∈ S2, ψj(Kj , P0j , · · · , PN1j) is convex inKj andPij , i ∈ S1, and

its gradients are given by

∂Kj
ψj(Kj , P0j , · · · , PN1j,∆) =

N1
∑

i=0

θij∂Kj
vij(Kj , P0j , · · · , PN1j ,∆), (4.23)

∂Pij
ψj(Kj , P0j , · · · , PN1j,∆) = θij∂Pij

vij(Kj , P0j , · · · , PN1j ,∆). (4.24)

Lemma 4.5 is obvious considering (4.22) and the properties of gradient and convexity.

4.3.2 Controller design algorithm

Let SjKP represents the robust solution set of (4.22) defined as

SjKP , {(Kj , P0j , P1j , · · · , PN1j) : ψj(Kj , P0j , · · · , PN1j,∆) = 0, ∀∆ ∈ Ω}. (4.25)

Two standard assumptions of sequential algorithms are madehere as follows [48]:

Assumption 4.1 The solution setSjKP defined in (4.25) contains a nonempty interior for

any givenj ∈ S2.

Assumption 4.2 If (Kj , P0j , P1j , · · · , PN1j) /∈ SKP , Pr{ψj(Kj , P0j , · · · , PN1j ,∆) >

0} > 0.

Based on Assumption 4.1, there exists an interior point(K#
j , P

#
0j , · · · , P

#
N1j

) ∈ SjKP

and a ballBrj ⊂ SjKPcentered at(K#
j , P

#
0j , · · · , P

#
N1j

). The knowledge of radiusrj of

Brj can be used to determine step size in the algorithm presentedin this section.

In Algorithm 4.1, the control design algorithm is to find(K l+1
j , P l+1

0j , · · ·P l+1
N1j

) such

thatγl+1
ij ≥ γlij + τ∇MTTFlij , wherei ∈ S1, j ∈ S2, andl ∈ N represents the iteration

index of Algorithm 4.1. The algorithm is in an iterative structure: At iterationk ∈ N, if the

violation functionψj(Kk
j , P

k
0j , · · · , P

k
N1j

,∆k) > 0 for a randomly generated uncertainty

sample∆k,Kk+1
j andP k+1

ij are updated by

Kk+1
j = Kk

j − µkj
∂Kj

ψj(K
k
j , P

k
0j , · · · , P

k
N1j

,∆k)

φj(Kk
j , P

k
0j , · · · , P

k
N1j

,∆k)
, (4.26)

P k+1
ij = [P kij − µkj

∂Pij
ψj(K

k
j , P

k
0j , · · · , P

k
N1j

,∆k)

φj(Kk
j , P

k
0j , · · · , P

k
N1j

,∆k)
]+, (4.27)
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whereφj represents the overall size of the gradient in Lemma 4.5:

φj(K
k
j , P

k
0j , · · · , P

k
N1j,∆

k) , (‖∂Kj
ψj(K

k
j , P

k
0j , · · · , P

k
N1j,∆

k)‖2 +

N1
∑

i=0

‖∂Pij
ψj(K

k
j , P

k
0j , · · · , P

k
N1j ,∆

k)‖2)1/2.(4.28)

µkj denotes the step-size calculated by

µkj ,
ψj(K

k
j , P

k
0j , · · · , P

k
N1j

,∆k)

φj(Kk
j , P

k
0j , · · · , P

k
N1j

,∆k)
+ rj, (4.29)

whererj > 0 denotes the radius ofBrj ⊂ SKP centered at(K#
j , P

#
0j , · · · , P

#
N1j

).

Remark 4.5 In this paper,rj is assumed to be a known priori for choosing step sizeµkj

in the sequential algorithm. Ifrj is not known, classical choice of step size in stochastic

gradient algorithms can be used forµkj . For example,limk→∞ µkj = 0 and
∑∞

k=0 µ
k
j = ∞

[78, 86]. Note that the projection operation is used in (4.27) to ensure Pij converge to a

nonnegative definite matrix. If the violation functionψj(Kk
j , P

k
0j , · · · , P

k
N1j

,∆k) = 0, let

Kk+1
j = Kk

j andP k+1
ij = P kij , i ∈ S1, j ∈ S2.

The controller design algorithm is given in Algorithm 4.2, whereγl∗ij , γlij+τ∇MTTFlij,

i denotes fault mode,j FDI mode,l iteration index in Algorithm 4.1, andk iteration index

in Algorithm 4.2.

Algorithm 4.2: Controller design for probabilistic perfor mance

1. Initialization: Setk = 0, K l0
j = K l

j, andP l0ij = P lij , taken from iterationl in

Algorithm 4.1,i ∈ S1, j ∈ S2.

2. At iterationk, estimate the probabilistic performanceγlkij of K lk
j using (4.5) for all

i ∈ S1. If γlkij ≥ γl∗ij for all i ∈ S1, stop and returnK lk
j to Algorithm 4.1 asK l+1

j .

3. Determine positive weightθlkij based onγlkij , γl∗ij , and∇MTTFlij, i ∈ S1.

4. Generate an uncertainty sample∆lk; if ψj(K lk
j , P

lk
0j , · · · , P

lk
N1j

,∆lk) > 0, update

K lk
j andP lkij using (4.26) and (4.27) respectively; then, goto step 2.

As the probabilistic performance requirementγl∗ij is calculated based on the gradient

∇MTTFlij , it is ideal to haveγlkij increase along this gradient direction for fast convergence.

Based on Lemma 4.4,ψj(Kj , P0j , · · · , PN1j,∆) is a valid composite violation function as

long as the weightθlkij > 0. Considering thatθlkij also appear in gradient calculation (4.23)-

(4.24), the increasing direction ofγlkij can be adjusted by determiningθlkij based on heuristic

rules, which helps to reduce iteration number.
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4.3.3 Convergence result

Theorem 4.1 If Assumption 4.1 holds, the iterations (4.26)-(4.27) ensure the following in-

equality

∥

∥

∥
Kk+1
j −K#

j

∥

∥

∥

2
+

N1
∑

i=0

∥

∥

∥
P k+1
ij − P#

ij

∥

∥

∥

2
≤

∥

∥

∥
Kk
j −K#

j

∥

∥

∥

2
+

N1
∑

i=0

∥

∥

∥
P kij − P#

ij

∥

∥

∥

2
−r2j , (4.30)

where(K#
j , P

#
0j , · · · , P

#
N1j

) ∈ SKP denotes a robust solution.

Proof: The proof follows standard procedure in subgradient algorithms [48, 78, 79].

Owing to Assumption 4.1, define the following feasible solution in SKP :

Kj = K#
j + rj

∂Kj
ψj(K

k
j , P

k
0j , · · · , P

k
N1j

,∆k)

φj(Kk
j , P

k
0j , · · · , P

k
N1j

,∆k)
, (4.31)

P ij = P#
ij + rj

∂Pij
ψj(K

k
j , P

k
0j , · · · , P

k
N1j

,∆k)

φj(K
k
j , P

k
0j , · · · , P

k
N1j

,∆k)
, i ∈ S1. (4.32)

So,ψj(Kj, P 0j , · · · , PN1j ,∆) = 0 for all ∆ ∈ Ω. For notational simplicity, the variables

of ψj are omitted. Ifψj > 0, we have
∥

∥

∥
Kk+1
j −K#

j

∥

∥

∥

2
+

N1
∑

i=0

∥

∥

∥
P k+1
ij − P#

ij

∥

∥

∥

2

=

∥

∥

∥

∥

Kk
j −K#

j − µkj
∂Kj

ψj

φj

∥

∥

∥

∥

2

+

N1
∑

i=0

∥

∥

∥

∥

[P kij − µkj
∂Kj

ψj

φj
]+ − P#

ij

∥

∥

∥

∥

2

≤

∥

∥

∥

∥

Kk
j −K#

j − µkj
∂Kj

ψj

φj

∥

∥

∥

∥

2

+

N1
∑

i=0

∥

∥

∥

∥

P kij − µkj
∂Kj

ψj

φj
− P#

ij

∥

∥

∥

∥

2

=
∥

∥

∥
Kk
j −K#

j

∥

∥

∥

2
− 2µkj 〈

∂Kj
ψj

φj
, Kk

j −Kj〉 − 2µkj 〈
∂Kj

ψj

φj
, Kj −K#

j 〉 +

∥

∥

∥

∥

µkj
∂Kj

ψj

φj

∥

∥

∥

∥

2

+

N1
∑

i=0

(
∥

∥

∥
P kij − P#

ij

∥

∥

∥

2
− 2µkj 〈

∂Pij
ψj

φj
, P kij − P ij〉 − 2µkj 〈

∂Pij
ψj

φj
, P ij − P#

ij 〉

+

∥

∥

∥

∥

µkj
∂Pij

ψj

φj

∥

∥

∥

∥

2

),

where the inequality is because of the property of projection operation [48]. Based on

(4.28), we have
∥

∥

∥

∥

µkj
∂Kj

ψj

φj

∥

∥

∥

∥

2

+

N1
∑

i=0

∥

∥

∥

∥

µkj
∂Pij

ψj

φj

∥

∥

∥

∥

2

= (µkj )
2.
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Owing to the convexity ofψj in Kj andPij , we have

〈
∂Kj

ψj

φj
, Kk

j −Kj〉 ≥
ψj
φj
, 〈

∂Pij
ψj

φj
, P kij − P ij〉 ≥

ψj
φj
.

Because of (4.28) and (4.31)-(4.32), we have

〈
∂Kj

ψj

φj
, Kj −K#

j 〉 +

N1
∑

i=0

〈
∂Pij

ψj

φj
, P ij − P#

ij 〉 = rj .

Therefore, we have

∥

∥

∥
Kk+1
j −K#

j

∥

∥

∥

2
+

N1
∑

i=0

∥

∥

∥
P k+1
ij − P#

ij

∥

∥

∥

2
≤

∥

∥

∥
Kk
j −K#

j

∥

∥

∥

2
+

N1
∑

i=0

∥

∥

∥
P kij − P#

ij

∥

∥

∥

2
+ (µkj )

2

−2µkj (
ψj
φj

+ rj).

By substitutingµkj defined in (4.29), we have

∥

∥

∥
Kk+1
j −K#

j

∥

∥

∥

2
+

N1
∑

i=0

∥

∥

∥
P k+1
ij − P#

ij

∥

∥

∥

2
≤

∥

∥

∥
Kk
j −K#

j

∥

∥

∥

2
+

N1
∑

i=0

∥

∥

∥
P kij − P#

ij

∥

∥

∥

2
−(

ψj
φj

+rj)
2.

≤
∥

∥

∥
Kk
j −K#

j

∥

∥

∥

2
+

N1
∑

i=0

∥

∥

∥
P kij − P#

ij

∥

∥

∥

2
− r2j .

So, (4.30) holds, meaning that the distance to the robust solution is decreasing mono-

tonically. �

Remark 4.6 The iterations (4.26)-(4.27) are originated from subgradient methods, and

their convergence is usually proved based on the distance between the decision variables

and the solution set [86, p. 25]. Theorem 4.1 also follows this idea: after each iteration, the

distance of controller to robust solution set is reduced by at leastr2j . So only finite updates

are needed before reaching the solution set. Considering there is a positive probability

of performing the update based on Assumption 4.2, this theorem leads to the following

convergence result of Algorithm 4.2.

Proposition 4.1 If Assumptions 4.1 and 4.2 hold, Algorithm 4.2 converges in afinite num-

ber of iterations with probability 1 to a controller satisfying required probabilistic perfor-

mance.

Proof: Considering Assumption 4.2, there is a positive probability of generating an un-

certainty sample withψj(Kj , P0j , · · · , PN1j ,∆) > 0 and performing the iteration (4.26)-

(4.27) when(Kk
j , P

k
0j , · · · , P

k
N1j

) /∈ SKP . In other words, the distance of(Kk
j , P

k
0j , · · · , P

k
N1j

)
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to SKP decreases by at leastr2j with a positive probability when(Kk
j , P

k
0j , · · · , P

k
N1j

) /∈

SKP . Therefore,(Kk
j , P

k
0j , · · · , P

k
N1j

) converges to a robust solution inSKP in a finite

number of iterations with probability one, which implies the convergence to a controller

with any probabilistic performance.�

4.4 Sequential randomized algorithms for 2DOF control

The design of 2DOF control parallels that of state feedback control. For fixed regime modes

ζ(t) = i andη(t) = j, i ∈ S1, j ∈ S2, the closed-loop system (4.3) is reduced to a linear

uncertain system

Gij :

{

ẋ(t) = Aijx(t) + (Ei +BiLj)w(t),

z(t) = Cijx(t) + (Fi +DiLj)w(t),
(4.33)

where the simplified notations in Section 4.3 have been used.Following Lemma 4.1, its

H∞ norm is non-greater thanρi if there existsPij > 0 such that

A
T
ijPij + PijAij +C

T
ijCij + [Pij(Ei +BiLj) +C

T
ij(Fi +DiLj)]

[ρ2
i I − (Fi +DiLj)

T (Fi +DiLj)]
−1[(Ei +BiLj)

TPij + (Fi +DiLj)
TCij ] ≤ 0. (4.34)

As the controller gainLj is involved with matrix inverse in this inequality, its convexity is

violated whenDi 6= 0. SoDi = 0 is assumed in order to apply sequential randomized

algorithms. Let us begin with the case thatFi = 0, and the matrix inequality is reduced to

Wij , ATi Pij + PijAi +KT
j B

T
i Pij + PijBiKj

+Pij(Ei +BiLj)(Ei +BiLj)
TPij/ρ

2
i + CTi Ci ≤ 0. (4.35)

A violation function of (4.35) can be defined as

wij(Kj , Lj , Pij ,∆) , f(Wij) =
1

2
‖(ATi Pij + PijAi +KT

j B
T
i Pij + PijBiKj

+Pij(Ei +BiLj)(Ei +BiLj)
TPij/ρ

2
i + CTi Ci)

+‖2.(4.36)

Lemma 4.6 wij(Kj , Lj , Pij ,∆) is convex inKj , Lj , andPij respectively, and its gradi-

ents with respect to these matrix variables are

∂Kj
wij(Kj , Lj , Pij ,∆) = 2BT

i PijW
+
ij ,

∂Lj
wij(Kj , Lj , Pij ,∆) = 2BT

i PijW
+
ij Pij(BiLj +Ei),

∂Pij
wij(Kj , Lj , Pij ,∆) = [BiKj +Ai + (Ei +BiLj)(Ei +BiLj)

TPij/ρ
2
i ]W

+
ij

+W+
ij [K

T
j B

T
i +ATi + Pij(Ei +BiLj)(Ei +BiLj)

T /ρ2
i ].
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Lemma 4.6 can be proved in the same way as Lemma 4.3. This simplified case of

Fi = 0 corresponds to 2DOF control in model-matching design for transient performance

and is of major interest in this chapter, as demonstrated in Section 4.6. The gradients and

convexity in the general case ofFi 6= 0 can be derived in a similar way and are omitted here

for brevity.

Compared with state feedback control in Section 4.3, 2DOF control involves two con-

trol gains(Kj , Lj) and therefore one more decision variable. But, the sequential random-

ized algorithms can be constructed following the same procedures, which are listed as fol-

lows without proof. For convenience and comparison purpose, the same notations are used

here as in Section 4.3.

The composite violation function is defined as

ψj(Kj , Lj , P0j , · · · , PN1j,∆) =

N1
∑

i=0

θijwij(Kj , Lj, Pij ,∆), (4.37)

and its gradients are

∂Kj
ψj(Kj , Lj , P0j , · · · , PN1j ,∆)

=

N1
∑

i=0

θij∂Kj
wij(Kj , Lj , P0j , · · · , PN1j,∆), (4.38)

∂Lj
ψj(Kj , Lj , P0j , · · · , PN1j,∆)

=

N1
∑

i=0

θij∂Lj
wij(Kj , Lj , P0j , · · · , PN1j ,∆), (4.39)

∂Pij
ψj(Kj , Lj , P0j , · · · , PN1j,∆)

= θij∂Pij
wij(Kj , Lj , P0j , · · · , PN1j,∆), i = 0 · · ·N1. (4.40)

At k-th iteration of randomized algorithm, if the violation function is greater than zero,

denoted asψj(Kk
j , L

k
j , P

k
0j , · · · , P

k
N1j

,∆k) > 0,Kk+1
j , Lk+1

j , andP k+1
ij are updated by

Kk+1
j = Kk

j − µkj
∂Kj

ψj(K
k
j , L

k
j , P

k
0j , · · · , P

k
N1j

,∆k)

φj(K
k
j , L

k
j , P

k
0j , · · · , P

k
N1j

,∆k)
, (4.41)

Lk+1
j = Lkj − µkj

∂Lj
ψj(K

k
j , L

k
j , P

k
0j , · · · , P

k
N1j

,∆k)

φj(Kk
j , L

k
j , P

k
0j , · · · , P

k
N1j

,∆k)
, (4.42)

P k+1
ij = [P kij − µkj

∂Pij
ψj(K

k
j , L

k
j , P

k
0j , · · · , P

k
N1j

,∆k)

φj(Kk
j , L

k
j , P

k
0j , · · · , P

k
N1j

,∆k)
]+, (4.43)
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whereµkj ,
ψj(Kk

j ,L
k
j ,P

k
0j ,··· ,P

k
N1j

,∆k)

φj(Kk
j ,L

k
j ,P

k
0j ,··· ,P

k
N1j

,∆k)
+ rj, and

φj(K
k
j , L

k
j , P

k
0j , · · · , P

k
N1j ,∆

k)

, (‖∂Kj
ψj(K

k
j , L

k
j , P

k
0j , · · · , P

k
N1j,∆

k)‖2 + ‖∂Lj
ψj(K

k
j , L

k
j , P

k
0j , · · · , P

k
N1j,∆

k)‖2

+

N1
∑

i=0

‖∂Pij
ψj(K

k
j , L

k
j , P

k
0j , · · · , P

k
N1j ,∆

k)‖2)1/2. (4.44)

rj > 0 denotes the radius ofSKLP centered at(K#
j , L

#
j , P

#
0j , · · · , P

#
N1j

), andSKLP rep-

resents the robust solution set defined as

SKLP , {(Kj , Lj , P0j , P1j , · · · , PN1j) : ψj(Kj , Lj , P0j , · · · , PN1j ,∆) = 0, ∀∆ ∈ Ω}.

(4.45)

If SKLP contains a nonempty interior for any givenj ∈ S2, the iterations (4.41)-(4.43)

ensure the following inequality

∥

∥

∥
Kk+1
j −K#

j

∥

∥

∥

2
+

∥

∥

∥
Lk+1
j − L#

j

∥

∥

∥

2
+

N1
∑

i=0

∥

∥

∥
P k+1
ij − P#

ij

∥

∥

∥

2

≤
∥

∥

∥
Kk
j −K#

j

∥

∥

∥

2
+

∥

∥

∥
Lkj − L#

j

∥

∥

∥

2
+

N1
∑

i=0

∥

∥

∥
P kij − P#

ij

∥

∥

∥

2
− r2j .

The inequality (4.46) can be derived in a similar way as in Theorem 4.1, which leads to the

convergence of the iterative updates. The 2DOF controller design algorithm can be imple-

mented by replacing the iterations (4.26)-(4.27) with (4.41)-(4.43) in Algorithm 4.2. And

it can be used with Algorithm 4.1 to find a 2DOF controller for MTTF optimization. If

(Kj , Lj , P0j , P1j , · · · , PN1j) /∈ SKLP impliesPr{ψj(Kj , Lj , P0j , · · · , PN1j,∆) > 0} >

0, Algorithm 4.2 with iterations (4.41)-(4.43) is guaranteed to converge to a 2DOF con-

troller satisfying required performance with probability1, which can be proved similarly as

in Proposition 4.1.

Remark 4.7 Both the state feedback and 2DOF controller require complete information of

states and can be designed using sequential randomized algorithms, in which the iterative

updates and convergence proof are similar. Their differences lie in the following aspects:

1) The 2DOF design is originated from model-matching problem and needs the knowledge

of w(t); 2) it requires the conditionDj = 0 to apply the algorithm; 3) it involves one

additional feedforward gainLj, which appears as a new decision variable in the design

algorithm.
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4.5 Output feedback control

We consider a general scenario when plant state is not available for controller and the plant

output equation is

y(t) = U(ζ(t),∆)x(t) +M(ζ(t),∆)u(t) +N(ζ(t),∆)w(t), (4.46)

wherey(t) ∈ R
l represents measured output, andU(ζ(t),∆),M(ζ(t),∆), andN(ζ(t),∆)

system matrices. By usingy(t) instead ofx(t) in the original 2DOF control, the control

input becomes

u(t) = Kη(t)y(t) + Lη(t)w(t)

= Kη(t)U(ζ(t),∆)x(t) +Kη(t)M(ζ(t),∆)u(t)

+[Kη(t)N(ζ(t),∆) + Lη(t)]w(t). (4.47)

Obviously, closed-loop system is well-posed if and only ifI − Kη(t)M(ζ(t),∆) is non-

singular, which leads to

u(t) = [I −Kη(t)M(ζ(t),∆)]−1[Kη(t)U(ζ(t),∆)x(t) + (Kη(t)N(ζ(t),∆) +Lη(t))w(t)].

Substituteu(t) into (4.1), and the closed-loop system equation becomes










































ẋ(t) = [A(ζ(t),∆) +B(ζ(t),∆)(I −Kη(t)M(ζ(t),∆))−1Kη(t)U(ζ(t),∆)]x(t)

+[E(ζ(t),∆) +B(ζ(t),∆)(I −Kη(t)M(ζ(t),∆))−1

(Kη(t)N(ζ(t),∆) + Lη(t))]w(t),

z(t) = [C(ζ(t),∆) +D(ζ(t),∆)(I −Kη(t)M(ζ(t),∆))−1Kη(t)U(ζ(t),∆)]x(t)

+[F (ζ(t),∆) +D(ζ(t),∆)[I −Kη(t)M(ζ(t),∆)]−1

(Kη(t)N(ζ(t),∆) + Lη(t))]w(t).

For fixed regime modesζ(t) = i andη(t) = j, i ∈ S1, j ∈ S2, the closed-loop system

is reduced to a linear uncertain system

Gij :























ẋ(t) = [Ai +Bi(I −KjMi)
−1KjUi]x(t)+

[Ei +Bi(I −KjMi)
−1(KjNi + Lj)]w(t),

z(t) = [Ci +Di(I −KjMi)
−1KjUi]x(t)+

[Fi +Di(I −KjMi)
−1(KjNi + Lj)]w(t).

(4.48)

where the simplified notations in Section 4.3 have been used.Following Lemma 4.1, a ma-

trix inequality can be derived to have‖Gij(s,∆)∞‖ ≤ ρi. However, matrix inverse terms

involving controller gains may appear in the inequality andviolate convexity. Therefore,
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Di = 0 andMi = 0 are assumed in order to apply sequential algorithms, and theinequality

is reduced to:

Wij , (Ai +BiKjUi)
TPij + Pij(Ai +BiKjUi) + CTi Ci + [Pij(Ei +BiKjNi

+BiLi) + CTi Fi](ρ
2
i I − F Ti Fi)

−1[(Ei +BiKjNi +BiLi)
TPij + F Ti Ci].

Its violation function can be defined as

wij(Kj , Lj , Pij ,∆) ,
1

2
‖Wij‖

2. (4.49)

Note same notations of violation functions and gradients are used as in Section 4.4 for

comparison purpose.

Lemma 4.7 wij(Kj , Lj , Pij ,∆) defined in (4.49) is convex inKj , Lj , andPij , and its

gradients are

∂Kj
Wij = 2BT

i PijW
+
ij (PijEi + PijBiLj + CTi Fi + PijBiKjNi)(ρ

2
i I − F Ti Fi)

−1NT
i ,

∂
Lj
Wij = 2BT

i PijW
+
ij (PijBiLj + PijEi + PijBiKjNi + CTi Fi)(ρ

2
i I − F Ti Fi)

−1,

∂
Pij
Wij = [Ai +BiKjUi + (Ei +BiKjNi +BiLi)(ρ

2
i I − F Ti Fi)

−1F Ti Ci

+(Ei +BiKjNi +BiLi)(ρ
2
i I − F Ti Fi)

−1(Ei +BiKjNi +BiLi)
TPij ]W

+
ij

+W+
ij [A

T
i + UTi K

T
j B

T
i + CTi Fi(ρ

2
i I − F Ti Fi)

−1(Ei +BiKjNi +BiLi)
T

+Pij(Ei +BiKjNi +BiLi)(ρ
2
i I − F Ti Fi)

−1(Ei +BiKjNi +BiLi)
T ],

Lemma 4.7 can be proved in the same way as Lemmas 4.3 and 4.6. Once a convex violation

function and its gradients are found, the remaining procedures are similar as (4.37)-(4.44)

and omitted here for brevity. Compared with 2DOF control using state feedback, output

2DOF control contains more complicated calculations of gradients. The corresponding

output feedback control of Section 4.3 is to use onlyy(t) for controller design, which can

be deemed as a special case by makingLj = 0 in (4.47).

4.6 Example

We consider a demonstration example used in [48] which studies the lateral motion of an

aircraft. The plant model under fault-free mode is given by

ẋp(t) =









0 1 0 0
0 Lp Lβ Lr

g/V 0 Yβ −1
Nβ̇ Np Nβ +Nβ̇Yβ Nr −Nβ̇









xp(t) +









0 0
0 −3.91

0.035 0
−2.53 0.31









u(t),
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where the components in statexp(t) represent respectively bank angle, directive of bank

angle, sideslip angle, and yaw rate. Two control inputs are rudder and aileron deflections

respectively. The considered faulty mode is the 50% loss of effectiveness in both actuators,

represented by the reduction of control input matrices.

The control objective considered here is to make the side slip angle, the third state of

xp(t), track pilot’s command, represented by exogenous inputw(t). The desired response

model fromw(t) to side slip angle is represented by a first-order transfer function 2
s+1 .

This is a typical model-matching problem as illustrated in Figure 4.1. Letxm(t) denote the

state of the desired model, andx(t) , [xTp (t) xm(t)]T , the augmented state vector. The

model-matching problem can be converted to the following standard set-up

ẋ(t) =













0 1 0 0 0
0 Lp Lβ Lr 0

g/V 0 Yβ −1 0
Nβ̇ Np Nβ +Nβ̇Yβ Nr −Nβ̇ 0

0 0 0 0 −1













x(t) +













0
0
0
0
1













w(t)

+B(ζ(t))u(t, η(t)),

z(t) = [0 0 − 1 0 2]x(t),

whereu(t, η(t)) = Kη(t)x(t) + Lη(t)w(t) represents a 2DOF controller in a switching

structure.B(ζ(t)) represents the fault effects on control input matrices. LetB0 andB1

denoteB(ζ(t)) whenζ(t) is in mode 0 and 1 respectively:

B0 =













0 0
0 −3.91

0.035 0
−2.53 0.31

0 0













, B1 =













0 0
0 −1.955

0.0175 0
−1.265 0.155

0 0













.

The modeling uncertainties are introduced by aircraft parameters, and the random vec-

tor ∆ = [Lp Lβ Lr g/V Yβ Nβ̇ Np Nβ Nr]
T . The mean values of these parameters

are: Lp = −2.93, Lβ = −4.75, Lr = 0.78, g/V = 0.086, Yβ = −0.11, Nβ̇ =

0.1, Np = −0.042, Nβ = 2.601, andNr = −0.29. Each parameter is assumed to be

perturbed by a relative uncertainty of 10%. For example,Lβ is bounded in the interval

[−3.223,−2.637]. The probability distribution of each parameter is assumedto be a uni-

form distribution within the corresponding interval.

The fault occurrences and FDI mode transitions are characterized by the generator ma-

trices ofζ(t) andη(t):

Hζ =

[

−0.005 0.005
0 0

]

, H0
η =

[

−0.2 0.2
2 −2

]

, H1
η =

[

−2 2
0.2 −0.2

]

.
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These parameters can be interpreted as follows: According to Hζ , the mean occurrence

time of faults is 200 minutes, and the faulty state is absorbing as the components on the

second row are all zeros; according toH0
η , under fault-free mode, the mean time of false

alarms is 5 minutes and that of returning time from false alarms is 0.5 minute; according

to H1
η , the mean time of missing detections is 5 minutes and mean returning time is 0.5

minute. So, this FDI may give frequent incorrect detections.

In this standard set-up, the plant statexp(t) and model statexm(t) are both incorporated

into state dynamicsx(t), w(t) represents command input, andz(t) the mismatch error

between the plant and desired responses of side slip angle. Under each fixed regime modes

ζ(t) = i andη(t) = j, the performance measure is selected as theH∞ norm of closed-loop

transfer function fromw(t) to z(t), denoted by‖Gij(s,∆)‖∞. It describes the difference

between the plant response and the desired one; when‖Gij(s,∆)‖∞ is small, the plant

transient behavior of side slip angle is expected to resemble the desired one. The allowable

H∞ boundρi is assumed to be 0.5 fori = 0 and 0.75 fori = 1. So, whenζ(t) = 0, the

system is deemed to fail if‖Gij(s,∆)‖∞ > 0.5 for a duration over hard deadlineThd = 5

minutes; whenζ(t) = 1, it is deemed to fail if‖Gij(s,∆)‖∞ > 0.75 for a duration over

hard deadline. Our design objective is to find a 2DOF controller such that the overall MTTF

is greater than 100 minutes (Note that frequent incorrect FDI decisions are assumed and this

short MTTF design is for demonstration purpose only).
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Figure 4.2: Gradient search trajectory.
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Figure 4.2 shows a searching trajectory of Algorithms 4.1 and 4.2, whereγij denotes

the probabilistic performancePr{‖Gij(s,∆)‖∞ ≤ ρi}. In the figure, the first plot shows

the related probabilistic performance for controllerK0, the second plot forK1, and the last

one shows the trajectory of MTTF when updating controllers iteratively. In the first two

plots, the circles represent the expected performance imposed by the gradient search Al-

gorithm 4.1 in the first design stage, and the triangles represent the achieved probabilistic

performance of controllers found by Algorithm 4.2 in the second stage; in the last plot,

the circles represent the MTTF based on expected control performance, and the triangles

the achieved MTTF using controllers found in Algorithm 4.2.As shown in the figure, the

achieved probabilistic performance of controllers increases along the direction of expected

performance and is greater than it at each iteration. Moreover, MTTF is strictly increas-

ing iteratively, and the following controllers are obtained that achieve MTTF = 511.5348

minutes:

K0 =

[

−0.5800 0.2251 −2.1234 1.5100 4.4991
3.2406 0.5472 3.8520 −0.1351 −6.5038

]

, L0 =

[

1.7530
−1.8396

]

,

K1 =

[

−0.5779 0.2122 −2.1297 1.5169 4.4946
3.2464 0.5368 3.8420 −0.1324 −6.5095

]

, L1 =

[

1.7533
−2.0499

]

.

To check the transient performance of the closed-loop system, the side slip responses under

regime modeζ(t) = 0 andη(t) = 0 for a particular uncertainty sample is shown in Figure

4.3. It is clear that the plant response has similar transient characteristics as the desired one.

As the controller is designed for long-term MTTF and probabilistic modeling uncertainties

exist in regime models, there may be differences on static gains for a particular uncertainty

sample. Overall, the algorithm provides an effective controller design for MTTF.
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Figure 4.3: Transient responses in a regime model.
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4.7 Conclusions

This chapter discusses the design of MTTF suboptimal controller for FTCS’s. The reli-

ability criterion is evaluated from a semi-Markov process model which is built based on

probabilistic control performance. But, MTTF cannot be written as an analytical expres-

sion of controller parameters. Hence, conventional methods are not applicable to controller

design with an MTTF objective. To overcome this difficulty, agradient-based search is first

carried out on probabilistic performance parameters; the controller is then updated itera-

tively to achieve this performance. This two-stage method gives a controller achieving the

desired MTTF.
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Chapter 5

Semi-Markov FDI model and
reliability evaluation ∗

5.1 Introduction

The Markov models of faults and FDI schemes were initially proposed by Mariton to study

the effects of FDI delays on system stability [6]. By using two Markov processes to rep-

resent faults and FDI results respectively, Srichander et al. developed the necessary and

sufficient conditions for exponential mean-square stability [15]; Mahmoud et al. derived

the stability of FTCS’s in the presence of noise and summarized their results on the analysis

and design of FTCS’s based on Markov models [7, 16]. However,Markov models impose

a memoryless property [32]. As discussed in [87], the sojourn time duration of FDI is a

random variable that may take any probability distribution, but Markov models accept the

exponential distribution only. This introduces the so-called memoryless restriction of FDI:

the probability of transiting from one state to another is independent of the amount of time

that the process has spent in the current state.

This problem was pointed out in [32], but no alternative model was constructed for FDI,

and a large quantity of conditional probabilities were usedinstead. In [87], stability in the

presence of general detection delays was analyzed by modeling the sojourn time as a finite

state Markov chain or a random variable with a mixture of given probability distributions.

But Markov chain model can give only fixed values of sojourn times from a finite set. Also,

these distributions can be described by the more general semi-Markov model of FDI pro-

posed in this chapter. Furthermore, the reliability evaluation method presented in Chapter

2 is extended to FTCS’s with the semi-Markov FDI description.

∗Originally published as: Hongbin Li and Qing Zhao, “Reliability evaluation of fault tolerant control with
a semi-Markov fault detection and isolation model”,Proceedings of the Institution of Mechanical Engineers,
Part I: Journal of Systems and Control Engineering, vol. 220, no. 5, pp. 329-338, 2006.
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Briefly, this chapter is organized as follows: Section 5.2 introduces the model of FTCS’s

with a semi-Markov FDI description; Section 5.3 presents the reliability evaluation method

for FTCS’s with this FDI model; an example is given in Section5.4 to illustrate the semi-

Markov FDI model and reliability evaluation procedure; andfinally, conclusions are reached

in Section 5.5.

5.2 Semi-Markov FDI model

FTCS’s are modeled as linear dynamical system with Markov transitions determined by

fault and FDI modes. The general form is given by (2.2) in Chapter 2 and also adopted in

this chapter but with some modifications to address the limitation of Markov models.

A random variableζ(t) ∈ S1 = {0, 1, 2, · · · , N1} called plant mode is adopted to

describe fault occurrences among the possible modes inS1. By assuming that no automatic

repair or intermediate fault occurs and that the failure rate is constant, a Markov chain can

be used to describe the plant mode [88]. Letζn ∈ S1 be a discrete-time Markov chain and

defineζ(t) = ζn, nTs ≤ t < (n + 1)Ts, n ∈ N. N denotes the set of non-negative integers

andTs the FDI detection cycle duration. The transition probability matrix of ζn is denoted

asG = [Gij ]N1×N1
,
∑

j∈S1
Gij = 1, i ∈ S1.

ζ(t) is not directly measurable, and the FDI scheme is used to produce an estimate

of the plant mode, denoted asη(t) ∈ S2 = {0, 1, · · · , N2}. Based onη(t), the control

inputu(η(t), t) is applied to the plant. In practice,η(t) is often generated by cyclic sensor

measurements and calculations with a fixed amount of data, e.g., the Shewhart control chart

and parity space methods [89]. In this case, the cycle duration time,Ts, can be assumed to

be a known constant.

Let ηn ∈ S2 denote a discrete-time stochastic process,n ∈ N, representing the FDI

mode after then-th detection cycle, as shown in Figure 5.1. Letθm ∈ S2 andTm ∈ N

denote the FDI mode and cycle index respectively after them-th transition ofηn, m ∈ N.

For example, in Figure 5.1,θ2 = η4 andT2 = 4.

t
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Figure 5.1: A sample path of the FDI process.
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(θ, T ) , {θm, Tm : m ∈ N} is called a discrete-time Markov renewal process if

Pr{θm+1 = j, Tm+1 − Tm = l|θ0, · · · , θm;T0, · · · , Tm}

= Pr{θm+1 = j, Tm+1 − Tm = l|θm} (5.1)

holds for fixedζTm = ζTm+1 = · · · = ζTm+1
= k, k ∈ S1, j ∈ S2, l,m ∈ N. ηn =

θm is then called the associated discrete-time semi-Markov chain of (θ, T ), wherem =

suph∈N{Th ≤ n}. The FDI mode att is defined asη(t) , ηn, nTs ≤ t < (n+ 1)Ts.

Given ζTm = ζTm+1 = · · · = ζTm+1
= k, m ∈ N, k ∈ S1, (θ, T ) is called time-

homogeneous if

Qkη(i, j, l) , Pr{θm+1 = j, Tm+1 − Tm = l|θm = k}

is independent ofm for any i, j ∈ S2, l ∈ N. Qkη , {[Qkη(i, j, l)]N2×N2
, l ∈ N} is called

the semi-Markov kernel ofηn given ζn = k. Note that the behavior and parameters ofηn

depend onζn asηn is an estimate ofζn.

Givenζn = k, k ∈ S1, it can be shown thatθ , {θm : m ∈ N} is a Markov chain with

state spaceS2 and transition matrixP k , [P kij ]N2×N2
, [

∑∞
l=1Q

k
η(i, j, l)]N2×N2

[90, 91].

GivenζTm = ζTm+1 · · · = ζTm+1
= k, let τkij = Tm+1 − Tm if θm = i andθm+1 = j,

k ∈ S1, i, j ∈ S2. τkij is the sojourn time ofηn between its transition to statei at Tm and

the consecutive transition toj atTm+1. The probability distribution ofτkij is given by

Pr{τkij = l} = Pr{Tm+1 − Tm = l|θm = i, θm+1 = j} =
Qkη(i, j, l)

P kij
(5.2)

with the convention thatQkη(i, j, l)/P
k
ij = 1{l=+∞} if P kij = Qkη(i, j, l) = 0, i, j ∈ S2,

l ∈ N . The indicator function1{l=+∞} = 1 if l = +∞; otherwise,1{l=+∞} = 0. Denote

Hk(i, j, l) , Pr{τkij = l} andHk , [Hk(i, j, l)]N2×N2
.

Given ζn = k, P k, together withHk, determines the stochastic behavior ofηn, or

equivalently,Qkη solely determinesηn asQkη(i, j, l) = P kijH(i, j, l).

To recap, the description of FDI is summarized as follows:

1) The FDI mode,ηn, is modeled as a semi-Markov chain conditioning on the plant

mode,ζn.

2) The embedded Markov renewal process(θ, T ) gives the transition history ofηn.

3) Given a fixed plant modeζn = k, P k describes the transition probability of the

embedded Markov chainθm andHk the sojourn time distribution ofηn.
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5.3 Reliability modeling

Considering that the plant and FDI modes are described by discrete-time stochastic models

and that the fault occurrence withinTs is assumed to be negligible, we are interested in

evaluating the reliability value att = nTs, denoted byRn , R(nTs), n ∈ N.

The performance measure att = nTs is denoted asJn and the maximum performance

threshold whenζn = i is denoted asJ imax, i ∈ S1. Jn is determined by a performance

measure function, such as the system norm of the system modelcorresponding toζn and

ηn. The hard deadline is denoted asThd ∈ N, the maximum number of detection cyclesTs

for a temporal performance violation. Based on Definition 2.1, the reliability indexRn is

equal to the following probability:

Rn = 1 − Pr{∃k ∈ N, 0 ≤ k < n, n− k > Thd,∀l ∈ N, k ≤ l ≤ n, Jl > J imax, i = ζl}.

Following similar idea as in Chapter 2, a discrete-time semi-Markov chainXR
n is pre-

sented to evaluate this reliability index. For each plant modei, two functional states ofXR
n

are defined as follows:

iN : {ζn = i} ∩ {Jn ≤ J imax}, (5.3)

iF : {ζn = i} ∩ {Jn > J imax} ∩ {sojourn time≤ Thd}. (5.4)

The absorbing semi-Markov state ‘F’ represents the total failure state of the system. If the

initial stateXR
0 = 0N, Rn = 1 − PR(0N,F, n), wherePR(0N,F, n) denotes the transition

probability from0N to F atn. Therefore, the reliability evaluation problem is reducedto

constructingXR
n and calculating its transition probability.

To calculate the semi-Markov kernel ofXR
n , several probabilistic parameters are defined

in Chapter 2, which can be naturally extended as shown in the following equations:

γij , Pr{Jn ≤ J imax|ζn = i, ηn = j}, πij , lim
n→∞

Pr{ηn = j|ζn = i},

wij , lim
n→∞

Pr{ηn = j|XR
n = iN}, v

i
j , lim

n→∞
Pr{ηn = j|XR

n = iF},

wherei ∈ S1, j ∈ S2.

Given ζn = i and ηn = j, the combinational mode(ζn, ηn) after the subsequent

transition is determined by which one ofζn and ηn transits first and which mode they

transit to. For example, ifζn transits first tok at n + m, then (ζn+1, ηn+1) = · · · =

(ζn+m−1, ηn+m−1) = (i, j) and(ζn+m, ηn+m) = (k, j); if ηn transits first tol at n +m,

then(ζn+1, ηn+1) = · · · = (ζn+m−1, ηn+m−1) = (i, j) and(ζn+m, ηn+m) = (i, l). Soζn
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andηn can be considered to be competing between each other, and theorder of transitions is

crucial to determine the subsequent mode. We call these transitions competition transitions,

and their probabilities competition probabilities, as given in the following definition.

Definition 5.1 Given ζn = i and ηn = j, the combinational mode is denoted as(i, j),

i ∈ S1, j ∈ S2. Suppose(ζn+1, ηn+1) = · · · = (ζn+m−1, ηn+m−1) = (i, j) and the

next combinational mode after the consequent transition ofζn or/and ηn at n + m is

(ζn+m, ηn+m) = (k, l), wherek 6= i or/and l 6= j, k ∈ S1, j ∈ S2. The probability of

this event is called the competition probability, denoted by ρ(i,j)֌(k,l)(m).

Givenζn = i, ηn = j, the sojourn times ofζn andηn are denoted asσi andτ ij respec-

tively. If the next mode ofηn is known asl, the sojourn time ofηn is denoted asτ ijl. If the

plant modei of ζn is absorbing,Pr{σi > τ ij} = 1; otherwise,

Pr{σi > τ ij} =
∞
∑

m=1

Gmii
∑

l∈S2

P ijl

m
∑

h=1

H i(j, l, h),

Pr{σi = τ ij} =
∞
∑

m=1

Gm−1
ii (1 −Gii)

∑

l∈S2

P ijlH
i(j, l,m),

Pr{σi < τ ij} = 1 − Pr{σi > τ ij} − Pr{σi = τ ij}.

The competition probabilities can be classified into following three cases:

ρ(i,j)֌(i,l)(m) = Pr{ηn+m = l ∩ τ ijl = m|σi > τ ij}Pr{σi > τ ij}

= P ijlH
i(j, l,m) Pr{σi > τ ij},

ρ(i,j)֌(k,l)(m) = Pr{ζn+m = k ∩ σi = m ∩ ηn+m = l ∩ τ ijl = m}

= Gm−1
ii GikP

i
jlH

i(j, l,m),

ρ(i,j)֌(k,j)(m) = Pr{ζn+m = k ∩ σi = m|σi < τ ij}Pr{σi < τ ij}

= Gm−1
ii Gik Pr{σi < τ ij},

wherek 6= i, l 6= j, andm ∈ N.

With these probabilistic parameters, the semi-Markov kernel of reliability modelXR
n

can be calculated by the following theorem. For notational simplicity, ρ(i,k)֌(j,l)(m) as

ρik֌jl, andρ(i,k)֌(j,l) (min(m, Thd)) asρmin
ik֌jl.

Theorem 5.1 The semi-Markov kernel of the reliability semi-Markov chain, XR
n , is given
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by the following equations:

QR(iN, iN,m) =
∑

k∈S2

wik
∑

l∈S2

ρik֌ilγil, (5.5)

QR(iN, jN,m) =
∑

k∈S2

wik
∑

l∈S2

ρik֌jlγjl, (5.6)

QR(iN, iF,m) =
∑

k∈S2

wik
∑

l∈S2

ρik֌il(1 − γil), (5.7)

QR(iN, jF,m) =
∑

k∈S2

wik
∑

l∈S2

ρik֌jl(1 − γjl), (5.8)

QR(iF, iN,m) =
∑

k∈S2

vik
∑

l∈S2

ρmin
ik֌ilγil, (5.9)

QR(iF, jN,m) =
∑

k∈S2

vik
∑

l∈S2

ρmin
ik֌jlγjl, (5.10)

QR(iF, iF,m) =
∑

k∈S2

vik
∑

l∈S2

ρmin
ik֌il(1 − γil), (5.11)

QR(iF, jF,m) =
∑

k∈S2

vik
∑

l∈S2

ρmin
ik֌jl(1 − γjl), (5.12)

QR(iF,F,m) = 1{m>Thd}(1 −
∑

h∈N,h≤m

∑

a∈Sr,a6=F

QR(iF, a, h)), (5.13)

QR(F, a,m) = 0, a ∈ Sr, (5.14)

whereThd denotes the hard deadline,m ∈ N, i ∈ S1, l 6= k. The indicator function

1{m>Thd} = 1 if m > Thd; otherwise,1{m>Thd} = 0.

Proof: (φR
n′ , TR

n′) denotes the associated discrete-time Markov renewal process ofXR
n ,

n, n′ ∈ N. (θh, Th) denotes the associated Markov renewal process ofηn, h ∈ N. n, h, and

n′ represent the cycle or transition indices of these processes, but they may correspond to

the same time instant.

The transitions are caused by the changes in the FDI and plantmodes. By the total

probability formula and conditioning on the FDI modes, the transition probability can be

decomposed into three parts, as shown in the following equations:

QR(iN, iN,m) = Pr{φR
n′+1 = iN, T

R
n′+1 − TR

n′ = m|φR
n′ = iN}

=
∑

k∈S2

Pr{φR
n′+1 = iN, T

R
n′+1 − TR

n′ = m|φR
n′ = iN ∩ θh = k}Pr{θh = k|φR

n′ = iN}

=
∑

k∈S2

Pr{θh = k|φR
n′ = iN}

∑

l∈S2

Pr{Jn+m ≤ J imax∩ ζn+1 = · · · = ζn+m = i ∩

ηn+m = θh+1 = l ∩ Th+1 − Th = m|φR
n′ = iN ∩ θh = k)}

=
∑

k∈S2

Pr{θh = k|φR
n′ = iN}

∑

l∈S2

Pr{Jn+m ≤ J imax|ζn+m = i ∩ ηn+m = l}

Pr{σi > m ∩ θh+1 = l ∩ τ ikl = m|ζn = i ∩ θh = k}, (5.15)
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whereτ ikl andσi denote the sojourn time ofζn andηn respectively. The first two terms

in (5.15) can be approximated by the following stationary probabilities in the probabilistic

parameters:

Pr{θh = k|φR
n′ = iN} ≈ wik, (5.16)

Pr{Jn+m ≤ J imax|ζn+m = i ∩ ηn+m = l} ≈ γil. (5.17)

The last term in (5.15) is equal to the following competitionprobability:

Pr{σi > m ∩ θh+1 = l ∩ τ ikl = m|ζn = i ∩ θh = k} = ρik֌il. (5.18)

Substitute (5.16)-(5.18) to (5.15) and (5.5) is proved. (5.6)-(5.8) can be proved in a similar

fashion as shown in the following example of (5.6).

QR(iN, jN,m) = Pr{φR
n′+1 = jN, T

R
n′+1 − TR

n′ = m|φR
n′ = iN}

=
∑

k∈S2

Pr{φR
n′+1 = jN, T

R
n′+1 − TR

n′ = m|φR
n′ = iN ∩ θh = k}Pr{θh = k|φR

n′ = iN}

=
∑

k∈S2

Pr{θh = k|φR
n′ = iN}

∑

l∈S2

Pr{Jn+m ≤ J imax∩ ζn+1 · · · = ζn+m−1 = i

∩ζn+m = j ∩ ηn+m = θh+1 = l ∩ Th+1 − Th = m|φR
n′ = iN ∩ θh = k)}

=
∑

k∈S2

Pr{θh = k|φR
n′ = iN}

∑

l∈S2

Pr{Jn+m ≤ J imax|ζn+m = j ∩ ηn+m = l}

Pr{ ζn+m = j ∩ σi = m ∩ ηn+m = l ∩ τ ikl = m|ζn = i ∩ θh = k}

=
∑

k∈S2

wik
∑

l∈S2

ρik֌jlγjl, (5.19)

wherej 6= i, j ∈ S1.

For (5.10)-(5.13), when the sojourn time is no greater thanThd, the transition is similar

to the case ofiN; otherwise,XR
n transits to F. Therefore, the minimum function min(m,Thd)

is used in (5.10)-(5.12);QR(iF,F,m) becomes nonzero only ifm > Thd, and this proba-

bility is complementary to the transition probability to other states withinThd, which is

calculated based on1{m>Thd} in (5.13).�

Remark 5.1 The main idea of the above derivation of the transition probability is to de-

compose it into three parts: the FDI mode estimation, the competition probability and the

probabilistic performance estimation. The effects of the hard deadline are described by

min(m,Thd) and1{m>Thd}.

Once the semi-Markov kernel ofXR
n is obtained, the transition probability and reliabil-

ity functionRn can be calculated using available formulas [90, 91].
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5.4 Example

Consider a longitudinal vertical takeoff and landing aircraft model in the form of (2.2)

with the following system matrices [92]. The subscript ‘0’ and ‘1’ in the system matrices

represent those for plant mode ‘0’ and ‘1’ respectively. Plant mode ‘0’ represents the fault-

free mode. Under plant mode ‘1’, an actuator fault is considered, and the effectiveness of

the first actuator is reduced by half, as reflected inB1.

A0 =









−0.0366 0.0271 0.0188 −0.4555
0.0482 −1.01 0.0024 −4.0208
0.1002 0.3681 −0.707 1.420

0 0 1.0 0









, B0 =









0.4422 0.1761
3.5446 −7.5922
−5.52 4.49

0 0









,

B1 =









0.2211 0.1761
1.7723 −7.5922
−2.76 4.49

0 0









, C0 =









1 0 0 0
0 1 0 0
0 0 1 0
0 1 1 1









, A1 = A0, C1 = C0,

E0 = [0.05 0.05 0.05 0.05]T , E1 = E0.

Suppose the cycle duration,Ts, is 1 second. The transition matrix of the plant mode Markov

chainζn is

G =

[

0.99 0.01
0 1

]

.

According toG, the mean time for the fault occurrence is 1/0.01 = 100 cycles= 100 seconds,

and this high failure rate is intentionally chosen for this example to reduce the calculation

burden. The FDI is modeled by a semi-Markov chainηn with the following parameters:

P 0 =

[

0 1
1 0

]

, P 1 =

[

0 1
1 0

]

,

H0(0, 1,m) = H1(1, 0,m) = Pois(m|20),

H0(1, 0,m) = H1(0, 1,m) = Bin(m|10, 0.5),

whereP 0 andP 1 are transition probability matrices of the embedded Markovchain and

H0(0, 1,m), H0(1, 0,m), H1(0, 1,m), H1(1, 0,m) are distribution functions of sojourn

time, m ∈ N. ‘Pois(·|·)’ and ‘Bin(·|·, ·)’ denote the Poisson and Binomial distributions

respectively:

Pois(m|20) =
20m

m!
e−20,

Bin(m|10, 0.5) =
10!

m!(10 −m)!
0.5m0.510−m,m ≤ 10.
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Based on these parameters, the stationary distribution ofηn is computed as
[

π0
0 π0

1

π1
0 π1

1

]

=

[

0.8 0.2
0.2 0.8

]

,

which shows that the correct and false detection probabilities are 0.8 and 0.2 respectively.

The differences between Markov and semi-Markov model of FDIcan be shown in the

sample paths from these two types of models given in Figure 5.2. These two curves are

given under the plant mode ‘0’, and the generator matrix of the continuous-time Markov

process model is

G′ =

[

−0.05 0.05
0.2 −0.2

]

.

According toG′, the stationary distribution is[0.8 0.2], the same as[π0
0 π

0
1 ]. Furthermore,

the mean sojourn times from mode 0 to 1 and from 1 to 0 are 20 and 5seconds respectively,

the same as the means ofH0(0, 1,m) andH1(1, 0,m). However, in the sample path of the

Markov process model in Figure 5.2, there are 2 transitions from 1 to 0 with a sojourn time

of about 0.05 of a second due to the memoryless property of exponential distribution. These

transitions are impractical because the FDI needs at least one detection cycle to return mode

0 from the false alarm. In contrast, the sample path from the semi-Markov model is accept-

able: each sojourn time is an integer multiple of the detection cycle duration. Therefore

the Markov model may not generate a reasonable sample path for FDI with cyclic detection

schemes.

0 20 40 60 80 100 120 140 160 180 200

1

1.5

2

Time

F
D

I m
od

e

Markov model

0 20 40 60 80 100 120 140 160 180 200

1

1.5

2

Time

F
D

I m
od

e

Semi−Markov model

Figure 5.2: Sample paths of FDI models.

The static state feedback controller for the normal and faulty cases are:

K0 =

[

−0.4558 −0.5080 1.4881 1.0242
−0.1022 0.1089 0.1216 0.0486

]

,
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K1 =

[

−0.1078 0.7452 0.3158 0.6761
0.1680 1.3673 −0.7858 −0.4397

]

.

Whenη(t) = 0, u = K0x is in use; whenη(t) = 1, u = K1x is switched on.

Here, we use theH∞ norm as the performance measure. The performance evaluation

function with the thresholds for the two fault modes is defined as follows:

Jn =

{

1, unstable atn,
‖Gyw(ζn,ηn,s)‖∞

1+‖Gyw(ζn,ηn,s)‖∞
, stable atn,

J0
max = 0.5, J1

max = 0.67,

whereGyw(ζn, ηn, s) is the transfer function fromw to y corresponding to the current

fault modeζn and the FDI modeηn. According to the assumption of known probability

distributions of modeling uncertainties and the randomized algorithm in [46], the following

probabilistic performance values can be obtained:
[

γ00 γ01

γ10 γ11

]

=

[

0.7033 0.6260
0.5583 0.6084

]

.

For example,γ00 meansPr{Jn ≤ J0
max|ζn = 0 ∩ ηn = 0} = 0.7033.

Other probabilistic parameters are calculated as follows:
[

w00 w01

w10 w11

]

=

[

0.6920 0.3080
0.3145 0.6855

]

,

[

v00 v01
v10 v11

]

=

[

0.6134 0.3866
0.3606 0.6394

]

.

For example, Pr{ηn = 0|XR
n = 0N} ≈ w00 = 0.6920.

Set the hard deadlineThd = 5. By substituting these parameters into Theorem 5.1, we

obtain the semi-Markov reliability model. The transition probability and reliability function

curve are then calculated, as shown in Figure 5.3, whereRn is the reliability curve and

PR(1, i, n) the transition probability curve from state #1,0N, to state#i, i = 1 ∼ 5, n ∈ N.

FromPR(1, 1, n) andPR(1, 2, n), we can see that the performance degradation during this

time period is mainly caused by false alarms of FDI andXR
n jumps from0N to 0F with high

probability. FromRn andP
R(1, 5, n), we can see that the probability of system failure is

zero withinThd, a finding which is consistent with our definition of reliability function.

Next, in order to show the influence of FDI on reliability, we use the same aircraft model

but with a different FDI, which has the following new parameters:

H0(0, 1,m) = H1(1, 0,m) = Pois(m|80),

H0(1, 0,m) = H1(0, 1,m) = Bin(m|3, 0.5).

According toH0(0, 1,m), the mean sojourn time for a false alarm increases from 20 to 80

Ts; according toH0(1, 0,m), the mean recovery time from a false alarm decreases from 10
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Figure 5.3: Transition probability and reliability curves.

to 3 Ts. Following the same procedure, the transition probabilitycurves of the reliability

model and the reliability curve are given in Figure 5.4. Compared with the results in Figure

5.3, the maximum transition probability to state #2 decreases approximately from 0.2 to

0.08, and the maximum point shifts fromn = 20 to n = 80 as a result of the increase

in the mean time for false alarms. We also note that the shapesof some of the curves are

very different from those in Figure 5.3. Consequently, the transition probability to state #5

decreases and the reliability deteriorates more slowly andthe system will probably survive

longer. Therefore, a properly designed FDI is crucial to achieve high reliability of FTCS’s.
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Figure 5.4: Transition probability and reliability curveswith a different FDI.
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5.5 Conclusions

This chapter presents a semi-Markov description of FDI and the reliability evaluation of

FTCS’s with a semi-Markov FDI model. This semi-Markov modelof FDI is more general

than the Markov process model, and the memoryless restriction is thereby removed. The

reliability evaluation method presented in Chapter 2 is then extended to this general FTCS’s

model. This reliability evaluation considers the characteristics of FTCS’s, and an example

is given to illustrate the procedure.
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Chapter 6

Reliability monitoring ∗

6.1 Introduction

In previous chapters, we considered static model-based control objectives and built a semi-

Markov model based on imperfect FDI and hard-deadline concepts. However, in many prac-

tical systems, the safety and reliability of operation are often assessed based on dynamic

system responses. For instance, reliability in structuralcontrol is defined as the proba-

bility of system outputs outcrossing safety boundaries andevaluated by using Gaussian

approximation [93]. Also, an online available reliabilitymonitoring scheme using updated

information may aid maintenance scheduling, provide pre-alarming, and avoid emergent

overhauls. How to evaluate reliability when it is defined on system trajectory and how to

implement an online-monitoring scheme are the main motivations of this chapter.

The objectives of this chapter are three-fold. First of all,a Steady State Test (SST)

is proposed to reduce false alarms of FDI decisions. The stochastic modeling of such an

FDI scheme is studied based on which the transition characteristics of FDI modes can be

described. The second objective is to develop a reliabilityevaluation scheme for FTCS’s

based on system dynamic responses and safety boundary. At last, online monitoring fea-

tures are considered, such as estimation of FDI transition parameters based on history data

and timely update of reliability index to reflect up-to-datesystem behavior.

The remainder of this chapter is organized as follows: The assumptions and system

structure are given in Section 6.2; FDI scheme, modeling, and parameter estimation are

discussed in Section 6.3; the determination of out-crossing failure rates and hard-deadlines

are discussed in Section 6.4; and the reliability model construction is discussed in Section

6.5 followed by a demonstration example of an F-14 aircraft model in Section 6.6.

∗Results presented in this chapter has been submitted to a special issue in theJournal of Control Science
and Engineering.

92



6.2 Assumptions and system structure

Assumption 6.1 The considered plant is assumed to have finite fault modes, and dynamics

under each fault mode can be effectively represented by a linear system model.

Fault modes are represented by a setS with N integers;{Mi : i ∈ S} represents the

set of dynamical plant models under various fault modes; and{Kj : j ∈ S} denotes a set of

reconfigurable controllers in a switching structure.Kj is designed for fault modej based on

Mj , j ∈ S. However, true fault modes are usually not directly known, so an FDI scheme

is used to generate estimates of fault modes, which may deviate from true fault modes with

error probabilities.

Assumption 6.2 FDI scheme is assumed to generate a fault estimate based on a batch of

measurements and calculations for every fixed periodTs.

This assumption states a cyclic feature of FDI, such as statistical tests and Interactive

Multiple Model (IMM) Kalman filters [94]. Discussions in this paper are not restricted to

specific design schemes. FDI modes are represented by a discrete-time stochastic process

ηn ∈ S, wheren ∈ N, the set of non-negative integers. The time duration between consec-

utive discrete indices is equal to FDI detection periodTs. Kj is put in use whenηn = j,

j ∈ S. Corresponding toηn, a discrete-time stochastic processζn denotes true fault mode.

In reliability engineering, constant failure rates are usually assumed for the main part of

component life cycle. In such a case,ζn can be described as a Markov chain [88], and its

transition probabilities are denoted asGij = Pr{ζn+1 = j|ζn = i}, i, j ∈ S.

Assumption 6.3 System performance is assumed to be represented by a vector signal z(t).

Safety region, denoted asΩ, is assumed to a fixed region in space ofz(t) bounded by its

safety threshold. Failure is assumed to occur whenz(t) exists a safety region for the first

time.

This assumption intends to define an appropriate reliability index based on system dy-

namical response. It is common in control systems to use a signal z(t) to represent per-

formance; andz(t) is usually to be kept at small values against excitations from exoge-

nous disturbances, model uncertainties, and model characteristic changes caused by faults.

Safety regionΩ is assumed to be fixed and known a priori. The scenario thatz(t) existsΩ

represents lost of control and system failures. More discussions on this assumption can be

found in [75].

Definition 6.1 For a time interval from 0 tot, the reliability functionR(t) is defined as the
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following probability:

R(t) = Pr{∀0 ≤ τ ≤ t, z(τ) ∈ Ω}.

Compared withζn andηn, z(t) is typically a fast-changing function determined by both

continuous and discrete dynamics.ζn andηn are two regime modes and determine the

transitions among regime models. Whenζn = i andηn = j are fixed,z(t) evolves ac-

cording to plant modelMi and controllerKj . As a result of this hybrid dynamics, directly

evaluatingR(t) and MTTF is a difficult problem. Therefore, a discrete-time semi-Markov

chainXR
n is constructed for reliability evaluation purpose as in previous chapters. The

main idea is: the hybrid system is decomposed into various regime models; each regime

model is then evaluated for related safety characteristics; andXR
n is constructed to integrate

these characteristics with transition parameters of regime modes and to solve its transition

probabilities for reliability evaluation. The structure and main components of reliability

monitoring scheme are illustrated in Figure 6.1.

reliability model (semi-Markov chain       )

R(t), MTTF

out-crossing failure

rate (matched cases)

hard-deadline

(mismatched)
FDI transition

characteristics

 steady state  test

plant model

confirmation test

confirmed FDI

estimates

switching controllers

FDI scheme

plant faults

R

n
X

n

n

Figure 6.1: System structure.

Semi-Markov reliability modelXR
n is the kernel component for calculating MTTF. It

is constructed based on the following parameters: 1) the transition rates ofζn, called plant

failure rates; 2) the estimates ofζn from FDI and confirmation test, called confirmed fault

modes; 3) the parameters ofηn estimated from history data, called FDI transition charac-

teristics; 4) the probability ofz(t) crossing safety boundary during an FDI cycleTs when

ζn = ηn, called failure out-crossing rates. 5) the average number of periods before crossing

safety boundary whenζn 6= ηn, called hard-deadlines. Among these parameters, the second

and third ones can be updated online.
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6.3 FDI scheme and its characterization

6.3.1 Steady state tests

It is well-known that false alarm and missing detection rates are two conflicting quality

criteria of FDI. One is usually improved at the cost of degrading the other. What is worse,

the general rules of adjusting FDI to improve these two criteria simultaneously are often

not known. For example, in a scheme based on IMM Kalman filters, it is not clear how to

determine Markov interaction parameters. Considering that most false alarms last for short

time only, an SST strategy is adopted for post-processing FDI decisions.

SST requires that, when FDI decision changes, new decision is accepted only when it

stays the same for a minimum number of detection cycles. LetTSSTj denote the required

number of consistent cycles for FDI modej, j ∈ S. The effectiveness of this SST strategy

relies on the distribution of false alarm durations. For example, if a nonnegative discrete

random variableλ0 denotes the false alarm duration when system fault modeζn = 0, TSST0

can be taken as(1 − α)-quantile ofλ0, 0 < α < 1, meaning

Pr{λ0 > TSST0} ≤ α,

which implies that false alarm probability can be reduce by ratio α when accepting FDI

decisions afterTSST0. The weakness of this method is additional detection time delay of

TSSTj when fault occurs. However, this happens only under rare occurrences of faults.

Compared with the improvement on relatively more frequently transitions of FDI modes,

this weakness is acceptable.

Detection decisions from SST are represented byηn and used for controller reconfigu-

rations. In Figure 6.1, the confirmation test is an SST with large test period to further reduce

false alarms to a negligible level. It generates confirmed fault modes, which are used with

FDI trajectories for updating transition parameters ofηn and reliability index.

6.3.2 Stochastic models

Following methods in Chapter 5,ηn is modeled as a discrete sem-Markov process. Its

sample path when applying SST is given in Figure 6.2. Letθm ∈ S andTm ∈ N denote

the FDI mode and cycle index respectively after them-th transition ofηn, m ∈ N. For

example, in Figure 5.1,θ1 = η5 andT2 = 5. θm andTm together determine FDI trajectory,

andηn = θSn , whereSn = sup{m ∈ N : Tm ≤ n} is the discrete-time counting process

of the number of jumps in[1, n]. (θ, T ) , {θm, Tm : m ∈ N} is called a discrete-time
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Markov renewal process if

Pr{θm+1 = j, Tm+1 − Tm = l|θ0, · · · , θm;T0, · · · , Tm}

= Pr{θm+1 = j, Tm+1 − Tm = l|θm}

holds for fixedζTm = ζTm+1 = · · · = ζTm+1
= k, wherek ∈ S1, j ∈ S2, andl,m ∈ N.

ηn = θm is then called the associated discrete-time semi-Markov chain of (θ, T ). It can be

shown thatθm is a Markov chain, and its transition probability matrix is denoted byP k.

GivenζTm = ζTm+1 · · · = ζTm+1
= k, let τkij = Tm+1 − Tm if θm = i andθm+1 = j,

wherei, j ∈ S2 andk ∈ S1. τkij is the sojourn time ofηn between its transition to statei

at Tm and the consecutive transition toj at Tm+1. If the transition destination state is not

specified, letτki denote the sojourn time at statei.

As shown in Figure 6.2,τkij is the sum of two variables: a constantTSSTi for SST

period and a random sojourn timeσkij . Let hkij(l) andgkij(l) denote the discrete distribution

functions ofτkij andσkij respectively, which have the following relations:

hkij(l) = Pr{τkij = l} =

{

0, l ≤ TSSTi;

gkij(l − TSSTi), l ≤ TSSTi.
(6.1)

Semi-Markov description provides a general model on FDI mode transitions, but it involves

a large number of parameters. The transition characteristics of ηn are jointly determined

by P k andhkij (or gkij). If S containsN fault modes, there areN transition probability

matricesP k andN3 distribution functionshkij . If eachhki follows geometric distribution,

the description ofηn may degenerate to a hypothetical Markov modelη′n.

Markov chain can be considered as a special type of semi-Markov chain. Ifηn can be

modeled as a Markov chain with transition probability matrix denoted byHk for ζn = k,
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the following relations hold:

P kij =
Hk
ij

1 −Hk
ii

, (6.2)

hkij(l) = (Hk
ii)
l−1Hk

ij, (6.3)

hki (l) = (Hk
ii)
l−1(1 −Hk

ii), (6.4)

It is obvious thathki is a geometric distribution. In fact, this is an essential property of

Markov chain: A discrete-time semi-Markov chain degenerates to a Markov chain if and

only if the sojourn time at each state (when subsequent stateis not specified) follows geo-

metric distribution.

WhenTSST is nonzero, the sojourn time ofηn does not follow geometric distribution

owing to this deterministic constant. However, asTSST is known, a hypothetical process

η′n can be constructed by settingTSST to zeros; if the sojourn time ofη′n is geometrically

distributed, it can be described as a Markov chain; the original sojourn time ofηn can be

recovered by addingTSST to that ofη′n. This method may greatly reduce the number of

parameters for characterizing FDI results.

6.3.3 Transition parameter estimation

FDI transition parameters can be estimated as an off-line test on FDI when both fault mode

and FDI detection results are known. This estimation can also be carried out online using

FDI history data and confirmed fault modes.

Whenηn is modeled as a semi-Markov chain,P k andhkij (or gkij) are parameters to be

estimated.P k can be estimated from the transition history ofηn. For example, whenζn is

kept as a constantk, if there areMij transitions fromi to j among allM transitions leaving

i, theij-th element ofP k can be estimated aŝP kij = Mij/M .

The estimation of sojourn time distributiongkij can be completed in two steps: the his-

togram of sojourn time is firstly examined to select a standard distribution such that non-

parametric estimation is converted to a parametric one;ĝkij is then obtained by estimating

unknown parameters in distribution functions.

If ĝkij follows geometric distribution for alli, j, k ∈ S, ηn can be described as a hy-

pothetical Markov chainη′n under the hypothesis thatTSSTi = 0. As a result, transition

probabilityHk
ij from i to j and sojourn timeτki at i have following relation:

Pr{τki = n} = (Hk
ii)
n−1(1 −Hk

ii).
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Therefore,E(τki ) = 1
1−Hk

ii

, andHk
ii can be estimated by

Ĥk
ii =

{

1 − 1PM
l=1 τ

k
i (l)/M

,
∑M

l=1 τ
k
i (l)/M 6= 0,

1, otherwise,
(6.5)

whereτki (l) denoteM sojourn time samples at statei, l = 1, · · · ,M . Hk
ij can be estimated

based on the transition frequency from statei to j:

Ĥk
ij = (1 − Ĥk

ii)w
k
ij/M, (6.6)

where1−Ĥk
ii is a normalization coefficient andwkij represents the number of FDI transitions

from i to j.

6.4 Out-crossing failure rates and hard-deadlines

Owing to FDI delays or incorrect decisions, controllerKi may be used for its designated

regime modelMi (namely, matched cases) and other modelMj , i 6= j (namely, mis-

matched cases). Matched cases usually account for major operation time, while mismatched

cases often appear as temporary operation.

Definition 6.2 The out-crossing failure rate in matched cases is defined as

vii , Pr{∃τ, nTs < τ ≤ (n + 1)Ts, z(τ) /∈ Ω|z(nTs) ∈ Ω, ζn = ηn = i}, i ∈ S

Monte Carlo simulation can be used for estimatingvii: At each sample simulation, system

is run based on generated sample uncertain plant model and sample disturbance input, and

the simulation time when system fails is called a sample time-to-failure. With a large num-

ber of time-to-failure samples obtained,vii can be estimated as the ratio betweenTs and

sample mean of time-to-failure.

Mismatched cases are usually temporary operation caused byFDI false alarms or de-

lays, and system may return to matched cases ifz(t) does not diverge to unsafe region. So,

it is important to find out the average tolerable time before system failure. This time limit

is called hard-deadline, denoted byThdij for ζn = i andηn = j. It can also be estimated by

sample mean of time-to-failure using Monte Carlo simulations.

6.5 Reliability model construction

The states of semi-Markov chainXR
n are classified into two groups: one unique failure

state, denoted bysF, and multiple functional states, defined as state combinations ofζn = i
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andηn = j, denoted assij, wherei ∈ S1 andj ∈ S2. For example, if two types of faults

are considered in the plant, andζn includes states of fault-free, fault type 1, fault type 2,

and both fault 1 and 2, represented byS = {0, 1, 2, 3}; and FDI modeηn also takes value

in S. XR
n then has4 × 4 + 1 = 17 states.

The semi-Markov kernel ofXR
n is denoted asQ(·, ·, n), representing the one-time tran-

sition probability inn steps. It is determined by the following parameters: 1) transition

characteristics of fault and FDI modes; 2) outcrossing failure rate in statesii denoted by

vii; 3) hard-deadline in statesij denoted byThdij ; 4) FDI SST period denoted byTSSTj for

FDI modej.

Let us begin with the case that FDI mode can be described as a hypothetical Markov

chainη′n with transition probability denoted byHk
ij. The calculation ofQ is classified into

the following cases:

Case 1: The transitions from functional states to themselves are not defined and the

corresponding elements are assigned as zeros:

Q(sii, sii,m) = 0, Q(sij, sij ,m) = 0, i ∈ S1, j ∈ S2

Case 2: Failure statesF is absorbing:

Q(sF, sF,m) =

{

1, m = 1;

0, m > 1.

Case 3: Matched statessii:

Q(sii, sF,m) =

{

(1 − vii)
m−1Gm−1

ii vii, m ≤ TSSTi,

pii[(1 − vii)GiiH
i
ii]

(m−TSSTi−1)vii, m > TSSTi,

Q(sii, sji,m) =

{

(1 − vii)
m−1Gm−1

ii (1 − vii)Gij , m ≤ TSSTi,

pii[(1 − vii)GiiH
i
ii]

(m−TSSTi−1)(1 − vii)GijH
i
ii, m > TSSTi,

Q(sii, sij ,m) =

{

0, m ≤ TSSTi,

pii[(1 − vii)GiiH
i
ii]

(m−TSSTi−1)(1 − vii)GiiH
i
ij, m > TSSTi,

Q(sii, skj,m) =

{

0, m ≤ TSSTi,

pii[(1 − vii)GiiH
k
jj]

(m−TSSTi−1)(1 − vii)GikH
i
ij, m > TSSTi,

wherepii = Pr{X1 = X2 = · · · = XTSSTi = sii|X0 = sii} = (1 − vii)
TSSTiGTSSTi

ii , i 6= j,

k 6= i, i, j, k ∈ S.

The derivation of these equations are based on Markov transition probabilities and the

decomposition of each event. For example,

Q(sii, sF,m) = Pr{X1 = X2 = · · · = Xm−1 = sii,Xm = sF|X0 = sii}

= Pr{X1 = X2 = · · · = Xm−1 = sii|X0 = sii}Pr{X1 = sF|X0 = sii}.
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Considering steady state test of FDI, ifm ≤ TSSTi,

Pr{X1 = X2 = · · · = Xm−1 = sii|X0 = sii} = (1 − vii)
m−1Gm−1

ii ;

If m > TSSTi,

Pr{X1 = X2 = · · · = Xm−1 = sii|X0 = sii}

= Pr{X1 = X2 = · · · = XTSSTi = sii|X0 = sii}[(1 − vii)GiiH
i
ii]

(m−TSSTi−1).

Combing these two probabilities withPr{X1 = sF|X0 = sii} = vii, Q(sii, sF,m) is

obtained.

Case 4: Mismatched states:sij, i 6= j. Whenm ≤ TSSTj , the transition probability

of XR
n to any other state is zero because of SST period. WhenTSSTj < m ≤ Thdij , the

probability ofXR
n transiting to any other state is zero except tosii. The above reasoning

is based on the facts that FDI rarely jumps to other false modes when current mode is

incorrect, and mean fault occurrence time is in a much higherorder compared with a short

false FDI detection period. Therefore, whenTSSTj < m ≤ Thdij ,

Q(sij , sF,m) = 0,

Q(sij , sii,m) = [H i
jj]

m−TSSTj−1H i
ji, j 6= l, j, l ∈ S.

Whenm > Thdij + 1,XR
n jumps tosF at the earliest timem = Thdij + 1 only:

Q(sij , sF, TSSTi + 1) = 1 −

Thdij
∑

k=TSSTi+1

Q(sij , sii,m)

= 1 −
1 − (H i

jj)
Tij−TSSTj+1

1 −H i
jj

H i
ji.

In the general cases,ηn is modeled as a semi-Markov chain, and the competition prob-

abilities methods discussed in Chapter 5 can be utilized. Asthe states ofXR
n is mainly

defined as the state combinations ofζn andηn, the calculation of the semi-Markov kernel

of XR
n is simplified when competition probabilityρ(i,j)֌(k,l)(m) is available, as shown in
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the following formulas:

Q(sii, skl,m) = (1 − vii)
mρ(i,i)֌(k,l)(m),

Q(sii, sF,m) = (1 − vii)
m−1vii,

Q(sii, sii,m) = 0,

Q(sij , skl,m) =

{

ρ(i,j)֌(k,l)(m), m ≤ Thdij andk = l = i,

0, otherwise

Q(sij, sF,m) =

{

0, m ≤ Thdij,

1 −
∑Thdij

m=1Q(sij , sii,m), m > Thdij,

Q(sF , sF ,m) =

{

1, m = 1;

0, m > 1.

Although these formulas appear to be simpler, both the parameter estimation and compe-

tition probability calculations need much more calculation burden than the first case when

FDI decision is modeled as a hypothetical Markov chain. OnceXR
n is constructed, calcula-

tion of reliability function and MTTF are straightforward using available formulas [27].

6.6 Example

6.6.1 Model description

The F-14 aircraft control example used in Chapter 2 is used again to demonstrate the relia-

bility monitoring scheme [47]. The description and system diagram can be found in Chapter

2 and are omitted here for brevity.

The control objectives are to have handling quality (HQ) responses from lateral stick to

roll ratep and from rudder pedal to side-slip angleβ match ideal HQ models. Under fault

free modes, the HQ models are5 2
s+2 and−2.5 1.252

s+2.5s+1.252 ; when fault occurs, HQ models

degrade to5 1
s+1 and−2.5 0.752

s+1.5s+0.752 respectively.

The considered fault occurs in two actuators. Under fault-free mode, their transfer

functions are:

AS = AR =
25

s+ 25
.

Two types of actuator faults are considered here: each has mean occurrence time105 of FDI

periods or its failure rate is10−5. Under fault type 1, the transfer function ofAS becomes

A′
S = 0.5

15

s + 15
.

Under fault type 2, the transfer function ofAR becomes

A′
R = 0.5

10

s + 10
.
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These fault modes are described as the change of actuator gains and time constants. The set

of fault modes is denoted byS = {0, 1, 2, 3}, representing fault-free, faut type 1, type 2,

and simultaneous occurrence of both.

6.6.2 Performance characterization of controller and FDI

FourH∞ controllers are designed for each fault mode to achieve nominal HQ control ob-

jectives under fault-free mode and degraded ones under fault modes. Typical output trajec-

tories under fault-free mode is shown in Figure 6.3. The absolute minimal matching errors

between the real responses and the ideal or degraded ones areshown in Figure 6.4, which

are assumed to represent system safety behaviors. When these matching errors go over the

safety limits, 30% of expected output, aircraft is considered as failed.
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Figure 6.3: Output trajectories.
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Figure 6.4: The trajectories of matching errors.

An IMM FDI was constructed to detect fault occurrences. To reduce false alarms, a

steady state test strategy is applied on FDI decisions withTSSTj = 6 for any FDI modej. A
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typical FDI trajectory is shown in Figure 6.5. It is clear that the steady FDI mode is free of

false alarms in the shown time period. But detection time delays are introduced when fault

occurs at 20 and 50 seconds respectively.
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Figure 6.5: FDI trajectory.
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Figure 6.6: Histogram of FDI sojourn time.

To represent FDI detection characteristics, a batch of fault and FDI history data is col-

lected for statistical estimation. First, histograms of FDI delays are generated to check its

distribution type. When there is no fault, the histogram of FDI sojourn time at fault-free

mode is shown in Figure 6.6. It clearly resembles a geometricdistribution. Equation (6.5)-

(6.6) are then used to estimate Markov transition probabilities, and those under fault-free

mode are obtained as:

H0 =









0.9990 0 0.0010 0.0000
1.0000 0 0 0
0.1330 0 0.8670 0
0.5000 0 0 0.5000









.

As a result of FDI false alarms, missed detections, and detection delays, controllers may
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be engaged for various fault modes for which they are not designed. So, it is necessary to

evaluate system behavior under all possible combinations of FDI and fault modes. Here,

Monte Carlo simulations are adopted with the following settings: 1) command stick inputs

are square waves with frequency as a random variable rangingfrom 0.2 to 2 Hertz; 2) wind

gust disturbances and sensor measurement noises are assumed to be Gaussian processes; 3)

actuator saturation effects limit control inputs to 20 and 30 respectively; 4) system failure

is assumed to occur when model matching errors go over 30% of stick commands. For

example, with fault mode 2 occurred andK2 engaged, mean time to system failure is 57403

seconds when controllerK2 is used, and 6 seconds whenK1 is used. Considering the

sampling period is 0.1 second for IMM FDI, the out-crossing failure rate and hard-deadline

are:v22 = 1/574030, Thd21 = 60.

6.6.3 Reliability evaluation

Reliability semi-Markov model can be constructed based on fault transition rates, FDI tran-

sition parameters, out-crossing failure rate, and hard-deadlines. Predicted reliability func-

tion and Mean Time To Failure (MTTF) can be thereby calculated. Using MTTF as an

objective, an optimization is performed onTSST. It is found that MTTF will be improved

from 27727 to 32605 seconds ifTSSTj is reduced from 6 to 1. A comparison of reliability

functions before and after this optimization is shown in Figure 6.7. It is clearly shown that

reliability index is improved.
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Figure 6.7: Reliability functions comparison.

Comparisons on the transition probabilities between thesetwo SST periods are shown

in Figure 6.8, in which each sub-figure gives the transition probability curves froms00 to

other states. For example, the sub-figure at the first row and second column shows the

104



transition probabilities tos01 is increased from 0 to about 0.008. This is a natural result

of increased false alarms when reducingTSSTj . In fact, whenTSSTj = 1, new Markov

transition parametersH ′0 becomes:

H ′0 =









0.9822 0.0017 0.0122 0.0038
0.2634 0.7366 0 0
0.1989 0 0.8011 0
0.3530 0 0 0.6470









.

Compared withH0, the element on the first row and second column is increased from

0 to 0.0017, a confirmation of increased false alarms. On the other hand, detection delays

are reduced approximately from 6 to 1, and system stays less time under mis-matched fault

and FDI cases. Overall, MTTF is improved.
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Figure 6.8: Comparison of transition probabilities.

This evaluation procedure can be completed in an online manner. Estimated FDI tran-

sition parametersH and current mode ofζn provided by confirmed test on FDI can be used

to provide updated MTTF based on this most recent information.

6.7 Conclusions

A reliability monitoring scheme for FTCS’s is reported in this chapter. The scheme contains

two post-processing strategies on FDI results to provide estimated fault mode for control

reconfiguration and confirmed mode for updating reliability. The stochastic transitions of

FDI mode is represented by a semi-Markov chain with parameters estimated from history

data. Under geometric sojourn time distributions, FDI modecan be described by an equiv-

alent hypothetical Markov chain that simplifies its model and reliability analysis. Safety
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and satisfactory operation of system is defined by system trajectories and safety bound-

aries; the probability of violating this safety criterion under fixed fault and FDI modes is

estimated using Monte Carlo simulations. Overall reliability evaluation is obtained through

a semi-Markov model constructed by integrating FDI transition characteristics and failure

probabilities under each regime model. This scheme provides timely monitoring on the

reliability index of FTCS’s, and was demonstrated on an F-14aircraft model.
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Chapter 7

Conclusions and future work

7.1 Conclusions

This thesis discusses the analysis and design of FTCS’s based on a reliability index in the

following aspects:

• Reliability analysis of FTCS’s

Constructing a reliability model is the first task in the overall framework. In the litera-

ture, Markov and semi-Markov models are commonly used to model reliability of FTCS’s.

Assumptions on the memory property of FDI are critical to determine model type. The

states of the models are usually defined according to the combinations of the fault modes

and FDI results. These available results provide some general procedures and crucial ideas

for reliability analysis.

In this thesis, different from these available results, a new semi-Markov reliability

model is constructed in Chapter 2 from dynamical model, and it considers some fundamen-

tal characteristics of FTCS’s: control objectives, performance degradation, hard deadline

in FTCS’s, and effects of imperfect FDI. These aspects are incorporated in the proposed

model, based on which reliability can be analyzed for FTCS’s.

This analysis method also has some limitations. For example, it is developed based on

two assumptions about static control performance and stationary distribution of FDI mode.

It can not be applied to other control objectives defined on system transient trajectory. The

approximation of stationary distribution may introduce some errors on analysis results. In

addition, this method may involve heavy numerical calculation burdens.

• Controller design based on reliability

Once the reliability model is constructed, the reliabilityindex is incorporated in de-

sign process, which is essentially an optimization problemwith respect to a reliability
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index. Owing to the numerical procedures of building and solving stochastic reliability

models, reliability criteria cannot be written as analytical functions of controller parameters

in general. To overcome this difficulty, based on stabilizing controller parameterization,

randomization-based optimization algorithms are proposed in Chapter 3 to find the sta-

tistically optimal controller with the highest reliability. The designed controller can not

only stabilize system but also achieve the optimal reliability index, such as MTTF. But this

method is restricted to certain modeling structures because of the constraints on stability

and parameterization results.

Another design method is given in Chapter 4 by performing MTTF optimization in two

steps: 1) a gradient-based search is carried out for controlperformance characteristics up-

dated along the fastest increasing direction of MTTF; 2) theupdated control performance

characteristics are then transmitted to a controller design algorithm, which updates con-

troller accordingly to satisfy this performance. Each design step is completed by one itera-

tive algorithm, and two algorithms are used alternately to complete controller design. This

method helps to tackle the difficulty caused by the implicit relationship between the MTTF

objective and controller parameters.

• Improvement of FDI description and reliability modeling

FDI is described by a Markov process in Chapters 2 through 4, and its sojourn time

is exponentially distributed. However, Markov process model may not be applicable to

general FDI schemes. This modeling limitation is addressedin Chapter 5 by using an

extended semi-Markov description of FDI, which removes thememoryless assumption in

Markov models and provides a general model for cyclic FDI schemes. Furthermore, the

reliability index and evaluation method are extended to this general description of FTCS’s.

• Online reliability monitoring

This study aims to develop online reliability monitoring scheme for active FTCS’s. The

reliability index can be implemented and updated online as an indication of overall system

performance. It can also be used for performance analysis and design of FTCS’s. The key

point of online monitoring is to update reliability prediction using current available data

from FDI and plant outputs. The scheme is developed mainly based on previous results in

reliability modeling with necessary improvements to account for this online feature.

These reliability-based methods may be applied in the future to processes under con-

tinuous operation. To ensure productivity, operation interruptions for emergent repairs of

these processes should be avoided, and they are expected to operate with satisfactory per-
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formance until scheduled maintenance. The reliability-based FTC methods can be used to

handle manageable faults and to retain acceptable performance. The advantage of these

methods is the optimal reliability index, which can be deemed as a consistent objective of

improving productivity. For some other safety-critical systems such as aircrafts, classical

FTC methods may be more suitable because safety throughout each mission duration (e.g.,

flight time) is of top priority.

7.2 Future work

• Calculation reduction and sensitivity analysis

The proposed reliability is calculated from a semi-Markov model. Its calculation in-

volves model construction and transition probability solution. Although this index may re-

flect characteristics of FTCS’s, the complicated procedureand lack of analytical expression

have caused difficulties in its applications, especially incontroller design. If its calculation

can be properly simplified, an approximate index may find extensive applications in both

analysis and design. For example, an approximate reliability index is widely adopted in

active structure control [75]. Similar idea may apply to theproposed index for FTCS’s. In

addition, it is worthwhile to carry out sensitivity analysis on reliability index with respect to

system and probabilistic parameters to determine the effects of modeling and approximation

errors.

• Trajectory-related control objective and reliability ind ex

A critical issue of defining an appropriate reliability index for FTCS’s is to incorporate

control objective and reconfiguration actions such that this index can represent mission pro-

file of control applications. In this thesis, reliability isdefined as the probability that system

satisfies a static objective. This static assumption is madebased on the extensive applica-

tions of model-based control objectives and its simplicity. Model-based system norms can

be used, but trajectory-based objectives are not applicable. However, it may be important

to study control objectives defined on transient trajectories in some applications. An pre-

liminary effort is made in Chapter 6 using Monte Carlo methodto estimate the probability

of out-crossing a safety boundary. Some design method may bedeveloped following this

idea.

• FDI imperfectness description and FTC modeling

FDI results provides information for controller reconfiguration, and FDI imperfectness
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has been a critical issue when analyzing overall performance. In this thesis, Markov model-

ing is adopted. The advantage is the availability of stability results and simplicity of Markov

process. But, it also has weakness on the memoryless restriction of Markov description and

an appropriate selection of Markov modeling parameters. Inpractice, an direct description

of FDI imperfectness is false alarm, missing detection, andincorrect detection probabili-

ties. These parameters can be obtained from FDI history data. Also, many controller design

techniques are a multiple-model modeling of FTCS’s. It is worthwhile to extend current re-

liability results on these imperfectness parameters and FTC models.

• Integrated design with maintenance activities

Reliability problem discussed in this thesis ignored maintenance and inspection activ-

ities. If these activities are taken into account, a monitoring or prediction scheme may

provide solutions for condition-based maintenance. We have made some efforts to build

stochastic models for maintenance scheduling in FTCS’s [95]. This method may be further

improved to consider controller reconfiguration, FDI, and maintenance in a single model,

which may help to design a system achieving high reliabilityusing all available engineering

activities.

• Controller design with semi-Markov FDI description

A semi-Markov description is more general for FDI schemes than Markov one, and a

reliability index can be extended to this model. But, controller design using this modeling

and reliability index is still an open problem. The difficulty lies in the stability results on

this general model which may involve partial differential equations [96]. Some numerical

methods may be available to solve these equations for controller design. Reliability-based

design in this case may be achieved using these numerical methods.
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Appendix A

Semi-Markov processes

Let Xn represent a random variable defined in a countable setE, andTn defined inR+

such that0 = T0 ≤ T1 ≤ T2 ≤ · · · , n ∈ N.

Definition A.1 (X,T ) = {Xn, Tn : n ∈ N} is said to be a Markov renewal process with

state spaceE provided that

Pr{Xn+1 = j, Tn+1−Tn ≤ t|X0, · · · ,Xn : T0, · · · , Tn} = Pr{Xn+1 = j, Tn+1−Tn ≤ t|Xn},

for all n ∈ N, j ∈ E and t ∈ R+. (X,T ) is time-homogeneous, if, for anyi, j ∈ E, t ∈

R+,

Pr{Xn+1 = j, Tn+1 − Tn ≤ t|Xn = i} = Q(i, j, t),

independent ofn. Q = {Q(i, j, t) : i, j ∈ E, t ∈ R+} is called a semi-Markov kernel over

E.

LetP (i, j) , limt→∞Q(i, j, t). It can be shown thatP (i, j) ≥ 0 and
∑

j∈E P (i, j) =

1 [25, 27]. So,P (i, j) is the transition probability for some Markov chain with sate space

E. As Pr{Xn+1 = j|X0, · · · ,Xn;T0, · · · , Tn} = P (Xn, j) for n ∈ N, j ∈ E, X =

{Xn : n ∈ N} is a Markov chain with state spaceE and transition matrixP .

The expectation of the sojourn time in statei, or the mean sojourn timem(i), can be

calculated by following equation.

m(i) =

∫ ∞

0
(1 −

∑

k

Q(i, k, t))dt. (A.1)

For convenience, denote Pr{·|X0 = i} as Pri. DefineQn(i, j, t) = Pri{Xn = j, Tn ≤

t}, i, j ∈ E, t ∈ R+, then

Q0(i, j, t) = δ(i, j) =

{

1, if i = j,

0, if i 6= j.
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Qn+1(i, k, t) can be defined recursively as

Qn+1(i, k, t) =
∑

j∈E

∫ t

0
Q(i, j, ds)Qn(j, k, t − s), (A.2)

which is the (n+ 1)-order Stieltjes convolution in matrix form.

The following equation gives the Markov renewal function, which plays an important

role in the calculation of transition probability.

R(i, j, t) =

∞
∑

n=0

Pr{Xn = j, Tn ≤ t}

=

∞
∑

n=0

Qn(i, j, t). (A.3)

DefineL = SupnTn, the life time of Markov renewal process(X,T ). To extend the

definition tot beyondL, define

Yt =

{

Xn, if Tn ≤ t < Tn+1,

Υ, if t ≥ L.

whereΥ is not a elment ofE. Then,Y = {Yt, t ≥ 0} is called minimal semi-Markov

process associated with(X,T ). Please note that ifE is a finite set,L = ∞ and there is no

need forΥ.

As in the analysis of Markov processes, the most important parameter is the transition

probabilityPt(i, j) = Pri(Yt = j). It can been proved that the transition probability can be

computed by the following integration [25].

Pt(i, j) =

∫ t

0
R(i, j, ds)h(j, t − s), (A.4)

whereh(j, t) = 1 −
∑

k∈E Q(j, k, t), j ∈ E, t ≥ 0.
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Appendix B

Reliability calculation from
semi-Markov process model

Let XR(t) represents a semi-Markov reliability model. Its state space are classified into

two complementary sets: letM represent the set of up states andM̄ for down states. When

XR(t) ∈M , the system is considered to be functional; otherwise, nonfunctional.

If the down states inM̄ are absorbing, the reliability function can be calculated from

the transition probability. Assume that Pr{X(0) = i} = P0(i), then

R(t) = Pr{∀u ∈ [0, t],X(u) ∈M}

= Pr{XR(t) ∈M}

=
∑

i∈M

∑

j∈M

Pr{XR(t) = j|X(0) = i}Pr{X(0) = i}

=
∑

i∈M

∑

j∈M

P0(i)Pt(i, j). (B.1)

In case that the down states are not absorbing, an auxiliary semi-Markov process can be

constructed from which the reliability of the original process can be calculated using the

above equation.

MTTF is the expectation of the life time of the item[23, 27]. Denotem0 as the vector

of mean sojourn time in the up states and partition the transition probability matrixP of the

embedded Markov chain as:

P =

[

P00 P01

P10 P11

]

.

If I − P00 is non-singular, MTTF= P0(I − P00)
−1m0.
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