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PROBABILISTIC DESIGN OF

FAULT TOLERANT CONTROL VIA

PARAMETERIZATION*

Hongbin Li1 and Qing Zhao1

Abstract. This paper studies the design of fault tolerant control systems (FTCSs) by
considering random faults and two categories of design objectives. The FTCSs are modeled
in a stochastic framework, resulting from the random fault process. The design objectives
include a stability requirement and a probabilistic performance index. Such an index is
chosen as a reliability-related criterion, which can be evaluated from a numerical proce-
dure only but lacks analytical expressions. A parameterization procedure together with
a randomization-based optimization method is developed to find a statistically optimal
controller that can stabilize the system and achieve the highest reliability.
Key words: Fault tolerant control, reliability, controller parameterization, randomized al-
gorithms.

1. Introduction

Motivated by a growing demand for high reliability and survivability of complex
control systems, fault tolerant control (FTC) is gaining increasing consideration
from both academia and industry. There are two important components in a typ-
ical fault tolerant control system (FTCS): a fault detection and isolation (FDI)
scheme and a reconfigurable controller (RC) [1]. Numerous integrated design
methodologies developed by considering the interrelationship between FDI and
RC have been reported, including the approaches based on adaptive control [30],
[37], online fault estimation and control accommodation [36], [38], and robust
control FTC [4], which can be collectively categorized as deterministic FTC de-
sign approaches.

This paper addresses the design of FTCSs in a different configuration. Consider
a plant with a finite set of fault modes S1, and let G = {Gi : i ∈ S1} represent the
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set of dynamical plant models under various fault modes. The evolution of these
modes can be represented by a Markov process. Usually the fault mode is not
directly known to the controller, and an FDI scheme is used to generate estimates
from a finite set S2. But FDI modes may deviate from true fault modes with an
error probability, so another Markov process is adopted to represent FDI modes.
The reconfigurable controller K = {K j : j ∈ S2} is in a switching structure, and
K j is engaged for the plant when the FDI is in mode j .

This stochastic FTCS model is preferable to deterministic ones when consider-
ing a probabilistic performance criterion. In contrast to the assumption of known
regime or fault modes in regular jump linear systems (JLSs), this model assumes
unknown fault modes and uses an additional Markov process to represent its
estimate, the FDI mode. If the FDI gives a wrong detection mode j , K j may be
used for the plant model Gi , i �= j , even though K j is originally designed for G j .
As a result of this difference, the design of FTCSs is more challenging, and many
existing methods for JLSs cannot be directly applied, e.g., [8], [12], [18], [32].
The related problem in JLSs to this FTC configuration is the partial observation
problem [9], which uses conditional probability as the estimation precision of
regime modes but cannot describe the estimation delay. In the literature of FTCSs,
Mariton studied the effects of this FDI imperfection including detection delay on
system stability [23], Srichander and Walker developed the conditions for expo-
nential mean-square stability [28], and much more recent work was also based
on this model, such as output feedback stabilization [25], H2 control [29], and
the H∞ control of a sampled-data system [14]. However, these results considered
control objectives only, and the system reliability index was not discussed.

In our problem, in addition to the stability requirement, another design ob-
jective ψ(K) of the closed-loop system is evaluated for each controller K via a
numerical method. The design goal is to find an optimal controller K∗ that can op-
timize ψ(K) subject to the stability constraint. The motivation is to design FTCSs
based on reliability-related criteria. Reliability has been deemed the ultimate goal
of FTCSs, and many evaluation results have been proposed, e.g., [13], [34], [35].
Most of these methods were based on stochastic modeling, and a new semi-
Markov model was developed in [21] considering the dynamical characteristics of
FTCSs. Because of the numerical procedures of building and solving stochastic
reliability models, reliability criteria cannot be written as analytical functions of
K in general. To overcome this difficulty, stabilizing controller parameterization
and randomization-based optimization algorithms are proposed for FTCSs in this
paper to find the statistically optimal controller with the highest reliability.

Controller parameterization plays an important role in systems and control
theory, which can facilitate the design of optimal controllers by using linear matrix
inequalities (LMIs) or other classical optimization techniques. For linear systems,
many parameterization results have been reported, such as Youla parameterization
[39], H∞ controller parameterization by Riccati equations and by LMIs [7], [10],
[16], covariance controller parameterization [26], [27], and stabilizing controller
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parameterization by quadratic Lyapunov functions [17]. However, to the best of
the authors’ knowledge, no controller parameterization result has been reported
for FTCSs.

Using LMIs or classical optimization techniques usually requires the parame-
terization expression and objective function ψ(·) to be affine with respect to free
parameters [2]. However, in our problem, even the analytical expression of ψ(·)
is not available, and a numerical method is used to calculate ψ(·) [21]. In this
case, some statistical methods, such as the randomized algorithms, are useful to
perform the design [3], [31], [32].

To recapitulate, this paper presents a parameterization result of stabilizing con-
trollers for stochastic FTCSs and a randomization-based optimization method to
search for the statistically optimal controller with respect to a numerical design
objective, e.g., a reliability criterion. The remainder of this paper is organized
as follows. Section 2 states system model and problem formulation, Section 3
provides some mathematical preliminaries, and Sections 4–7 present the main
results: stabilization conditions, controller parameterization, the analysis of stabi-
lizing controller set, and the synthesis of generator matrices. An example is given
in Section 8, followed by conclusions in Section 9.

2. Problem formulation

Consider the following Markov dynamical model of FTCSs [23], [28]:

ẋ(t) = A(ζ(t))x(t) + B(ζ(t))u(η(t), t), (1)

y(t) = C(ζ(t))x(t) + D(ζ(t))u(η(t), t), (2)

where x(t) ∈ R
n, u(η(t), t) ∈ R

m , and y(t) ∈ R
l denote system state, control

input, and output respectively. A(ζ(t)), B(ζ(t)), C(ζ(t)), and D(ζ(t)) are system
matrices with appropriate dimensions. (1)–(2) represent a set of linear dynamical
models G = (Gi : i ∈ S1), where Gi denotes the dynamical model when ζ(t) =
i .

ζ(t) and η(t) are assumed to be two separate continuous-time Markov pro-
cesses with finite state spaces S1 = {0, 1, 2, . . . , N1} and S2 = {0, 1, 2, . . . , N2}
to represent system faults and FDI results respectively. ζ(t) is a homogeneous
process, whereas the transition rates of η(t) depend on the current state of ζ(t).

The transition probability of the fault process ζ(t) from mode i to j , i, j ∈ S1,
in the infinitesimal time interval of �t , is given by

ζ(t) : pi j (�t) =
{

αi j�t + o(�t), i �= j,

1 + αi i�t + o(�t), i = j,

where αi j ≥ 0 and αi i = − ∑
j∈S1, j �=i αi j denote the transition rates of ζ(t),

and o(�t) denotes higher-order infinitesimal terms. When ζ(t) = k, k ∈ S1, the
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Figure 1. The system structure.

transition probability of η(t) from mode i to j , i, j ∈ S2, in the infinitesimal time
interval of �t , is given by

η(t) : pk
i j (�t) =

{
βk

i j�t + o(�t), i �= j,

1 + βk
ii�t + o(�t), i = j,

where βk
i j ≥ 0 and βk

ii = − ∑
j∈S2, j �=i βk

i j represent the transition rates of η(t)

given ζ(t) = k. In general, these transition rates, αi j and βk
i j , compose the gen-

erator matrices of ζ(t) and η(t) respectively, denoted by F = [αi j ]N1×N1 and
Hk = [βk

i j ]N2×N2 .
The closed-loop system structure is shown in Figure 1. Consider the static state-

feedback controller, u(η(t), t) = K (η(t))x(t). For simplicity, we write u j (t) =
K j x(t) for η(t) = j ∈ S2. The controller is composed of a set of static gains,
denoted by K = {K0, K1, . . . , KN2}. When η(t) indicates the fault mode i ,
Ki is in use. In practice, it is impossible to have a “perfect” FDI that always
instantaneously indicates the correct fault mode. Hence, there may be a mismatch
between η(t) and ζ(t). In this case, finding K to achieve closed-loop stability is
our first concern in the design of FTCSs.

Remark 1. The interaction between ζ(t) and η(t) causes the major difficulty in
the stabilizing design of FTCSs. This is the main difference between FTCSs and
regular JLSs.

Such a stabilizing K is usually not unique. In fact, the set of all stabilizing K can
be found via parameterization. When considering a more specific performance
criterion ψ(K), it is desirable to obtain the optimal stabilizing controller K∗ with
respect to ψ(K). This leads to the second stage of design. In this paper, such a
ψ(K) is chosen as a reliability criterion. To reflect the dynamical characteristics
of FTCSs, the following reliability function Rlb(t) was defined in [21].

Definition 1. The reliability function Rlb(t) of FTCSs is defined as the prob-
ability that, during time interval [0, t], FTCSs either satisfy presumed control
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objectives or violate them only temporally for a short time no longer than the
presumed hard deadline.

Rlb(t) is a function criterion, and an alternative scalar reliability criterion, mean
time to failure (MTTF), is often preferable in controller design. MTTF is defined
as the expectation of satisfactory operation time, i.e., the expected lifetime of
overall FTCSs, and is equal to

MTTF =
∫ ∞

0
Rlb(t)dt. (3)

A stochastic process was built in [21] to describe the evolution of control
performance under fault occurrences and controller reconfigurations. Rlb(t) and
MTTF can be calculated based on the transition and stationary probabilities of
the stochastic process. However, neither of these two reliability criteria has ana-
lytic function expressions available. In this paper, ψ(K) is selected as the scalar
reliability index, MTTF.

Based on such a ψ(K), a randomization procedure is available to find a statis-
tical optimum K̂∗, an estimate of K∗, such that

Pr{ψ(K∗) − ψ(K̂∗) > ε} ≤ δ, (4)

where ε ∈ (0, 1) and δ ∈ (0, 1) are precision parameters of the estimate.
The main procedure of the randomized algorithm presented in [31] is summa-

rized as follows, where the key step is to find a parameterization set of stabilizing
controllers: K � {all stabilizing K} = {K|K = ϕ(z), z ∈ 	}, where ϕ : 	 → K
denotes the parameterization mapping from a free parameter z within a bounded
set 	 to a stabilizing controller K.

Algorithm 1. Estimate the statistical optimum

(1) Determine a suitable sample quantity M1 based on the precision parameters
ε and δ and statistical theory, e.g., the Chernoff bound [3, p. 123].

(2) Generate M1 independent samples z(1), . . . , z(M1) in 	 according to the
distribution of z. Calculate the corresponding controllers K(i) = ϕ(z(i)),
i = 1, . . . , M1.

(3) Evaluate the performance value at each sample controller K(i):

ψi = ψ(K(i)) = ψ(ϕ(z(i))), i = 1, . . . , M1.

Let z0 denote the parameter such that ψ(ϕ(z0)) = max1≤i≤M1 ψi . Then
K̂∗ = ϕ(z0).

The remainder is then focused on developing a parameterization method for Al-
gorithm 1.
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3. Preliminaries

The following notation is used throughout the paper. A−T means (AT )−1. A⊥
denotes a matrix with the following properties: N (A⊥) = R(A) and A⊥ A⊥T >

0, where N (A) and R(A) denote the null and range spaces of A respectively.
� is used for notation definitions. ‖ · ‖ denotes the Euclidean norm for vectors
and the largest singular value for matrices. R denotes the set of real numbers,
and N the set of nonnegative integers. For notational simplicity, in (1)–(2), for
ζ(t) = i, η(t) = j, i ∈ S1, j ∈ S2, denote Ai � A(ζ(t)), Bi � B(ζ(t)), Ci �
C(ζ(t)), Di � D(ζ(t)), and u j (t) � u(η(t), t).

Definition 2 (EMS stability [28]). An FTCS is said to be exponentially mean-
square (EMS) stable if for any initial Markov states at t = 0, ζ(0), and η(0),
there exist a > 0, b > 0, and some number δ(ζ(0), η(0)) > 0, such that when
‖x(0)‖ ≤ δ(ζ(0), η(0)), the following inequality holds for t ≥ 0:

E{‖x(t)‖2} ≤ b‖x(0)‖2e−at ,

where E{·} denotes the mathematical expectation.

Lemma 1 (Stability conditions [28]). An FTCS in (1)–(2) is stabilized in the
sense of EMS stability by the static state-feedback control law

ui (t) = Ki x(t), i ∈ S2,

if and only if for any given k ∈ S1 and i ∈ S2 there exist positive definite matrices
Pik > 0, satisfying

ÃT
ik Pik + Pik Ãik +

∑
j∈S2, j �=i

βk
i j Pjk +

∑
j∈S1, j �=k

αk j Pi j < 0,

where

Ãik � Ak + Bk Ki − 0.5
∑

j∈S2, j �=i

βk
i j − 0.5

∑
j∈S1, j �=k

αk j .

Lemma 1 can be used for stability analysis for a given state-feedback controller,
but it is difficult to solve Ki directly using these inequalities. The main difficulty
lies in the fact that the number of gains Ki is less than that of the inequalities
involved in the above condition such that each Ki must satisfy multiple inequal-
ities simultaneously. In contrast, regular JLSs do not have this problem, and the
controller can be solved using LMIs [12]. The partial observation problem of
the JLS considered in [33] has a similar form as in FTCSs but only a sufficient
condition was derived. See [22], [29] for more discussions.

The following two lemmas are introduced for the purpose of deriving stabiliza-
tion conditions and a parameterization set.

Lemma 2 (Finsler’s theorem [16], [27]). Let matrices M ∈ R
n×m and Q ∈

R
n×n be given, and assume that rank(M) < n and Q = QT . Let (ML , MR) be
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any full rank factors of M such that M = ML MR and rank(ML) = rank(MR) =
rank(M). Then

M⊥QM⊥T < 0

if and only if

µM MT − Q > 0

for some µ ∈ R. If the above condition holds, all such µ are given by

µ > µmin � λmax[N (Q − QM⊥T (M⊥QM⊥T )−1 M⊥Q)N T ],
where λmax(·) denotes the largest eigenvalue, and N � (MR MT

R )(−1/2).

Lemma 3 (Projection lemma and parameterization set). Let matrices M ∈
R

n×m and Q = QT ∈ R
n×n be given. The following two statements are

equivalent.

(1) There exists a matrix X satisfying

M X + (M X)T + Q < 0. (5)

(2) The following condition holds:

M⊥QM⊥T < 0 or M MT > 0. (6)

If statement 2 holds, all matrices X satisfying statement 1 are given by

X = g(L , ρ|M, Q) � −ρ−1 MT + ρ−1/2L(ρ−1 M MT − Q)1/2, (7)

where L is an arbitrary matrix satisfying ‖L‖ < 1, and ρ ∈ (0, ρmax) a positive
scalar. L and ρ are immediate variables of function g, and the symbol | in (7) is
used to indicate the dependence of X on M and Q.

ρmax = a−1 is calculated by solving the following LMI problem:

min{a,X}a
subject to

a > 0,[−aI X
X T M X + (M X)T + Q

]
< 0. (8)

Moreover, ρ ∈ (0, ρmax) if and only if it satisfies

ρ−1 M MT − Q > 0, (9)

which ensures that (ρ−1 M MT − Q)1/2 exists and that (7) is valid.

Lemma 3 is adopted from Corollary 2.3.9 in [27] with modifications to make
it suitable for our problem. The proof is given in the Appendix. For a given
inequality in the form of (5), Lemma 3 provides a solvability condition and a
parameterization set of all its solutions:

GM,Q = {X |X = g(L , ρ|M, Q), ‖L‖ < 1, ρ ∈ (0, ρmax)}, (10)

where g(L , ρ|M, Q) is defined in (7).
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4. Stabilization conditions

Let us begin with the case that the state spaces of ζ(t) and η(t), S1 and S2, are
both equal to {0, 1}, where 0 denotes the fault-free situation and 1 the faulty mode.
This type of FTCS is referred to as the basic case in what follows. The stochastic
behavior of ζ(t) is governed by its generator matrix F ; when ζ(t) = 0 or 1, the
behavior of η(t) is determined by the corresponding generator matrix H0 or H1

[5], [20].
The generator matrices are composed of the transition rates of ζ(t) and η(t),

αi j and βk
i j , which have the following forms for the basic case:

F =
[
α00 α01

α10 α11

]
, H0 =

[
β0

00 β0
01

β0
10 β0

11

]
, H1 =

[
β1

00 β1
01

β1
10 β1

11

]
.

For the system in (1)–(2), by Lemma 1, {K0, K1} stabilizes the FTCS in the
sense of EMS stability if and only if there exist positive definite matrices Pik, i ∈
S2, k ∈ S1, such that the following inequalities hold simultaneously:

P00 B0 K0 + (P00 B0 K0)
T + Q00 < 0, (11)

P10 B0 K1 + (P10 B0 K1)
T + Q10 < 0, (12)

P01 B1 K0 + (P01 B1 K0)
T + Q01 < 0, (13)

P11 B1 K1 + (P11 B1 K1)
T + Q11 < 0, (14)

where Qik, i ∈ S2, k ∈ S1, is defined as

Qik � (Ak − 0.5βk
i(1−i) − 0.5αk(1−k))

T Pik + Pik(Ak − 0.5βk
i(1−i) − 0.5αk(1−k))

+ βk
(1−i)k Pi(1−k) + αk(1−k) Pi(1−k).

(15)

The set of all stabilizing controllers can be captured naturally by posing a matrix
inequality problem (11)–(14) for {K0, K1}. Note that both K0 and K1 appear in
two inequalities. So the intersection of the solution sets of (11) and (13) gives the
set of K0, and K1 can be obtained in a similar way from (12) and (14).

Lemma 4. For the basic case of an FTCS in (1)–(2), if B0 and B1 are row rank
deficient, then there exists a stabilizing state-feedback controller {K0, K1} in the
sense of EMS stability only if there exist positive definite matrices Pik , k ∈ S1 =
{0, 1}, i ∈ S2 = {0, 1}, such that

(P00 B0)
⊥Q00(P00 B0)

⊥T < 0, (16)

(P10 B0)
⊥Q10(P10 B0)

⊥T < 0, (17)

(P01 B1)
⊥Q01(P01 B1)

⊥T < 0, (18)

(P11 B1)
⊥Q11(P11 B1)

⊥T < 0, (19)

where Qik is defined in (15). If B0 has full row rank, (16) and (17) are removed
from the conditions; if B1 has full row rank, (18) and (19) are removed.



FAULT TOLERANT CONTROL VIA PARAMETERIZATION

This lemma is derived based on Lemma 1, and the proof is given in the Ap-
pendix. By converting the inequalities in Lemma 4 to LMIs, we have the following
theorem.

Theorem 1. For the basic case of FTCS in (1)–(2), if B0 and B1 are row rank
deficient, and all the transition rates of ζ(t) and η(t) are nonzero, then there exist
stabilizing state-feedback controllers in the sense of EMS stability only if there
exist positive definite matrices Pik , positive scalars µik, k ∈ S1 = {0, 1}, i ∈
S2 = {0, 1}, such that

P−1
00 ĀT

00 + Ā00 P−1
00 − µ00 B0 BT

0 P−1
00 P−1

00
P−1

00 −P−1
10 /β0

01 0
P−1

00 0 −P−1
01 /α01


 < 0, (20)


P−1

10 ĀT
10 + Ā10 P−1

10 − µ10 B0 BT
0 P−1

10 P−1
10

P−1
10 −P−1

00 /β0
10 0

P−1
10 0 −P−1

11 /α01


 < 0, (21)


P−1

01 ĀT
01 + Ā01 P−1

01 − µ01 B1 BT
1 P−1

01 P−1
01

P−1
01 −P−1

11 /β1
01 0

P−1
01 0 −P−1

00 /α10


 < 0, (22)


P−1

11 ĀT
11 + Ā11 P−1

11 − µ11 B1 BT
1 P−1

11 P−1
11

P−1
11 −P−1

01 /β1
10 0

P−1
11 0 −P−1

10 /α10


 < 0, (23)

where Āik � Ak − 0.5βk
i(1−i) − 0.5αk(1−k). If B0 has full row rank, (20) and

(21) are removed from the conditions; if B1 has full row rank, (22) and (23) are
removed. If some transition rates are zero, the corresponding rows and columns
containing those zero transition rates are removed from the above matrices.

Proof. Take (16) as an example, and the derivations are similar for the other
three inequalities. As P00 > 0 and (P00 B0)

⊥((P00 B0)
⊥)T > 0, both (P00 B0)

⊥
and (P00 B0)

⊥ P00 have full row rank. Considering (P00 B0)
⊥ P00 B0 = 0 and

(P00 B0)
⊥ P00 = B⊥

0 , we have

(P00 B0)
⊥ = B⊥

0 P−1
00 .

So (16) is equivalent to

B⊥
0 P−1

00 Q00 P−1
00 B⊥T

0 < 0.

Substitute Q00 and denote Ā00 � A0 − 0.5β0
01 − 0.5α01 to obtain

B⊥
0 (P−1

00 ĀT
00 + Ā00 P−1

00 + β0
01 P−1

00 P10 P−1
00 + α01 P−1

00 P01 P−1
00 )B⊥T

0 < 0.
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By Lemma 2, this inequality is equivalent to

P−1
00 ĀT

00 + Ā00 P−1
00 + β0

01 P−1
00 P10 P−1

00 + α01 P−1
00 P01 P−1

00 < µ00 B0 BT
0 , (24)

where µ00 ∈ R. Pre- and post-multiply P00,

ĀT
00 P00 + P00 Ā00 + β0

01 P10 + α01 P01 < µ00 P00 B0 BT
0 P00. (25)

According to Lemma 2, all feasible µ00 are given by µ00 > µ00min, where µ00min
can be calculated by the parameters in the inequality. Therefore, if the feasible
set of µ00 is nonempty, there must be a feasible µ00 > 0. Furthermore, we need
to consider only the positive case of µ00 to obtain all the feasible Pi j , by the
following reasoning.

Suppose for any two feasible values of µ00, µ1 ≤ 0 and µ2 > 0, all the
corresponding feasible solutions of Pi j in (24), i, j ∈ {0, 1}, are denoted by P1
and P2. For every element Pi j ∈ P1, i, j ∈ {0, 1}, (24) holds for this Pi j and µ1.
Again, based on Lemma 2, this element Pi j , i, j ∈ {0, 1}, is also feasible for (24)
corresponding to µ2 as µ2 > µ1 and thereby belongs to P2. Therefore, P1 ⊆ P2,
which means that the feasible solution of Pi j , i, j ∈ {0, 1}, for (24) when µ ≤ 0
is a subset of those when µ > 0, and we need to consider this positive case only.

Suppose that the transition rates β0
01 > 0 and α01 > 0. By the Schur’s comple-

ment lemma [2], (24) is equivalent to
P−1

00 ĀT
00 + Ā00 P−1

00 − µ00 B0 BT
0 P−1

00 P−1
00

P−1
00 −P−1

10 /β0
01 0

P−1
00 0 −P−1

01 /α01


 < 0. (26)

If some transition rate is zero, the corresponding term involving zero rate in (24)
is removed, and so are the corresponding row and column in (26). For example, if
α01 = 0, (26) becomes[

P−1
00 ĀT

00 + Ā00 P−1
00 − µ00 B0 BT

0 P−1
00

P−1
00 −P−1

10 /β0
01

]
< 0.

Similarly, (17)–(19) can also be converted to LMI’s that are affine in P−1
00 , P−1

01 ,
P−1

10 , P−1
11 , µ00, µ01, µ10, and µ11. �

Remark 2. The above results are for the basic case of FTCSs, and can be readily
modified for the cases of multiple fault modes. For example, if S1 = S2 =
{0, 1, 2}, to ensure stochastic stability, there are 9 inequalities in Theorem 1, and
a typical one is


P−1
00 ĀT

00 P00 P−1
00 Ā00

· P−1
00 − µ00 B0 BT

0
P−1

00 P−1
00 P−1

00 P−1
00

P−1
00 −P−1

10 /β0
01 0 0 0

P−1
00 0 −P−1

20 /β0
02 0 0

P−1
00 0 0 P−1

01 /α01 0
P−1

00 0 0 0 P−1
02 /α02




< 0.
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all stabilizing K all feasible P

Figure 2. Relationship between P and K.

Theorem 1 gives conditions on Pi j , i, j ∈ {0, 1}, to ensure that each single
inequality in (16)–(19) has feasible solutions. The stabilizing controller K =
{K0, K1} satisfying these four inequalities simultaneously can be generated by
a randomization procedure presented in the next section.

5. Controller parameterization

Recall Lemma 3 and (10), and denote

KP � {{K0, K1}|K0 ∈ W00 ∩ W01, K1 ∈ W10 ∩ W11,

Wi j � GPi j B j ,Qi j , i, j ∈ {0, 1}}, (27)

where P � {Pi j , i, j ∈ {0, 1}}. So KP is the set of stabilizing controllers as-
sociated with P. Let P � {P|P satisfies Theorem 1}, the set of all P satisfying
Theorem 1. P ∈ P ensures that Wi j �= ∅, where ∅ denotes the empty set. The set
of all stabilizing controllers is denoted as

K � {all stabilizing K} =
⋃
P∈P

KP. (28)

Figure 2 illustrates the relationship between P and K: Each K ∈ K corresponds
to some P ∈ P; if KP �= ∅, all its elements correspond to and can be generated
by P using a randomization procedure; if KP = ∅, find another P ∈ P , and repeat
the procedure.

The problem considered in this section is to check whether KP = ∅ or not given
P ∈ P; furthermore, if KP �= ∅, generate samples in KP.

Based on (27), denote KP
0 � W00 ∩ W01 and KP

1 � W10 ∩ W11. Then KP =
KP

0 × KP
1 , where × denotes the Cartesian product. So KP �= ∅ if and only if

KP
0 �= ∅ and KP

1 �= ∅. Take KP
0 as an example for the following derivation, and

the same procedure follows for KP
1 .

As shown in Figure 3, the basic idea is to generate samples in W00 =
GP00 B0,Q00 and to test condition (13) for W01 to obtain K0 ∈ KP

0 . Recall (10)
and (27), and let the free parameters L and ρ be uniformly distributed random
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Figure 3. Illustration of controller generation.

variables. K0 = g(L , ρ|P00 B0, Q00) ∈ W00 can be generated by L and ρ,
where g(·, ·|·, ·) is defined in (7). Obviously, KP

0 �= ∅ if and only if the following
probability is nonzero:

Pr{K0 ∈ KP
0 |K0 ∈ W00} = Pr{K0 satisfies (13)|K0 ∈ W00}. (29)

Define an indicator function

I (L , ρ) =
{

1, K0 ∈ KP
0 given K0 = g(L , ρ|P00 B0, Q00) ∈ W00;

0, otherwise,

and then Pr{I (L , ρ) = 1} = Pr{K0 ∈ KP
0 |K0 ∈ W00}. According to Chernoff’s

bound [3, p. 123], when generating N ≥ ln(2/δ2)

2ε2
2

identically and independently

distributed (i.i.d.) samples for δ2 > 0 and ε2 > 0, the following statistic provides
an estimate of the probability in (29):

P̂N =
∑N

i=1 I (Li , ρi )

N
, (30)

where Li and ρi denote i.i.d. samples of L and ρ respectively. Furthermore, it
satisfies

Pr{|Pr{I (L , ρ) = 1} − P̂N | ≤ ε2} ≥ 1 − δ2. (31)

Suppose that ε2 and δ2 are so small that we can use the estimate P̂N as the true
probability in (29). So KP

0 �= ∅ is equivalent to P̂N > 0, which solves the first
problem of this section.

If KP
0 �= ∅, we can then generate elements in W00 and test (13) to obtain

samples in KP
0 . Recall Algorithm 1 in Section 2, and suppose M1 stabilizing

controllers are needed. The next problem is to determine the number of K0 ∈ W00
to be tested in order to generate M1 controllers K0 ∈ KP

0 .
For M2 i.i.d. samples Li and ρi , denote Yi = I (Li , ρi ), i = 1, . . . , M2.

So
∑M2

i=1 Yi is the number of K0 ∈ KP
0 and subject to the following binomial

distribution:

Pr

{
M2∑
i=1

Yi ≥ M1

}
=

M2∑
k=M1

(
M2

k

)
(P̂N )k(1 − P̂N )M2−k . (32)
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Set a confidence level δ3, and select M2 to ensure Pr{∑M2
i=1 Yi ≥ M1} ≥ 1 − δ3.

This means that when testing M2 samples in W00, M1 samples of K i
0 ∈ KP

0 are
obtained with probability 1− δ3. The procedures of generating M1 controllers are
summarized in Algorithm 2.

Algorithm 2. Controller generation

(1) Let i = 0.
(2) For Ki , estimate Pr{Ki ∈ KP

i |Ki ∈ Wi0} by P̂N in (30) for some small
parameters ε2 and δ2. If P̂N = 0, no stabilizing controller exists and stop.

(3) For a small confidence level δ3, select M2 such that

M2∑
k=M1

(
M2

k

)
(P̂N )k(1 − P̂N )M2−k ≥ 1 − δ3.

(4) Generate M2 samples in set Wi0 = GPi0 B0,Qi0 . Test (13) if i = 0 or (14) if
i = 1 for each sample, and record those stabilizing controllers in KP

i .
(5) Let i = 1, and follow steps 2 through 4 to generate the controller samples

for K1.

Remark 3. Algorithm 2 still applies when there are multiple fault modes. For
example, if S1 = S2 = {0, 1, 2}, there are 9 similar inequalities in Theorem 1,
and each controller {K0, K1, K2} is in the intersection of three solution sets.

Algorithm 2 generates the controllers for step 2 of Algorithm 1 in Section 2.
The design procedure of FTCSs is finally established as follows by combining
Algorithms 1 and 2.

Design procedure

(1) Determine a suitable sample quantity M1 based on the precision parameters
ε and δ.

(2) Solve (20)–(23) in Theorem 1 for P.
(3) Use Algorithm 2 to generate M1 stabilizing controllers corresponding to P.
(4) If M1 controllers in KP are successfully generated, follow step 3 in Algo-

rithm 1 on the generated controllers, and find the statistical optimum K̂∗. If
KP = ∅, go to step 2 to solve for an alternative P.

If this procedure fails to find nonempty KP, the system is said to be not stabiliz-
able.

Remark 4. Note that the freedom of P in (28) is not exploited in this design
procedure, although it is possible to obtain a set of feasible solutions P satisfying
Theorem 1 by varying the settings in the LMI solver: the target value for the
auxiliary convex program of the feasibility problem [11]. But this may lead to
controllers with larger magnitudes, which is not preferable in practice due to
excessive control energy. So we do not solve a set of P and optimize among
controllers with different orders of magnitudes.
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Remark 5. The parameterization method can be extended to static output-
feedback controllers u(η(t), t) = K (η(t))y(t), provided that D(ζ(t)) = 0 in (2).
Using output-feedback controllers for this special case is equivalent to replacing
K (η(t)) by K (η(t))C(ζ(t)) in Lemma 1. Although Lemma 3 is not applicable
due to different stability conditions in this case, an alternative parameterization
result of matrix inequality can be applied and similar results can be derived
[27, p. 29, Theorem 2.3.12]. However, for the general case of D(ζ(t)) �= 0, the
stability conditions of the closed-loop system will contain matrix inverse terms
involving K (η(t)). This is a major hurdle for extending the current results.

6. Analysis of stabilizing controller set

In this section, the stabilizing controller set is analyzed based on its connections
with the standard linear quadratic regulator (LQR) problem. To see this rela-
tionship, the FTCS model is converted to the form of a JLS by representing the
behaviors of two Markov processes into one, called the integrated Markov process
φ(t) [20]; the solutions of the LQR problem in this JLS form are then compared
with the results in Section 4.

For the basic case of an FTCS, the augmented state space of φ(t) is S3 =
S2 × S1 = {(0, 0), (0, 1), (1, 0), (1, 1)}, where the first element represents the
FDI mode in S2 and the second the fault mode in S1. Let γ(i j)(kl) denote the
transition rate of φ(t), which determines the transition probability of φ(t) from
the augmented state (i, j) to (k, l) as shown in the following equation:

φ(t) : p(i j)(kl)(�t) =
{

γ(i j)(kl)�t + o(�t), i �= j, k �= l;
1 + γ(i j)(kl)�t + o(�t), i = j, k = l.

As shown in [20], γ(i j)(kl) can be derived from the transition rates of ζ(t) and
η(t):

γ(i j)(kl) =




α j j + β
j

i i , i = k, j = l;
β

j
ik, i �= k, j = l;

α jl , i = k, j �= l;
0, i �= k, j �= l.

(33)

For the basic case, the generator matrix Fφ of φ(t) is given by

Fφ � [γ(i j)(kl)]4×4 =




(α00 + β0
00) α01 β0

01 0
α10 (α11 + β1

00) 0 β1
01

β0
10 0 (α00 + β0

11) α01

0 α10 β1
10 (α11 + β1

11)


 .

By replacing ζ(t) and η(t) with φ(t) in (1)–(2), the FTCS model becomes a
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standard JLS model:

ẋ(t) = A(φ(t))x(t) + B(φ(t))u(φ(t), t), (34)

y(t) = C(φ(t))x(t) + D(φ(t))u(φ(t), t). (35)

The infinite-time LQR problem of JLSs aims to find a state-feedback controller
to minimize the following objective:

J (t0, x(t0), u(t)) =E

{∫ ∞

t0
[xT (t)S(φ(t))x(t)

+ uT (φ(t), t)R(φ(t))u(φ(t), t)]dt |x(t0), φ(t0)

}
,

(36)

where S(φ(t)) and R(φ(t)) denote state and control weighting matrices. For
φ(t) = (i, j), denote Ai j � A(φ(t)), Bi j � B(φ(t)), Ci j � C(φ(t)), Di j �
D(φ(t)), ui j (t) � u(φ(t), t), Si j � S(φ(t)), and Ri j � R(φ(t)). As system
matrices depend on fault mode only, Ai j = A j , Bi j = B j , Ci j = C j , and
Di j = D j .

By using state-feedback controls in a switching structure, the LQR problem
was solved by Theorem 5 in [18], which stated that the optimal state-feedback
controller is

ui j (t) = −R−1
i j BT

j Pi j x(t), (i, j) ∈ S3, (37)

where Pi j > 0 satisfies the coupled algebraic Riccati equations (AREs):

AT
j Pi j + Pi j A j − Pi j B j R−1

i j BT
j Pi j + γ(i j)(i j) Pi j

+
∑

(k,l)�=(i, j)

γ(i j)(kl) Pkl + Si j = 0, (38)

where (i, j), (k, l) ∈ S3.
In JLSs, the number of switching controllers is equal to that of integrated

Markov states of φ(t). For this JLS model in (34)–(35) converted from an FTCS
model, there are four controllers designed corresponding to four states of φ(t) as
given in (37). When φ(t) = (i, j), the following state-feedback gain is in use:

Ki j = −R−1
i j BT

j Pi j , (i, j) ∈ S3. (39)

In contrast, in FTCSs, the number of switching controllers is equal to that of fault
modes, so only two controllers exist for the basic case in (34)–(35). Therefore,
JLS’s have more design freedom whereas FTCSs are more restrictive, and the
design methods of JLSs are not applicable to FTCSs. But the controller designed
in FTCSs can be analyzed by the methods in JLSs considering that two controllers
can be deemed a special case of two pairs of identical controllers. For example,
K0 and K1 in FTCSs are deemed K0, K0, K1, and K1 in JLSs.

Proposition 1. (20)–(23) in Theorem 1 are equivalent to AREs (38) of the LQR
problem in JLSs. In other words, P = {Pi j , i, j ∈ {0, 1}} satisfies Theorem 1 if
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and only if it is a feasible solution of AREs (38) corresponding to the following
LQR weighting matrices:

Si j = µi j Pi j B j BT
j Pi j − ( ĀT

i j Pi j + Pi j Āi j + β
j

i(1−i) P(1−i) j + α j (1− j) Pi(1− j)),

(40)

Ri j = 1/µi j , (i, j) ∈ S3. (41)

Proposition 2. The parameterization set Wi j in (27) contains an LQR controller
of JLSs given in (37) corresponding to the weighting matrices in (40)–(41).

These two propositions are derived from Theorem 1 and Lemma 3, and the
proofs are given in the Appendix. Proposition 2 shows that W00 and W01 contain
an LQR controller of JLSs, and these sets are around an LQR controller; so
the parameterization set KP

0 is also around an LQR controller. This connection
provides a meaningful interpretation of the stabilizing controller set found in
Section 5.

7. Synthesis of generator matrices

Clearly, the generator matrices of ζ(t) and η(t) are crucial parameters in the
model of FTCSs. In this section, synthesis methods are presented based on two
structures of Markov processes and the knowledge of failure rates and FDI history
data.

Let Y (t) denote a homogeneous continuous-time Markov process in a finite
state space SY . Let T0, T1, T2, · · · denote transition times and Y0, Y1, Y2, · · · the
successive states visited by Y (t). If Yn = i , [Tn, Tn+1) is called the sojourn
interval, and Tn+1 − Tn the sojourn time at state i , i ∈ SY , n ∈ N. Markov process
theory states that {Yn, n ∈ N} forms a Markov chain, and Tn+1 − Tn follows an
exponential distribution with a parameter depending on Yn only [5, Chap. 8]. This
is the first structure of a Markov process.

Let QY denote the generator matrix of Y (t) and QY (i, j) its transition rate. The
transition probabilities of Yn are

Pr{Yn+1 = j |Yn = i} = QY (i, j)

−QY (i, i)
, i �= j, (42)

and Pr{Yn+1 = i |Yn = i} = 0, i, j ∈ SY . If QY (i, i) = 0, state i is absorbing, and
Pr{Yn+1 = j |Yn = i} = 0 for all j ∈ SY . The sojourn time distribution at state i
is

Pr{Tn+1 − Tn > t |Yn = i} = eQY (i,i)t . (43)

Note that QY (i, j) ≥ 0, and QY (i, i) = − ∑
j∈SY

QY (i, j), i �= j .
The second structure uses competitions among independent exponential ran-

dom variables to determine sojourn times and successive transition states. When
Y (t) = i , an exponentially distributed random variable τi j with rate QY (i, j)
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is associated with the transition to j in SY . The transition can be viewed as a
competition process among τi j , j ∈ SY : the state associated with the minimum
of τi j is the successive state visited by Y (t), and this minimum value gives the
sojourn time at i . Based on the property of independent exponential random
variables [24, p. 243], (42) and (43) can be derived under this structure.

Using the Markov process ζ(t) to describe fault occurrences requires the as-
sumption of constant failure rates, or equivalently, exponential distribution of
lifetimes, which is generally valid for the majority of component lifetimes [19].
The generator matrix of ζ(t) can be synthesized based on the second structure and
failure rates. In the state space S1 of ζ(t), 0 usually represents fault-free mode,
and other states describe specific faults and may also describe their combinations.
The transitions of ζ(t) may represent fault occurrences, repairs, or recoveries from
intermediate faults depending on transition modes and directions.

For example, for a system with two types of faults, S1 can be defined as
{0, 1, 2, 3}, where each mode represents respectively fault-free mode, fault type
I, fault type II, and their simultaneous occurrences. The transitions from mode
0 to 1 or 2 represent the occurrences of fault type I or II respectively, whereas
the transitions of opposite directions represent repairs or recoveries from these
faults. In cases of multiple faults that may occur at a particular mode, there exist
competitions among exponential lifetime random variables: the fault occurring
first with minimum lifetime makes ζ(t) jump to the corresponding mode in S1,
and the minimum lifetime gives its sojourn time. So, the transition rates in the
upper triangular part of F correspond to failure rates; and those in the lower
triangular part represent the rates of repairs or recoveries. Let the failure rates of
two faults be denoted by λ1 and λ2 respectively, and the generator matrix of ζ(t)
is

F =




−(λ1 + λ2) λ1 λ2 0
0 −λ2 0 λ2
0 0 −λ1 λ1
0 0 0 0


 ,

where the transition rates in the lower triangular part are all zeros as no repair or
intermediate fault is assumed.

η(t) models FDI results, and its state space S2 is usually identical to S1. Its
generator matrix can be estimated using FDI history data based on the first struc-
ture of Markov processes. This history data should record the transition states
and sojourn times of FDI under known fault modes, which can be obtained by
experimental testing of FDI schemes. From (42)–(43), it suffices to estimate the
transition probabilities and the means of sojourn time distributions in order to
determine the generator matrix of η(t).

When ζ(t) = k and η(t) = i , the sample sojourn time of η(t) at i is recorded
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as τ
(l)
i , l = 1, 2, . . . , N . The sample average

τ̄i = −
N∑

l=1

τ
(l)
i /N

converges to 1/βk
ii in probability 1 as N → ∞ based on the law of large numbers

and (43). Let β̂k
ii = 1/τ̄i denote the estimate of βk

ii . If there is no transition from
state i for η(t), this state is deemed to be absorbing, and β̂k

ii = 0 in this case.
The transition probability can be estimated by transition frequencies. If there

are M transitions of η(t) to mode j within N transitions leaving i in FDI his-
tory data, the transition frequency M/N converges to transition probability with
probability 1 as N → ∞. Using (42), the transition rate from i to j is estimated
as

β̂k
i j = −β̂k

ii M/N .

Using this method, all elements in the generator matrix of η(t) can be estimated.
Moreover, as in (31), to ensure specific estimate precisions, the lower bound of
sample quantity N can be determined using Chernoff’s bound.

Remark 6. Fault effects on system dynamics are described by different system
matrices in the dynamic model (1)–(2), A(ζ(t)), B(ζ(t)), C(ζ(t)), and D(ζ(t))
depending on ζ(t). The FDI scheme can be designed by standard model-based
methods using these dynamic models [15]. Although some iterative algorithms
exist to obtain a sequence estimate of Markov states based on the probabilistic
description of system modes, the computational cost is not suitable for online
implementation and controller reconfiguration, and the algorithms are designed
for a discrete-time Markov chain only [6]. The transition characteristics of the
FDI mode can be described by a Markov process from the perspective of closed-
loop stability of the reconfigured system [23]. But it is necessary to have FDI
history data available for estimating Markov transition rates.

8. An illustrative example

Consider a longitudinal vertical takeoff and landing aircraft model in the form of
(1)–(2) with the following system matrices [38]. The subscript 0 represents the
fault-free mode and 1 the faulty mode. In the faulty mode, the actuator failure is
considered, and the effectiveness of the first actuator is reduced by half as reflected
in B1.

A0 =




−0.0366 0.0271 0.0188 −0.4555
0.0482 −1.01 0.0024 −4.0208
0.1002 0.3681 −0.707 1.420

0 0 1.0 0


 , A1 = A0,
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B0 =




0.4422 0.1761
3.5446 −7.5922
−5.52 4.49

0 0


 , B1 =




0.2211 0.1761
1.7723 −7.5922
−2.76 4.49

0 0


 ,

C0 =




1 0 0 0
0 1 0 0
0 0 1 0
0 1 1 1


 , C1 = C0.

The generator matrices of ζ(t) and η(t) are

F =
[−0.0017 0.0017

0 0

]
, H0 =

[−0.0204 0.0204
3.9039 −3.9039

]
,

H1 =
[−2.9925 2.9925

0.0515 −0.0515

]
.

According to F , the mean lifetime before fault occurrence is 1/0.0017 = 588.24
seconds, and the fault mode is absorbing as shown in the second zero row of F ,
i.e., there is no repair or recovery from the intermediate fault. For FDI, according
to the first row of H0, when the system is in the fault-free mode, the mean time
of a false alarm is 1/0.0204 = 49.02 seconds; and according to its second row,
the mean time of returning to correct detection after a false alarm is 1/3.9039 =
0.2562 of a second. H1 can be interpreted similarly: the mean time of a missing
detection is 1/0.0515 = 19.42 seconds, and the mean time of returning to correct
detection after a missing detection is 1/2.9925 = 0.3342 of a second.

Solve the conditions in Theorem 1 for Pi j as follows:

P00 =




0.0114 0.0009 −0.0028 −0.0065
0.0009 0.0043 −0.0011 0.0004

−0.0028 −0.0011 0.0099 0.0079
−0.0065 0.0004 0.0079 0.0208


 ,

P01 =




3.5840 0.1916 −0.5806 −1.1955
0.1916 3.2196 −0.2804 −0.0447

−0.5806 −0.2804 3.4266 1.1760
−1.1955 −0.0447 1.1760 4.9369


 ,

P10 =




0.0484 0.0050 −0.0073 −0.0084
0.0050 0.0619 −0.0147 0.0052

−0.0073 −0.0147 0.0703 0.0102
−0.0084 0.0052 0.0102 0.0669


 ,

P11 =




2.7515 −0.1065 −1.0816 −1.2975
−0.1065 3.5939 −0.1549 −0.0833
−1.0816 −0.1549 3.4801 1.6071
−1.2975 −0.0833 1.6071 3.8389


 .
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Based on Proposition 1, these Pi j correspond to the following LQR weighting
matrices Si j and Ri j :

S00 =




0.0120 0.0184 −0.0303 −0.0113
0.0184 0.0351 −0.0533 −0.0144

−0.0303 −0.0533 0.0884 0.0279
−0.0113 −0.0144 0.0279 0.0165


 ,

S01 =




213.7 1161 −954.4 −307.4
1161.0 7689.3 −5618.3 −1764.3
−954.4 −5618.3 4436.9 1416.5
−307.4 −1764.3 1416.5 460.1


 ,

S10 =




0.2133 0.3874 −0.4153 0.0212
0.3874 2.7692 −2.4173 0.1968

−0.4153 −2.4173 2.7225 −0.0830
0.0212 0.1968 −0.0830 0.1956


 ,

S11 =




267.1 1348.6 −1027.9 −478
1348.6 9117.3 −5859.5 −2690.3

−1027.9 −5859.5 4154.7 1921.8
−478 −2690.3 1921.8 891.3


 ,

R00 = 0.0676, R01 = 0.0913, R10 = 0.1570, R11 = 0.0911.

Following the design procedure with ε = 0.02 and δ = 0.02, 194 sample con-
trollers are generated and evaluated with respect to MTTF. It is found that the
following approximately optimal controller K̂∗ = {K̂ ∗

0 , K̂ ∗
1 } achieves MTTF

= 197.3208 seconds with Pr{ψ(K∗) − ψ(K̂∗) ≥ 0.02} ≤ 0.02, where ψ(K∗)
denotes the optimal MTTF with the optimal controller K∗:

K̂ ∗
0 =

[−0.6566 −0.7359 2.0731 1.1449
0.4176 1.3777 −1.1316 −1.0322

]
,

K̂ ∗
1 =

[−0.1117 0.2114 0.1399 0.4621
0.0621 0.5747 −0.1667 −0.3248

]
.

For comparison, arbitrarily select another stabilizing controller K = {K0, K1}
with MTTF = 55.8319 seconds:

K0 =
[−3.2572 −1.8991 8.0921 6.7639
−0.8941 0.8646 1.0997 1.1335

]
,

K1 =
[

0.0272 0.2312 0.0945 0.0146
0.0427 −0.0603 −0.0534 −0.5202

]
.

To compare the time domain performance of these two controllers, a white
noise disturbance is applied to the system. With initial state x(0) = [2 − 2 2 −
2]T , output trajectories are shown in Figures 4 and 5, where ζ(t) remains at fault-
free mode 0, and η(t) is manually set to 1 such that FDI gives false alarms when
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Figure 4. Output trajectories when using K̂∗.
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Figure 5. Output trajectories when using K.

5 ≤ t < 10. In fact, the sample paths of ζ(t) and η(t) can be generated based
on their generator matrices. But, the possibility of observing fault occurrences or
false alarms in a short time is very small. In order to study system responses under
false alarms, we manually set the transitions of η(t). Moreover, to examine the
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Figure 6. Compare reliability functions when using K̂∗ and K.

robust performance of controllers, system matrices are perturbed probabilistically
around their nominal values during the simulation.

As shown in Figures 4 and 5, output trajectories are converging and distur-
bances attenuated by both controllers; overall, K̂∗ seems to have better distur-
bance attenuation effects. This can be further validated by comparing the closed-
loop H∞ norms. For K̂∗, the nominal closed-loop H∞ norm is 0.1294 when
η(t) = 0 and 0.1565 when η(t) = 1; for K, it is 0.1088 when η(t) = 0 and
0.2178 when η(t) = 1. If probabilistic modeling uncertainties are considered,
for K̂∗, the probabilities that the H∞ norm is no greater than 1 are 0.6467 and
0.7600 when η(t) = 0 and 1 respectively [31]; for K, the probabilities are 0.6328
and 0.1043 respectively, much worse than K̂∗, especially under false alarms. This
finding is not surprising because in this example the H∞ norm under probabilistic
uncertainties has been used as a control objective in the definition of a reliability
function. The case for missing detection of FDI under fault occurrence can be
studied in a similar way, which is not included for brevity.

The reliability functions of FTCSs for these two controllers are shown in Fig-
ure 6, and the reliability shows great improvement by using K̂∗. To test the state-
ment Pr{ψ(K∗) − ψ(K̂) > 0.02} ≤ 0.02, 1000 stabilizing controller samples
are generated, and the MTTF of the FTCS for each controller is calculated, as
shown in Figure 7. From this figure, it is found that only one controller has better
MTTF than K̂∗. Therefore, the randomized algorithm gives a valid estimate of the
optimum with the specified precision.
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Figure 7. MTTF of FTCS for 1000 generated stabilizing controllers.

9. Conclusion

This paper presents a probabilistic design method of FTCSs based on the stability
and reliability criteria. The basic idea is to develop a stabilizing controller pa-
rameterization set and to apply the randomized algorithms to find the statistically
optimal controller in terms of system reliability. The stabilization conditions are
given in the form of LMIs, and the free parameters in the controller parame-
terization set are real matrices and scalars, which is convenient for numerical
implementation. An example is presented, and the results show that a statistically
optimal controller with highest reliability can be obtained by this method.

Appendix

Proof of Lemma 3. The equivalence between statements 1 and 2 is a special
form of the well-known Projection Lemma [2]. Here, we prove (7) only. When
statements 1 and 2 hold, it is equivalent to

M X + (M X)T + ρX T X < −Q, (44)

for some scalar ρ > 0. Add ρ−1 M MT to both sides, complete the square on the
left-hand side of (44), and we have

(ρ−1 M + X T )ρ(ρ−1 MT + X) < ρ−1 M MT − Q. (45)

Obviously, (45) holds if and only if ρ−1 M MT − Q > 0 as the left-hand side of
(45) is positive semidefinite. By taking the matrix square root, (45) is equivalent
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to

(ρ−1 M MT − Q)−1/2(Mρ−1 + X T )ρ(ρ−1 MT + X)(ρ−1 M MT − Q)−1/2 < I.
(46)

Define L � ρ1/2(ρ−1 MT + X)(ρ−1 M MT − Q)−1/2. Then ‖L‖ < 1 and

X = −ρ−1 MT + ρ−1/2L(ρ−1 M MT − Q)1/2.

To determine the upper bound of ρ, convert (44) to the following matrix inequality
by the Schur’s complement lemma [2]:[−ρ−1 I X

X T M X + (M X)T + Q

]
< 0.

Define a new decision variable a � ρ−1 > 0, and the minimum value of a gives
the upper bound ρmax. Moreover, ρ ∈ (0, ρmax) ensures ρ−1 M MT − Q > 0 from
(45). �

Proof of Lemma 4. Based on Lemma 3, each inequality in (11)–(14) has feasible
solution K0 or K1 if and only if the corresponding condition in (16)–(19) holds.
Considering that (11)–(14) must hold simultaneously for system stability, (16)–
(19) are only necessary conditions. If B0 has full row rank, (11) and (12) always
have feasible solutions for any P00, P10, Q00, and Q10, so (16) and (17) are
removed; similarly, if B1 has full row rank, (18) and (19) are removed. �

Proof of Proposition 1. Substitute the system parameters into (38); we obtain
four coupled AREs. Note that the system matrices depend on the fault mode only,
the second element of φ(t). For example, Ai j = A j . Let us consider the following
ARE for φ(t) = (0, 0):

AT
0 P00 + P00 A0 − P00 B0 R−1

00 BT
0 P00 − (α01 + β0

01)P00 + β0
01 P01 + α01 P10

+ S00 = 0.

Use Ā00 = A0 − 0.5β0
01 − 0.5α01 defined in Theorem 1 to simplify this equation,

and we have

ĀT
00 P00 + P00 Ā00 + β0

01 P01 + α01 P10 + S00 = P00 B0 R−1
00 BT

0 P00. (47)

Let R00 = 1/µ00 and compare (47) with (25). If (47) holds, (25) obviously holds
considering S00 > 0; if (25) holds, (47) also holds with

S00 = µ00 P00 B0 BT
0 P00 − ( ĀT

00 P00 + P00 Ā00 + β0
01 P10 + α01 P01)

= P00 B0 R−1
00 BT

0 P00 − ( ĀT
00 P00 + P00 Ā00 + β0

01 P10 + α01 P01) > 0.

So, (47) and (25) are equivalent. It immediately follows that (47) and (11) are
equivalent. Similarly, we can establish the equivalence between (12)–(14) and the
other three AREs of (38) corresponding to φ(t) = (0, 1), (1, 0), (1, 1). �
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Proof of Proposition 2. Recall (27) and Lemma 3; if Theorem 1 holds, the fea-
sible solutions for each inequality in (11)–(14) are parameterized by

Wi j = {K ′
i j |K ′

i j = −ρ−1
i j BT

j Pi j + ρ
−1/2
i j Li j (ρ

−1
i j Pi j B j BT

j Pi j − Qi j )
1/2,

‖Li j‖ < 1, ρi j ∈ (0, ρi jmax)}, i ∈ S2, j ∈ S1, (48)

where Li j and ρi j are free parameters and ρi jmax is calculated by (8) in Lemma 3.
Furthermore, by Lemma 3, ρi j ∈ (0, ρi jmax) if and only if it satisfies (9):
ρ−1

i j Pi j B j BT
j Pi j − Qi j > 0.

ρi j may take the value of µ−1
i j because

µi j Pi j B j BT
j Pi j > Qi j , i ∈ S2, j ∈ S1. (49)

To see this inequality (49), take i = 0 and j = 0 as an example, and substitute
the definition of Q00 in (15). (49) then becomes (25), which has been proved in
Theorem 1.

Let the free parameter Li j = 0 and the corresponding element in Wi j is

K ′
i j = −µi j BT

j Pi j , i ∈ S2, j ∈ S1. (50)

Considering (41) in Proposition 1,

K ′
i j = −R−1

i j BT
j Pi j , i ∈ S2, j ∈ S1, (51)

which is obviously the LQR controller in (39). �
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[5] E. Çinlar, Introduction to Stochastic Processes, Prentice-Hall, Englewood Cliffs, NJ, 1975.
[6] A. Doucet and C. Andrieu, Iterative algorithms for state estimation of jump Markov linear

systems, IEEE Trans. Signal Processing, 49(5), 1216–1227, 2001.
[7] J. Doyle, K. Glover, P. Khargonekar, and B. Francis, State-space solutions to standard H2 and

H∞ control problems, IEEE Trans. Automat. Contr., 34(8), 831–847, 1989.
[8] Y. Fang and K. Loparo, Stabilization of continuous-time jump linear systems, IEEE Trans.

Automat. Contr., 47(10), 1590–1643, 2002.
[9] M. Fragoso and O. Costa, Mean square stabilizability of continuous-time linear systems with

partial information on the Markovian jumping parameters, Stochastic Analysis and Appl., 22(1),
99–111, 2004.

[10] P. Gahinet, A new parameterization of H∞ suboptimal controllers, Int. J. Contr., 59(4), 1031–
1051, 1994.



LI AND ZHAO

[11] P. Gahinet, A. Nemirovski, A. J. Laub, and M. Chilali, LMI Control Toolbox User’s Guide, The
MathWorks, Natick, MA, 2005.

[12] L. Ghaoui and M. Ati-Rami, Robust state-feedback stabilization of jump linear systems via
LMIs, Int. J. Robust Nonlinear Contr., 6(9–10), 1015–1022, 1996.

[13] F. Guenab, D. Theilliol, P. Weber, J. Ponsart, and D. Sauter, Fault tolerant control method based
on cost and reliability analysis, 16th IFAC World Congress, Prague, 2005.

[14] L. Hu, P. Shi, and B. Huang, H∞ control for sampled-data linear systems with two Markov
processes, Optimal Contr. Appl. Methods, 26(6), 291–306, 2005.

[15] R. Isermann, Model-based fault-detection and diagnosis—Status and applications, Annual
Reviews in Contr., 29(1), 71–85, 2005.

[16] T. Iwasaki and R. Skelton, All controllers for the general H∞ control problems: LMI existence
conditions and state space formulas, Automatica, 30(8), 1307–1317, 1994.

[17] T. Iwasaki and R. E. Skelton, Parameterization of all stabilizing controllers via quadratic
Lyapunov functions, J. Optim. Theory Appl., 85(2), 291–307, 1995.

[18] Y. Ji and H. Chizeck, Controllability, stabilizability, and continuous-time Markovian jump
linear quadratic control, IEEE Trans. Automat. Contr., 35(7), 777–788, 1990.

[19] W. Kuo and M. Zuo, Optimal Reliability Modeling, John Wiley & Sons, Hoboken, NJ, 2002.
[20] H. Li and Q. Zhao, Analysis of fault tolerant control by using randomized algorithms, Proc.

American Contr. Conf., Portland, OR, USA, 2005.
[21] H. Li and Q. Zhao, Reliability modeling of fault tolerant control systems, Proc. Joint 44th IEEE

Conf. Decision Contr. European Contr. Conf., Seville, Spain, 2005.
[22] M. Mahmoud, J. Jiang, and Y. Zhang, Stabilization of active fault tolerant control systems with

imperfect fault detection and diagnosis, Stochastic Analysis Appl., 21(3), 673–701, 2003.
[23] M. Mariton, Detection delays, false alarm rates and the reconfiguration of control systems, Int.

J. Contr., 49(3), 981–992, 1989.
[24] S. M. Ross, Introduction to Probability Models, 6th edition, Academic Press, San Diego, CA,

1997.
[25] A. Samir, J. Christophe, and S. Dominique, Output feedback stochastic stabilization of active

fault tolerant control systems: LMI formulation, 16th IFAC World Congress, Prague, 2005.
[26] R. Skelton and T. Iwasaki, Liapunov and convariance controllers, Int. J. Contr., 57(3), 519–536,

1993.
[27] R. Skelton, T. Iwasaki, and K. Grigoriadis, A Unified Approach to Linear Control Design,

Taylor & Francis, London, 1997.
[28] R. Srichander and B. Walker, Stochastic stability analysis for continuous-time fault tolerant

Control Systems, Int. J. Contr., 57(2), 433–452, 1993.
[29] F. Tao and Q. Zhao, Design of stochastic fault tolerant control of H2 performance, Proc. Joint

44th IEEE Conf. Decision Contr. European Contr. Conf., Seville, Spain, 2005.
[30] G. Tao, S. Chen, and S. Joshi, An adaptive control scheme for systems with unknown actuator

failures, Automatica, 38(6), 1027–1034, 2002.
[31] R. Tempo, E. Bai, and F. Dabbene, Probabilistic robustness analysis: Explicit bounds for the

minimum number of samples, Sys. Contr. Lett., 30(5), 237–242, 1997.
[32] V. Ugrinovskii, Randomized algorithms for robust stability and guaranteed cost control of

stochastic jump parameter systems with uncertain switching policies, J. Optim. Theory Appl.,
124, 227–245, 2005.
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